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*************** Start of Change 1 ****************
This contribution does NO changes to CHANGE #1 in S3‑181517
*************** End of Change 1 ****************
*************** Start of Change 2 ****************
This contribution does NO changes to CHANGE #2 in S3‑181517
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
This contribution does NO changes to CHANGE #3 in S3‑181517
*************** End of Change 3 ****************
*************** Start of Change 4 ****************
This contribution does NO changes to CHANGE #4 in S3‑181517
*************** End of Change 4 ****************
*************** Start of Change 5 ****************
Editor's Note: The below clauses and subclauses are a place holder for the security functionality for MR-DC and are not final. Adding further sub-clauses or modifying the given clauses for any of the below clauses is possible as needed.
6.10.2 Security mechanisms
6.10.2.1 Addition or modification of Radio Bearers in Secondary Node

6.10.3
Security mechanisms in other procedures 
6.10.3.1
Handover procedure (with/without SN change)
At handover procedures (Xn or N2) from source-MN to target-MN with/without SN change, the SN and the UE shall delete the <KSN> and the SN related internal keys that were facilitated bythe source-MN. The SN and the UE shall use fresh <KSN> and fresh SN related internal keys facilitated by the target-MN with new SN addition procedure.
6.10.3.2
Periodic local authentication procedure

SN may request the MN to execute a counter check procedure specified in Clause 6.13 of this specification to verify the value of the PDCP COUNT(s) associated with DRB(s) offloaded to the SN. To accomplish this, the SN shall communicate this request, including the expected values of PDCP COUNT(s) and associated radio bearer identities to the MN over the Xn-C.

If the MN receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MN and SN), the MN may release the connection or report the difference of the PDCP COUNT values to the serving AMF or O&M server for further traffic analysis, e.g., for detecting the attacker.

6.10.3.3
Radio link failure recovery

Editor’s Note: Security handling of RLF in MR-DC with 5GC is FFS until RAN groups finalize how the RRC Connection Re-establishemnt is handled in this case.
6.10.2.2 Security activation for offloaded Radio Bearers

6.10.2.3 Derivation of keys for Radio Bearers terminated in Secondary Node

6.10.2.4 Negotiation of security algorithms

6.10.2.5 Secondary Node key update

*************** End of Change 5 ****************
�These were modified accorindly by another contribution. Therefore, they are left untouched here.


�This will be changed by next contribution.





