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Decision/action requested

SA3 is asked to endorse the outlined observations and derived proposals related to malicious messages on N32.
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Rationale

It was agreed during SA3#91 to record the impact of malicious messages on N32 and their mitigations as one of the open issues of SA3’s SBA-related security work. This document firstly aims to provide a structured analysis of the kinds of malicious messages on N32 that operators are potentially faced with. Secondly, we propose several protection measures, some of which are already defined in the specification, that help minimizing the risk of such messages.
One of the principles of our analysis is that any protection measure should be as general as possible while still being effective, in order to avoid the definition of a separate mechanism for each and every potential threat.

4
Detailed proposal

In order to properly analyse the potential impact of malicious messages on the N32 interfaces and how to mitigate their security risk, we structure our analysis into three different parts. Specifically, we differentiate between possible message origins, destinations, as well as threat categories, as outlined below.
A. Message origin - Any incoming message received by the SEPP on N32 originates from one of the following groups:
1. Genuine roaming partners
2. IPX providers
3. Other parties in the IPX network

B. Message destination - Messages received by the SEPP on N32 can have one of the following destinations:
1. The SEPP itself (i.e. SEPP-to-SEPP signalling)
2. Network Functions within one’s own PLMN
3. Others (incl. Network Functions in PLMNs of 3rd parties, invalid addresses, etc.)
C. Threat category – Expected message types on N32 can be broadly grouped into the following categories:
1. 3GPP application signaling (Session management, Mobility management, etc. – known from previous Releases)
2. SBA specific signaling (Service Registration, Service Discovery, Service Access, Service Subscription)
3. SEPP-to-SEPP signaling
Using this model, we are able to take into account every possible attack vector of malicious messages by exhaustively combining all the categories above, i.e. each origin with each destination, with each threat. Note that some of the combinations can be ruled out definitively by considering the basic, already agreed SEPP functionalities.

Observation 1: During the initial handshake the SEPP shall authenticate any peer SEPP that it receives messages from based on the other party’s root certificate, which has been exchanged previously via out-of-band measures. Incoming messages that fail this initial authentication shall be discarded.
Based on Observation 1, we can exclude message origin A.2 and A3 from further analysis. It is fair to assume that IPX providers will not operate their own SEPP in order to act as an individual PLMN. While some operators may very well choose to outsource their SEPP to an IPX provider, the messages originiating from their PLMNs would still be authenticated on the basis of the operator’s own root certificate, not that of the IPX provider. 
However, operators will most certainly have to exchange root certificates with IPX providers to authenticate intermediate IPX providers that perform message modifications. Therefore, it needs to be ensured that an IPX provider is not able to pose as an individual roaming partner, i.e. a genuine source of N32 signaling on the basis of these certificates. In order to clearly differentiate between certificates that are used to authenticate roaming partners and certificates that are used to authenticate message modifications by intermediates, the SEPP will have to support separate certificate storages.
Proposal 1: The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications, e.g. by implementing separate certificate storages.
If above Proposal 1 is realized, the authentication of messages from all other parties in the IPX network is bound to fail, since the SEPP’s certificate storage for authentication is only provisioned with root certificates of genuine roaming partners. This leaves us with only genuine roaming partners (A.1) as a source for malicious messages. The possible message origins types are shown in the figure below.
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Figure 1: Potential N32 message types originating in PLMNs of genuine roaming partners

As for the SEPP as the final destination of messages (B.1), it can be safely assumed that a hardened SEPP will only accept SEPP-to-SEPP signaling which is needed to authenticate peers, negotiate N32 session keys, etc. Any other form of Control Plane traffic, i.e. 3GPP application (C.1) and SBA-specific signaling (C.2), will usually not terminate in the SEPP. If the SEPP does receive N32 messages that it is unable to understand anyway, these messages must, of course, be discarded.

Proposal 2: The SEPP shall discard malformed N32 signaling messages.
Thus, only the combination of B.1/C.3 is worth analyzing further. We already established that the SEPP will authenticate incoming SEPP-to-SEPP signaling and will discard malformed messages. Another potential threat on N32 is excessive SEPP-to-SEPP signaling, e.g. key re-negationation requests, in order to cause a denial of service on the receiver’s side. Thus, an additional protection mechanism that is necessary on N32 is rate limitation. 
Proposal 3: The SEPP shall impement rate-limiting functionalities to defend itself and subsequent Network Functions against excessive Control Plane signaling. This includes SEPP-to-SEPP signaling messages.
Control Plane signaling by successfully authenticated roaming partners and with valid source/destination addresses will eventually be routed by the SEPP to the receiving NF. However, this does not rule out malicious contents completely. As [1] points out, a genuine roaming partner could e.g. still send fraudulent messages that may result in a denial of service for a user connected to a differernt PLMN as well as additional cost for the HPLMN.
Up till now, most kinds of malicious messages discussed in this document were related to unauthenticated or unauthorized parties trying to send messages to a certain PLMN – an issue that is best prevented at the foremost edge of the network, i.e. by the SEPP. To counter the problem of fraudulent 3GPP application signaling (e.g. session management, mobility management, etc.), the NFs themselves need to implement certain security functionalities as well. Detailed measures depend on Stage 3 message contents, but they will be similar to measures performed for legacy protocols by SS7 firewalls and Diameter Edge Agents.
Proposal 4: Each network function shall implement anti-spoofing measures by validating every incoming message for plausibility and against its internal state machine. Messages that are not valid according to the protocol specification and network state shall be discarded by the NF.
Incoming messages on N32 may also contain spoofed destination addresses or alternatively, valid addresses that do not belong to the SEPP’s own PLMN (B.3). Whether or not this is due to any malicious intent or caused by a misconfiguration, and regardless of the message type (C.1/C.2/C.3), the SEPP shall never accept or forward such messages. Similarly, anti-spoofing checks must be applied for origin identities on different protocol layers that should belong to the same origin, e.g. source addresses, FQDNs, PLMN IDs. This is an addition to the SEPP’s anti-spoofing mechanisms already captured in the living document on SBA security [2]. Again, detailed measures depend on Stage 3 message contents. 
Proposal 5: The SEPP shall implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs). If there is a mismatch between different layers of the message or the destination address does not belong to the SEPP’s own PLMN, the message shall be discarded.
5
Conclusion

In this document, we analyzed the potential impact of malicious messages received on the N32 interface. SA3 is kindly asked to endorse the proposals made throughout above argumentation:
Proposal 1: The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications, e.g. by implementing separate certificate storages.

Proposal 2: The SEPP shall discard malformed N32 signaling messages.
Proposal 3: The SEPP shall impement rate-limiting functionalities to defend itself and subsequent Network Functions against excessive Control Plane signaling. This includes SEPP-to-SEPP signaling messages.

Proposal 4: Each network function shall implement anti-spoofing measures by validating every incoming message for plausibility and against its internal state machine. Messages that are not valid according to the protocol specification and network state shall be discarded by the NF.
Proposal 5: The SEPP shall implement anti-spoofing mechanisms that enable cross-layer validation of source and destination address and identifiers (e.g. FQDNs or PLMN IDs). If there is a mismatch between different layers of the message or the destination address does not belong to the SEPP’s own PLMN, the message shall be discarded.
