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Decision/action requested

SA3 is kindly requested to endorse the proposal recommendation as in section 4.
2
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Rationale

In RAN2 reply LS [1] to the SA3 Reply LS on Early Data Transmission, RAN2 is asking SA3 for input on the generation of shortResumeMAC-I with respect to the Early Data Transmission (EDT) using User Plane CIoT EPS Optimisation. 

In specific, RAN2 asked SA3 the following two questions:

Question No. 1: 

Does SA3 see any concern with using the old integrity keys (used in the last RRC connection as in legacy) or new integrity keys (generated using the NCC provided during release with ‘suspend’ of last RRC connection) to generate shortResumeMAC-I? 

Question No. 1: 

Does SA3 have any preference regarding the use of old or new integrity keys to generate shortResumeMAC-I?

This discussion paper is trying to give some background on the topic to help SA3 make its best decision.

Background:

Legacy IoT UEs currently support the suspend/resume mechanism without including EDT in the RRC message that carries the Resume Request. i.e., MSG3. In the legacy procedure, the legacy UE always generate the shortResumeMAC-I using the Krrcint of the KeNB of the last security context that was used between the UE and the last serving eNB, i.e., what is referred to as the old KeNB. It is important to note that the old KeNB is part of the security context which has already been validated and activated successfully between the UE and the last serving gNB before suspend. 
The proposed optimization allows UEs which support this optimization (enhanced UE) to send EDT during the resume procedure in the message that carries the <RRC Connection Resume Request> message, i.e., what RAN2 refers to as MSG3. In addition, these enhanced UEs have the option to send MSG3 without EDT similar to what the legacy UEs do which by design do not support sending EDT in MSG3.

Last SUSPENDED Active Security Context:

The Suspend/Resume feature was an optimization which allows the UE and the network to keep the UE context information SUSPENDED, i.e., similar to RRC-INACTIVE in 5G, so when the UE decides to resume its activities, it does not go through the painful reestablishment of UE AS security, EPS bearers, etc.

Thus the fundamental objective of the SUSPEND/RESUME feature is to allow the UE to reactivate its suspended context (including the UE AS security context) with a minimum signalling and overhead.

In addition, the UE EPS AS security context which the UE saved as part of its suspended EPS UE context has been successfully negotiated and activated with the last serving eNB. It is also important to note that the legacy suspend/resume feature and the newly proposed EDT feature are both use the last serving eNB to validate the shortResumeMAC-I of MSG3.

Thus and in order to minimize the possibilities of mismatch between the UE and the network while transmitting UP data in MSG3, it is highly recommended to allow the UE and the network to reactivate the UE EPS AS security context which was successfully suspended by the last serving eNB.

Observation 1: 

Allowing the UE to protect <RRC Connection Resume Request> message (MSG3) using RRC keys generated from the last ever successfully activated UE EPS AS security context (old KeNB) is guaranteed to avoid any mismatch between the UE and the network when the UE resume its connectivity.

Backward Compatibility:

The proposed optimization allows UEs that support this optimization to send EDT in the message that carries the <RRC Connection Resume Request> message, i.e., what RAN2 refers to as MSG3. In addition, these UEs have the option to send MSG3 without EDT included similar to the legacy UEs which does not support sending EDT in MSG3.

Thus continue to protect MSG3 using the old gNB, allow the eNB to handle legacy and enhanced UEs using the same mechanism that the eNB support for suspend/resume. Otherwise, the eNB may not know whether the shortResumeMAC-I was generated based on the old KeNB or not.
Observation 2: 

Allowing the UE to protect <RRC Connection Resume Request> message (MSG3) using RRC keys generated from the old KeNB avoids backward compatability issue and allows the eNB to handle legacy UE and enhanced UE using the same mechanism. 

CONCLUSION:
Question No. 1: 

Does SA3 see any concern with using the old integrity keys (used in the last RRC connection as in legacy) or new integrity keys (generated using the NCC provided during release with ‘suspend’ of last RRC connection) to generate shortResumeMAC-I? 
Answer:

SA3 does not see any security issue or concern using the old integrity keys. SA3 believe that the suspended UE EPS AS security context was successfully activated and validate before suspend and thus less prone to synchronization errors between the UE and the serving network. It also allows the eNB to handle legacy UEs and UEs which support EDT using the same validation mechanism avoiding any possible backward compatibility issue(s).
Question No. 1: 

Does SA3 have any preference regarding the use of old or new integrity keys to generate shortResumeMAC-I?

Answer:

SA3 prefers and recommends to use integrity protection key based on the old KeNB to generate shortResumeMAC-I.

SA3 is kindly requested to endored the proposal under section 4.
4
Detailed proposal

SA3 is kindly requested to endorse the following Proposals:

1. For Early Data Transmission (EDT) using User Plane CIoT EPS Optimisation, shortResumeMAC-I shall be generated using integrity protection key based on the old KeNB that the UE was using with the last serving eNB. 
2. SA3 to discuss and adopt the draft Reply LS to RAN2 as in [3]. 

