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1
Decision/action requested

To approve this pCR for the CAPIF-Sec specification TS 33.122
2
References

3
Rationale

In order to remove the two editor’s notes in clause 6.3.1, text is needed explaining the maintenance and synchronization of the API Invoker record which indicates the CAPIF-2e authentication and authorization methods used by the API Invoker for a particular AEF. This pCR proposes those clarifications.  The intent of this pCR is to reuse as much information from the editor’s note as possible with applicable rewording and some small technical clarifications.
Additionally, clarifications are proposed to the description in clause 6.3.1 on how the API Invoker receives indication of which authentication/authorization method to use.

4
Detailed proposal

********************* Start of 1st change *************************
6.3.1
Authentication and Authorization

For authentication of the CAPIF-1e reference point, mutual authentication based on client and server certificates shall be performed between the CAPIF core function and the API invoker using TLS.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [2], subclauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for CAPIF-1e interface. The support of TLS on CAPIF-1e interface is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [2], Annex E.

After successful mutual authentication on the CAPIF-1e interface (via TLS), the CAPIF core function may send the chosen security methods along with the information required for authentication of the API invoker at the AEF to the API invoker, based on the API invoker’s subscribed service APIs and access scenarios.

The CAPIF core function and the API provider domain shall maintain a record of the CAPIF-1e and CAPIF-2e authentication and authorization methods for each API Invoker and shall allow for bidirectional synchronization of this information, as described in 23.222 [3].

Any changes to the CAPIF-1e and CAPIF-2e authentication and authorization method for a particular API Invoker may be made in either the CAPIF core or the API provider domain and may require re-onboarding of the API Invoker.  Authentication and/or authorization of the API Invoker may be rejected if the authentication/authorization method attempted by the API Invoker does not match the authentication/authorization method on record in either the CAPIF core or the API provider domain.  The API Invoker may re-attempt to onboard if authentication/authorization fails with an error indicating that the authentication/authorization method used is incorrect.

When topology hiding is enabled, the TLS on CAPIF-2e shall terminate at the AEF that acts as the topology hiding entity.


