
3GPP TSG SA WG3 (Security) Meeting #91-Bis
S3-181632
21 – 25 May 2018, LaJolla, CA 
revision of S3-18xabc
Source:
Interdigital 
Title:
Considerations for CIoT Security work in 5G Phase 2
Document for:
Discussion

Agenda Item:
7.11 – New Work Item proposals
Work Item / Release:
Rel-16
This contribution provides considerations for CIoT Security work in 5G Phase 2. 
1
Decision/action requested

It is requested to review considerations presented in this discussion paper and agree with its findings. 
2
Problem Description
In its TR 23.724, SA2 introduces the need to provide solutions to support efficient infrequent small data transmissions for low complexity, power constrained, and low data-rate CIoT UEs. In some of the usage scenarios the devices (e.g., utility meters) may not be mobile throughout their lifetime. However, one can imagine scenarious where such devices have either limited or full mobility. It is expected that the number of CIoT devices will increase exponentially but the data size per device will remain small.

The security signaling overhead for such devices may become overwhelming for the networks that serve them, may cause battery exhaustion and increased communication latency.
Minimizing the security signalling overhead for infrequent small data transmissions has to become one of the priorities for SA3 in 5G Phase 2.
3
Background
3.1 SA1 security requirement
SA1 TS 22.261 in its Section 8, discusses IoT devices and their respective security requirements. This Section introduces new UEs with different life cycles, including IoT devices with no user interface (e.g., embedded sensors), long life spans during which an IoT device may change ownership several times (e.g., consumer goods), and which may not be pre-provisioned (e.g., consumer goods). 

This Section 8 has the following high-level security requirement:
-   The 5G system shall minimize security signaling overhead without compromising the security level of the 3GPP system.
3.2 SA2 security requirements
In SA2 TR 23.724, Section 5.1 introduces new Key Issue 1: Support for infrequent small data transmission. In the following Section 5.2 of the same TR, SA2 agreed on a list of architectural requirements. The following subset of the agreed requirements has a distinct security connotation:
-
Resource efficient system signalling load (especially over the Radio interface);

-
An at least equivalent level of security mechanisms for CIoT in 5G system as in EPS;

-
Equivalent or reduced level of power consumption for UEs used for CIoT in 5GS system as in EPS;

-
Minimal Access Stratum changes required for NB-IoT/eMTC UEs to connect to 5GS;

1. Conclusion

SA3 is in the process of finalizing Phase 1 of 5G. Phase 2 work is just around the corner. Architecture of CIoT is already being studied in SA2 providing some security high-level security requirements as derivativaes from CIoT architecture.
2. Proposal

It is proposed to capture SA1 and SA2 security-related requirements in the new CIoT WID/SID that would mirror SA2 CIoT Study.
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