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1
Decision/action requested

The present contribution resolves the Editor’s Note on “Serving network authorization by the UE” by introducing a corresponding requirement. The rationale part of the present document presents the threats that justify this requirement. 
The contribution should be handled together with S3-180086, which proposes adding text on visibility and configurability to address the requirement on “Serving network authorization by the UE”.
Revision is merger of 0085 and 0086
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3
Rationale

The introduction of serving network authentication in EPS – rationale then and today

When designing the security for EPS, it was decided to enhance the authentication and key agreement procedure by adding serving network authentication. This addition turned UMTS AKA into EPS AKA. 

The rationale for this decision is given in TR 33.821 [4], clause 7.4.2. It is quite extensive and still worth reading. A summary was presented in the contribution S3-172399 to SA3#88Bis in October 2017. The introduction of the new feature “serving network authentication” was motivated at the time largely by analyses conducted in 3GPP and by published research papers. The attack scenarios assumed that an attacker could get hold of authentication vectors and use them in an illegitimate way. 

While this type of attack may have seemed a bit theoretical at the time when EPS was introduced the prospect of such attacks has become much more real with the demonstrations at conferences of how easy it is to break into the SS7-based interconnection network and with even some reports on criminal activities exploiting SS7 weaknesses. It is widely believed, and explicitly mentioned in some of the conference papers, that the SS7 weaknesses carry over to the DIAMETER-based interconnection network used for EPS. Now, with the advent of 5G and the service-based architecture, the protocol, on which most of the interfaces in the interconnection network will be based, will change again: it will be HTTP/2, with content carried in JSON. The discussion paper S3-172227 to SA3#88Bis suggests that the attack surface will rather increase with this new protocol. 

It is true that 3GPP SA3 has started work to secure the service-based architecture, but it is uncertain whether a globally viable solution can be achieved in 5G phase 1. For one thing, if a solution is based on a public-key infrastructure (PKI), as discussed by the GSMA DESS group at least for the key exchange scheme (see incoming LS), then it is doubtful whether a global PKI can be established in one go and within a short timespan (if at all). What can be reasonably expected to be achieved is security within a limited domain or region, cf. e.g. the trust zone concept in TR 33.899, clause 5.10.4.1.
To sum up, the potential attacks that motivated the introduction of serving network authentication have become more credible over time and should be addressed before we see a large-scale exploitation. 
Threat description in some more detail

a) Use of a false base station (or rather: false network-in-a-box) 

It is assumed that there are serving networks, for which an attacker can obtain authentication information, including the session key (KSEAF in 5G) from the home network. The attacker deploys a network-in-a-box (including a base station and an emulation of core network functionality) to attract the UE to camp on it and then carries out a successful AKA run with the UE using the obtained authentication information. 

The attack may be carried out in a similar way for 5G AKA and EAP-AKA’; the only difference would be that, for the case of EAP-AKA’, there would be a  need for an online connection between the network-in-a-box and the compromised serving network while authentication is being performed, while there would be no such need for the case of 5G AKA. 

Once the UE is connected to the attacker’s network-in-a-box, the attacker can eavesdrop on the user’s data (including voice over IP, for which media security at a higher layer is not much used in practice today). TR 33.821 [4] considered other attacks as well, e.g. attracting a user to the attacker’s network for financial gain. We do not consider such attacks here any further as the eavesdropping attack alone should be considered serious enough. 
How could an attacker obtain authentication information? Several ways are conceivable: 

· a serving network is outright fraudulent 

· a serving network is somehow controlled by agencies of an unfriendly government
· a serving network employs weak security, making it vulnerable to external or insider attacks

· a serving network operator is negligent, renting out access to the interconnection network to third parties without verifying what they do with the access. (Renting out happens today with the SS7 network.)

· the attacker can gain access to the interconnection network in a different way, e.g. at an intermediate node, and is able to spoof the serving network identity to the home network. 
It could be argued that the offending serving network could be identified and the roaming agreement be cancelled. This may, however, be difficult for several reasons: The UE may not even notice that it is being eavesdropped on; the UE does not keep track of authenticated serving network identities; the serving network identities may be spoofed towards the home network; .... 

It is additionally assumed that there are serving networks that cannot be compromised. For these serving networks an attacker 

· cannot penetrate the serving network to obtain authentication information sent to this serving network;

· cannot successfully request authentication information bound to this serving network’s identity from another point in the interconnection network. 

Without this additional assumption, the feature of serving network authentication would not make much sense as it would not be able to provide additional security. 

b) Inter-layer spoofing of serving network identity

Inter-layer identity spoofing is a well-known issue in various contexts. When such spoofing is possible it may reduce or nullify the value of authentication. This kind of spoofing may be applied by an attacker in systems where 
· an identity is authenticated at one protocol layer;

· decisions by the protocol endpoint are taken based on a possibly different, unauthenticated identity carried in another protocol layer;

· the attacker can modify the unauthenticated identity, and 

· the endpoint cannot detect this modification. 
One example of how inter-layer identity spoofing is prevented in a current system is the requirement on browsers to verify, when using HTTPS, that the url (identity at the application layer) sent in the HTTP request corresponds to the name in the server certificate (authenticated identity at the transport layer). 

Inter-layer spoofing of the serving network identity is a possibility in today’s 3G and 4G networks in the following form: It is common today that an operator’s name in a human readable form is displayed to the user when the user has registered. However, the serving network may decide to send an updated name to the UE to be displayed to the user, e.g. during registration, cf. [2, A.16] and [3]. The UE can verify that the updated name was sent by the serving network with the authenticated MCC+MNC (as it is sent in protected signaling), but the serving network could choose to send just anything. There is no check in today’s UEs, nor is there any form of assurance from the home network, that the displayed operator’s name is rightfully used together with the serving network identity (=MCC+MNC) that was authenticated as part of AKA. This lack of checking allows inter-layer identity spoofing to the effect that the name displayed to the user could be such that the user would be happy to connect to the serving network, while the MCC+MNC (when correctly translated into human readable form) would rather make the user hesitate. 

We will show in the following how potential attacks can be mitigated under the above assumptions.

Authentication vs Authorization

Everybody seems to agree on the need for mutual authentication, i.e. including serving network authentication, but the views on the need for authorization and, if so, on which kind of authorization seem a bit divided. But it should be borne in mind that authentication on its own, i.e. a verification of the other party’s identity, is not of much help unless this identity is used as a basis for further decisions. In the words of TR 33.821 [4]: 

“… it is all very well that the user, or his equipment, may be given the possibility to cryptographically verify the identity of a network he is connected to. But what does the user, or the UE, then do with the verified identity? How can the user, or the UE, decide whether this particular network is a network the user wants to connect to? In other words, the question is how the user can decide which network is authorised by him to serve him. (He already knows from UMTS AKA that the network is authorised by his home operator to serve him.)”

This is the reason why the present contribution proposes to introduce the requirement of “Serving network authorization by the UE”. Without it, the benefits of serving network authentication do not fully materialize, and one falls back to the security level of 3G where only serving network authorization by the home network (as defined in TS 33.501 [1], clause 5.10, cf. below) is provided. In 3G, it is assumed, somehow questionably, that all serving networks that have a roaming agreement with the home network are equally trustworthy and enjoy an equal level of security. 
How can serving network authorization by the UE help?
The requirement of serving network authorization by the UE is fulfilled in a certain form in today’s networks already, and this form is quite certain to carry over into 5G. For this reason alone, it is justified to add the requirement on serving network authorization by the UE to the 5G specification. 

The currently available form of serving network authorization by the UE is as follows: The USIM contains lists (administered by the user and the operator respectively) of preferred networks. If several networks are available to the UE the UE connects to a network from one of these lists with preference. Assuming that the serving networks on the list cannot be compromised in the sense of the above-described attack the attacker can only succeed when he 
· presents a serving network identity not on one of the lists; and
· can blind out the signal from any network in the vicinity whose identiy is on one of the lists. 

This constitutes a certain difficulty for the attacker, but this difficulty is not unsurmountable, i.e. the 5G network would still remain vulnerable to a determined attacker.  

Stronger countermeasures would have to be based on the UE and possible involve a human user, but do not seem in place today. This is largely due to fears that

· the user should not be burdened with security decisions, nor be confused, leading to expensive calls to a hotline; 

· the solution should not create a management burden on the home operator.

However, we believe that countermeasures can be found that strengthen security in 5G while not unduly encumbering the user nor the home operator. Generally speaking, the measures allow a user to detect whether an authentication serving network name is plausible to appear in the place where the user presently is, and they help to mitigate inter-layer serving network identity spoofing. 
The present contribution introduces the additional authorization requirement. Detailed requirements on visibility and configurability on the UE that can help to satisfy the authorization requirement can be found in the companion contribution S3-173126.
Revision: merging 0085 and 0086 into 0454 taking into account the discussion from the meeting and offline comments.
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Detailed proposal

********************Start of pCR***********************************

Change 1

5.4
Visibility and configurability 

5.4.1
Security visibility
Editor's Note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application's concern, greater visibility of the operation of following security feature shall be provided:

-
Indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link. 

The UE shall indicate to the user or application that the access network encryption is not switched on if any of the data radio bearers of the UE uses a null encryption algorithm.

The ciphering indicator feature is specified in 3GPP TS 22.101 [20].

The serving network identifier shall be available for applications in the UE.

Editor’s Note: It is ffs if a security feature as detailed in S3-180085 and S3-180086 needs to be specified.
Editor's Note: It is FFS whether any additional security indicators are needed.

