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1	Decision/action requested
Approve the proposed text below for clause 6.4.2.2
2	References
	TS 33.501 v 0.6.0
[bookmark: _Toc490577380][bookmark: _Toc496020498][bookmark: _Toc496020955][bookmark: _Toc496867143][bookmark: _Toc496867398]“ 6.4.2	Security for multiple NAS connections
Editor's Note: This is subclause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 
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TS 23.501 has a scenario when the UE is registered to a VPLMN’s serving network via 3GPP access  and to another VPLMN’s or HPLMN’s serving network via non-3GPP access at the same time. When the UE is registered in one PLMN’s serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN’s serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF’s in different PLMNs. As described in clause 6.3.x.1, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.
NOTE: The UE belongs to a single HPLMN.
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3	Rationale
· Currently clause 6.4.2.2 of TS 33.501 is empty
· When UE registers over multiple access types such as 3gpp and non3gpp, a NAS sub context is created for the corresponding access type. It should be possible to deactivate a NAS sub-context if the UE de-registers from this access.
· AMF in the NAS SMC will indicate to the UE, parameters necessary for context separation of between access types. i.e (NAS link id#, packet counts etc).
· NAS algorithm selection etc need to be exchanged only for the first context, not for subsequent NAS sub-context creation.
· Each sub context, UL/DL counts are independently maintained by the UE and AMF.
· All NAS security mechanisms are possible in both links.
4	Detailed proposal
*************************** start of change ***********************************************
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When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common NAS security context is created during the registration procedure over the first access type. 
In order to realize cryptographic separation and replay protection, the NAS security-context will have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier.
Editor’s Note: Above requirements need to be revisited after studying concurrency, mobility and interworking use cases.
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