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1
Decision/action requested

It is requested to discusss and approve the way forward.
2
Rationale
Currently, SA3 is working with two assumptions regarding horizontal derivation of KAMF, which we need to discuss. First one is that when an AMF set changes, it is mandatory to perform horizontal derivation of KAMF. Second one is that when an AMF set does not change, horizontal derivation of KAMF is not performed. 
The current reasoning behind these two assumptions is that 5G security context is stored in the UDSF within an AMF set. So, when a UE is assigned a different AMF within the same AMF set, then horizontal derivation of KAMF is not necessary. But when a UE is assigned a different AMF in a different same AMF set, then the UDSF is different and a horizontal derivation of KAMF is necessary.
We point out that the abovementioned current reasoning is incorrect. The SA2 specs clearly mentions that the UDSF is an OPTIONAL network function. So how can a crucial decision like horizontal derivation of KAMF be taken based on some network function that may not even exist? Further, there is no credible reason why SA3 should mandate the 5G deployment architecture where there is a shared storage only within an AMF set. 

Deployments should have flexibility to have secure storage across multiple AMF sets. This would mean that it is not necessary to mandate horizontal derivation of KAMF across AMF sets.

Similarly, deployments should have flexibility to have multiple secure storage even within a single AMF set. This would mean that it is not necessary to restrict horizontal derivation of KAMF within an AMF set.

In conclusion, we propose that the current assumption is rectified. The prudent way forward is that the horizontal derivation of KAMF is done according to network policy, rather than mandating/restricting based on AMF set. Recall that SA3 is familiar with such network policy, e.g., whether or not to assign fresh {NH, NCC} pair in SUSPEND-RESUME case. 
3
Detailed proposal

*** BEGIN CHANGES *** 

6.9
Security handling in mobility

6.9.1
General 

Editor’s Note: The use of KSEAF in 4G-5G interworking is ffs and may impact this clause.
Editor's Note
: It is agreed that source AMF uses local policy to determine whether or not to perform horizontal K'AMF derivation during mobility (both the handover and mobility registration update). Necessary update of relevant clauses shall be done accordingly.

**** END OF CHANGES ****
�We propose to record agreement as an EN.





