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1
Decision/action requested

SA3 is asked decide on following the proposal given in this document for N32 interface security in 5GS.
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Rationale

This document analyses options given for securing inter-PLMN communication on the N32 interface, proposes a high level solution and suggests to reach agreement with CT4 on some fundamental SBA protocol and data structure specification aspects.
In extension to [6], this document  describes potential options to define security for inter-PLMN communication security on the N32 interface. Pros and cons are discussed and the most suitable option is determined. Like in [6], this discussion paper also concludes that application layer security for N32 is the best solution to meet all the requirements for inter-PLMN signalling security.
This contribution proposes a high level approach for N32 security in 5GS. SA3 is asked to decide on this approach.

As decisions on how to define messaging in SBA in the 5GS have implications on how to define security for it, there is the need to liaise with 3GPP CT3/CT4 to align SBA protocol definitions with the security needs. This discussion paper outlines the most relevant points in the proposal that should be agreed with CT3/CT4.
There is no CR going with this discussion paper. SA3 and CT3/CT4 first need to agree on fundamental design decisions before dedicated technical proposals can be made for a tailored security solution. This is why it is important to agree the way forward on a conceptual manner as outlined in this discussion paper. An LS to CT3 and CT4 for the fundamental design decisions to be agreed is drafted in [9].
4
Context and Observations
TS 23.501 [1] defines the N32 interface between PLMN. The SEPP is the NF that performs communication between PLMN for CP message exchange purposes.
As pointed out in the discussion paper [6], there are three options for defining N32 security. Each of these options is applied to different layers of the protocol stack.
3GPP CT4 has decided for the following protocol stack, as defined in TS 29.500 [5], clause 5.1.
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Figure 4-1: SBA Protocol Stack; source TS 29.500 [5]
CP messages in the 5GS consist of IP packets with TCP and HTTP/2 on top. On the application layer, the message consists of URIs in the HTTP header to address the service endpoint that is to be contacted, a JSON object containing the actual data, and a binary blob containing binary data. Cf. TS 29.891, clause 11.3.1.2.1. However, it is not yet decided what information will be transmitted in the URI, in the JSON object and in the binary blob. Furthermore the format of the JSON object is not yet defined. It is also unclear whether all CP messages will always contain a JSON object.
Relevant security requirements for introducing securiety on the N32 interface with 5GS are collected in TS 33.501, clause 5.7.4.
5
Assessment and Reasoning
Considerations made in this section should help comprehending the conclusions drawn in Section 6.

5.1
Security controls applied on different layers of the protocol stack
Depending on the layer of the protocol stack, different security controls can be deployed. The following table maps the layers of the protocol stack with the protocols chosen by CT4 (see Section 4) and with potential options for security controls to be applied.

	Layer
	Protocol in SBA
	Possible security controls

	6 – Application
	Data representation in JSON objects and binary blobs
	JOSE Framework,

	5 – Presentation
	HTTP
	

	4 – Transport 
	TCP
	TLS (resulting in https)

	3 – Network
	IP
	IPsec

	2 – Data link
	
	

	1 - Physical
	
	


5.1.1
Application layer
Applying security controls on the application layer allows for fine-grained protection of the contained data as needed. On the application layer the data structures and the sensitivity of data stored therein are known. It is not only possible to protect the entire application layer. Individual components of it can be protected, too.
In SBA, individual IEs in the JSON object can be protected. They can be signed to achieve integrity protection and authenticity and they can be encrypted to achieve confidentiality.

This selective application of security controls per IE allows for reading certain information stored in the JSON object on transit, while sensitive data can be confidentially protected and will not be accessible on transit. This fulfils one of the security requirements for N32, which says that on the IPX network, IPX Providers shall be able to view and partially update IEs in CP messages (see Section 4 and [7] for details).

The binary blob can only be protected as a whole. Meta information, for instance, if the binary blob is encrypted or not, and which algorithms are used, can be defined in IEs in the JSON object.

Lower layer information in a message is outside of application layer protection. For instance, the URI contained in the HTTP header on layer 5 is not protected with this approach.
Security controls are applied on the data. They are independent of data transmission. They are to be applied individually per message. The endpoints that send and receive the message can apply these controls. There is no dependency on lower layers.

In the context of SBA, existing technologies, such as the JOSE framework can be used for protection. Solutions should be in line with the requirements provided by GSMA DESS [8], to ensure that IEs are protected individually and that IEs can be changed on transit.

5.1.2
Presentation layer

Protecting the presentation layer actually means adding a shim layer between the presentation layer and the transport layer. Commonly this is attributed to the transport layer. Consequently, there is no separate considerations for the presentation layer.
5.1.3
Transport layer

Protecting the transport layer actually means adding a shim layer into the transport layer adjacent to the presentation layer. Any protection that is introduced here protects the entire presentation layer and application layer. In the SBA case, the JSON object, the binary blob and the URI are protected. 
Fine-grained distinction of content to apply security controls individually, e.g. by IE, is not possible.

Security controls are applied during communication. Dedicated endpoints that are defined for certain NFs have to add the security controls upon sending, and other dedicated NF have to check or remove them upon reception. These NF can either be the sending and receiving NFs, or dedicated NFs on the route (e.g. SEPP in the 5GS architecture).

There is no need to establish a secure communication channel for each message that is transmitted. A secure communication channel can be set-up at the first time two NF communicate with each other and they can keep the channel (“session”) for a while to transmit further messages in the context of this channel. This reduces signalling overhead for key agreement and secure channel establishment.

Typically TLS is used for securing the transport layer, as it is widespread and many implementations are available.

5.1.4
Network layer
Typical implementations of security controls on the network layer are similar to transport layer security with respect to the fact that it also applies communication channel security. Typical deployments are to have dedicated network functions that apply the security controls. As a consequence they are transparent to the upper layer. Applications and NFs that do not deal with network layer security do not have to implement anything for security. They just implement there application logic. 

The advantage is that application logic and security controls can be handled by different dedicated NFs which reduces complexity. 
The disadvantage is that dedicated secure communication chanels need to be established prior to communication which may result in some inflexibility in terms of dynamic routing and dynamic communication relation establishment.

IPsec is the security control of choice for the network layer. NDS IP also uses IPsec for this purpose. Cf. TS 33.210 [4].

5.2
Symmetric an asymmetric cryptography
As key management is typically easier with asymmetric cryptography, it makes sense to use it for establishing secure communication channels and for key exchange.

Symmetric cryptography is typically used for application layer data encryption.

Asymmetric cryptography is computationally more expensive than symmetric cryptography. Consequently best practice is to reduce the use of asymmetric cryptography to a minimum in any security solution.

Using transport layer security (TLS) and network layer security (IPsec) there is the possibility to only use asymmetric cryptography at the beginning of the communication when the secure communication channel es being set-up. During this process, a symmetric key is generated which is used for encryption and decryption of the data that is transported through the secure communication channel. Asymmetric cryptography is not involved in this subsequent communication. Only from time to time when the symmetric key is to be renewed, asymmetric cryptography is to be applied for a small number of control messages.
When securing application data on the application layer, it does not make sense to use asymmetric cryptography at all. It would require involved NF to perform computationally expensive asymmetric cryptographic operations for every message that is being sent or received. This only scales with symmetric cryptography.
For application layer security, an additional and independent asymmetric algorithm for symmetric key derivation should be used. There is the need to create a symmetric key in the beginning of the communication and to renew the symmetric key over time. This can be done by the key derivation function.
6
Conclusion and Proposal

In order to define a solution for secure N32 interface communication by considering the requirements in 33.501 [3] we draw the following conclusions along the lines of the assessment in Section 5 above and the conclusions drawn in [6]. 

1. To ensure integrity, authenticity, and confidentiality on the N32 interface, security controls are required. Since only application layer security allows for securing individual IEs, this is the only option that can be applied to satisfy the security requirements for the N32 interface (see reasoning in Section 5.1.1). With that we are in line with the conclusion made in [6] and support the proposal therein.

2. When it comes to application layer security in the 5GS, the JSON object is the best data structure to focus on. It contains all the relevant information of a message, organised in Information Elements (IEs). In order to protect all CP messages in the 5GS, it should be mandatory to have a JSON object in all CP messages on the N32 interface.

3. Applying application layer security also requires to define how to apply security controls for the binary blob. It is assumed that no message sent on the N32 interface will contain a binary blob. Consequently there is no need for security controls on the binary blob.
4. Application layer security leaves the URI in the HTTP header unprotected. There is the need to define the URI in such a way that no information is contained in the URI that requires protection. Any information that requires protection should be stored in the JSON object. The URI should be limited to identifying the service endpoint and an API call.
5. In addition, the HTTP method in the HTTP header, as well as any other HTTP header element, are unprotected. It would be possible for an attacker to modify the HTTP method or any other HTTP header element during transit. For example, an attacker could replace the “GET” method with the “DELETE” method in the HTTP header. Consequently, there is a need to protect the HTTP header, too. However, as outlined earlier, End-to-end TLS or any other end-to-end lower layer security is not possible on the N32 interface. 
6. There is the need to introduce anti-replay protection for the application layer security controls. This is done to prevent attacks where application layer data that has already been sent is being resent by other sources.

7. TCP and IP header information is also unprotected when application layer security is applied. If the application layer data is protected it is possible to determine authenticity of the data source and integrity of the data. This is what counts for the receiving PLMN. If the source is authenticated successfully, if application layer data integrity is verified successfully and if anti-replay protection works, the receiving NF can process the message. It is irrelevant for the NF from which IP address the message actually came. Everything that is needed to satisfy the security controls is contained in the application layer data.

8. Lower layer security in addition to application layer security is not necessary. As pointed out above, the only restrictions are that no sensitive data shall be added to the URI and the HTTP header elements must be protected in some way. As long as there is application layer security, there is no need for cross layer plausibility checks by the recipient and for IP anti-spoofing controls. However, if desired, NDS/IP [4] can optionally be applied. NDS/IP is transparent to the SBA security solution and requires no additional specification by SA3.
The proposal is: 
A) Define a security solution for N32 communication protection along the conclusion above where security controls are defined for the JSON object on the application layer.
B) For Release 15, use an HMAC for integrity protection and authenticity verification for the JSON object. This implies the use of symmetric cryptographic keys.

C) For Release 15, use a key derivation function (e.g. Diffie Hellman Key Exchange) to derive the symmetric keys that are used for integrity protection, authenticity verification and confidentiality protection of the application layer data (i.e. JSON object and binary blob).

D) For Release 16, a more flexible approach to B) and C) that allows authorised changes to the CP messages on transit on the N32 interface is required. In this context, HMAC is inappropriate. Details are FFS in Release 16.
E) For Release 15, let the SEPP be the security endpoint for all inter-PLMN CP communication , where the SEPP adds security controls upon sending and verifies and removes security controls upon reception. Internally (i.e. within a single PLMN) the SEPP should use straight-forward SBA communication. On the N32 interface, however, the SEPP should move all information from the HTTP header, i.e. the URI, the HTTP method and any other sensitive HTTP header field, into the JSON object and protect the JSON object.
F) As the actual security solution depends on the detailed specification of the use of protocols and data structures in 5GS SBA by 3GPP WG CT3 and CT4, SA3 should raise the importance of defining protocols and data structures in a security-friendly way. It is proposed to give some advice to CT3 and CT4 as drafted in the LS to CT3 and CT4 in S3-180223 [9].
G) Because of the dependencies, a concrete solution can only be specified in TS 33.501, after CT3/CT4 have decided on the protocol details, messages, IEs and data structures. In the meantime, SA3 can agree on the basic way forward, i.e. whether to go for application layer security. 
H) SA3 is asked to closely work with CT4 in a timely manner so that an aligned and useful security solution can be proposed as input for SA3#90-Bis prior to the Release 15 stage 2 input freeze.
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