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1
Decision/action requested

SA3 is kindly requested to approve the proposal pCR as in section 4 into TS 33.501 v0.4.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TS 33.501 v0.6.0, Security Architecture and Procedures for 5G System
[2]
3GPP TR 33.899 v1.3.0, Study on the security aspects of the next generation system
[3]
SA3-LI “LS on IMSI availability in the VPLMN”, SA3-171063, SA3#87
3
Rationale

In order to meet LI requirements during the UE initial registration, the home network, i.e., AUSF sends the SUPI to the SEAF during authentication in the 5G-AIR message. The SEAF makes the SUPI available to AMF during the initial registration. In addition, as part of the UE initial registration, the UE sends SUPI to the AMF in the NAS Security Mode Complete. 
Therfore, the AMF ensures the SUPI received from the home network is the same as the one received from the UE before enabling LI service.

4
Detailed proposal

*************** Start of Change 1 ****************
5.1
Requirements on the UE
5.1.1
General

…………..

…………..
5.1.5
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The UE shall support 5G-GUTI.

The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The UE shall support at least one privacy-preserving mechanism.
The home network public key shall be stored on the tamper resistant secure hardware component. 

The UE shall support the null-scheme.
If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.
Editor's Note: Where the calculation of SUCI is done is FFS. 

Based on operator’s decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: If the indication is not present, the calculation is in the ME.

In case of an unauthenticated emergency call, privacy protection for SUPI is not required.
Provisioning, and updating the home network public key in the tamper-resistant hardware shall be in the control of the home network operator. 

NOTE 2:
The provisioning and updating of the home network public key is out of the scope of the present document. It can be implemented using, e.g., the Over the Air (OTA) mechanism.
Subscriber privacy enablement shall be under the control of the home network of the subscriber. 

Editor’s Note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.

The UE shall support sending the SUPI in the NAS Security Mode Complete message when NAS Security Mode Complete message is part of an initial registration procedure in which the UE sent a non null-scheme SUCI in the initial registration message.
*************** END of Change 1 ****************
*************** Start of Change 2 ****************
5.3
Requirements on the AMF

……………………..

5.3.4
Subscriber privacy 

Editor's Note: This subclause will contain general, high-level requirements on the AMF related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

The AMF shall support primary authentication using the SUCI.
The AMF shall support assigning 5G-GUTI to the UE.

The AMF shall support reallocating 5G-GUTI to UE.

The AMF shall support reciving the SUPI in the NAS Security Mode Complete message from the UE as part of the initial registration procedure.
During the UE initial registration procedure, the AMF shall ensure that the SUPI received from the UE in the NAS SMC Complete message is the same as the SUPI received from the home network before enabling LI service.
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA, as defined in TS 33.401 [10], by providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with reasonable probability. 

5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received an Authentication Information Request (Auth Info-Req) message from the AUSF, and chosen 5G AKA as the authentication method, cf. subclause 6.1.2 of the present document. 

………..

………..

Editor's Note: It needs to be configured that the serving network has time to run authentication.

Editor's Note: It is FFS how the 5G-AIA is used to tell the SEAF that a confirmation message is required.

If the AUSF binds subsequent procedures to authentication confirmation, then the AUSF shall send only one authentication vector 5G AV to the SEAF at a time. 
………….

*************** End of Change 3 ****************
*************** Start of Change 4 ****************
6.7.2
NAS security mode command procedure

…………..

…………..

If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. If the successfully verified NAS security mode command message is part of an initial registration procedure in which the UE sent a non null-scheme SUCI in the initial registration message, the NAS Security Mode Complete message shall include SUPI. The NAS Security Mode Complete message shall include IMEISV in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message.

…………..

…………..

*************** End of Change 4 ****************
