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1
Decision/action requested

It is proposed to approve the changes in clause 5.2 for inclusion in TR 33.811.
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Rationale

The supervision and reporting data transmitted during the operation phase of a network slice instance (NSI) may contain sensitive information (e.g topology) that may be valuable to an attacker and may therefore be confidentiality protected. This is added to KI#2 which at the same time is renamed to “Protecting the results of NSI supervision/reporting”.

This contribution also makes a couple of editorial changes to the existing text in KI#2.  
4
Detailed proposal

*************** Start of Change 1 ****************
5.2
Key issue #2: Protecting the results of NSI supervision/reporting 
5.2.1
Key issue details

During the operation phase of management aspects of a Network Slice Instance, supervision and performance reporting (e.g. for KPI monitoring) are included. NSI modifications can be triggered by the result of supervision/reporting[3], so protecting the integrity of the result of the supervision/reporting data is important. A tampered result may cause an unnecessary or improper NSI modification action, such as creation or modification of NSI constituents. 
Protecting the confidentiality of the supervision and reporting data may also be needed. An attacker may be able to extract sensitive information such as topology if the information is sent in clear text.
5.2.2
Security threats 

An attacker can tamper the result of supervision/reporting to cause a modification of an NSI. This may cause consumption of network resources or changes to a running slice instance.
An attacker can eavesdrop the transmission of supervision and reporting data and extract sensitive information that can be used to execute attacks of running network slice instances.
5.2.3
Potential security requirements

The result of supervision/reporting should be integrity protected.
The supervision and reporting data may be confidentiality protected.
*************** End of Change 1 ****************
