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1       Decision/action requested
Add high-level description, based on TR 33.899 Annex G, to TS 33.501, section 4 "Overview of 5G architecture."
2       References
 [1]	3GPP TR 33.899 v1.3.0 "Study on the security aspects of the next generation system".
 [2]	3GPP TS 23.501 v1.3.0 "System Architecture for the 5G System".
 [3]         3GPP TS 33.401 v15.2.0 "Security Architecture for SAE".           
3       Rationale
· [bookmark: _GoBack]5G Security architecture has been stable for awhile. TR 33.899 Annex G (added in SA3#87) contains an example showing how picture of 5G security architecture may look like in the end of phase 1 technical specification work. 
· Two possible additions to that high-level description due to developments after SA3#87 are: (a) inclusion of both 3GPP and non-3GPP access, (b) mentioning of security of service based architecture (SBA).
· The overview of 5G security architecture is still missing from TS 33.501, i.e., section 4 is empty. We believe now is the time to add high-level picture to TS 33.501, in order to avoid last minute rush. 
· We propose to include the description from TR 33.899 Annex G with an addition of (a) and (b) to TS 33.501, section 4. 
· The pCR below implements this proposal.

3.1 Extract of Annex G of TR 33.899

**********************************************************************************************
Annex G:
Overview of 5G security architecture
Editor’s Note: text and figure are subject to further revisions depending on the progress of the 5G security work.
This is an informative annex on the overview of 5G security architecture. 
The 5G security architecture should cover:
- a figure describing the 5G security architecture, abstracted so as to contain only the elements and reference points that are deemed relevant for security.
- a list of security domains that reflect the major security features in 5G. 
The figure below is an example showing how picture of 5G security architecture picture may look like in the end of phase 1 technical specification work. It does not reflect the agreements that will be reached in SA3 until that point.
[image: ]
Figure G.1: Overview of security framework for 5G system
The figure illustrates the following security domains:
· Network access security (I): all relevant security features that enable a user, which has been authenticated, to access to the services via network securely, which in particularly, protect against attacks on the (air) interfaces.
· Network domain security (II): all relevant security features that enable nodes to securely exchange signalling data, user data (between AN and SN, within AN or SN, between two SNs and between SN and HN).
· Primary Authentication and key management (III): all relevant security features about the primary authentication and key management aspects. 
· Secondary Authentication and key management (IV): all relevant security features about the secondary authentication aspects. 
· Application domain security (V): all relevant security features that enable applications in the user domain and in the external data network domain to transfer messages securely.
· Visibility and configurability of security (VI): all relevant security features that enable the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.
Note: The Visibility and configurability of security is not shown in the figure. (In 3GPP TS 33.401 the Visibility and configurability of security was described as security domain “V” but not included in the Figure 4-1 either.)
*******************************************************************************************
4.     Detailed Proposal
It is proposed that SA3 approve the following pCR for inclusion in TS33.501. In order to reflect the progress of the 5G security work after SA3#87, we propose to make the following additions into the descriptions below the figure: 
a) The Network access security (I) covers both the 3GPP and Non-3GPP access security.
b) Security of service based architecture is part of “Network domain security (II)”.
Those additions are highlighted in yellow below.

***********************Begin of Change*************************
[bookmark: _Toc483244690][bookmark: _Toc483315424][bookmark: _Toc483409294][bookmark: _Toc490577317][bookmark: _Toc496020401][bookmark: _Toc496020858][bookmark: _Toc496867046][bookmark: _Toc500341268]4      Overview of security architecture
Figure 4-1 gives an overview of security architecture.
[image: ]
Figure 4-1: Overview of the security architecture
The figure illustrates the following security domains:
· Network access security (I): all relevant security features that enable a UE, which has been authenticated, to access the services via the network securely, including the 3GPP access and Non-3GPP access, and in particularly, to protect against attacks on the (air) interfaces. In addition, it includes the security context delivery from SN to UE for the access security. 
· Network domain security (II): all relevant security features that enable network nodes to securely exchange signalling data, user data (between AN and SN, within AN or SN, between two SNs and between SN and HN). Particularly, it includes all relevant security features for service based architecture.
· Primary Authentication and key management (III): all relevant security features about the primary authentication and key management aspects. 
· Secondary Authentication and key management (IV): all relevant security features about the secondary authentication aspects. 
· Application domain security (V): all relevant security features that enable applications in the user domain and in the external data network domain to transfer messages securely.
· Visibility and configurability of security (VI): all relevant security features that enable the user to inform himself whether a security feature is in operation or not and whether the use and provision of services should depend on the security feature.
Note: The Visibility and configurability of security is not shown in the figure.  
***********************End of Change*************************
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