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1
Decision/action requested

This document proposes to introduce Authorization of NF service discovery to TS 33.501.
2
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3
Rationale

The LS response on service based architecture [1] from SA2 to SA3 mentioned that “SA2 would like SA3 to kindly refer clause 7.1.4 of TS 23.501 on the Network Function Service Authorization”. Clause 7.1.4 of TS 23.501 [2] describes that The Service authorization should “Check whether the NF Service Consumer is permitted to discover the requested NF Service Producer instance during the NF service discovery procedure.” SA3#88-Bis meeting have agreed to introduce authorization of NF service discovery [2]. This document proposes to add detail contents of the authorization procedure.
4
Detailed proposal

***********************Start of the first change************************
9.1.3.4
Authorization aspects

9.1.3.4.1
General

Editor's Note: this subclause is to cover how an HTTP-based service request can be authorized. 

9.1.3.4.2
Authorization of NF service discovery

Editor’s Note: This content addresses the authorization of NF service discovery.
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Figure 9.1.3.4.2-1: Non-roaming scenario Authentication of NF service discovery
For non-roaming scenario, before responding to discovery request, the NRF should authenticate the NF service consumer. As described in clause 6.2.6 of TS23.501 [2], NRF maintains authorization information. After NF service consumer invokes Nnrf_NFDiscovery_Request provided by NRF inside one PLMN, NRF shall authorize this NF Service Discovery Request based on the stored authorization information.
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Figure 9.1.3.4.2-2: Roaming scenario Authentication of NF service discovery
For roaming scenario, the NF service consumer invokes Nnrf_NFDiscovery_Request provided by NRF inside one PLMN after the NF authentication in service registration procedure. The NRF in serving PLMN and NRF in home PLMN shall perform mutual authentication. The NRF in serving PLMN requests "NF Discovery" service from NRF in home PLMN. NRF maintains authorization information for NF instances. The NRF in home PLMN shall authorize the NF Service Discovery Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the authorization information stored on NRF.
Editor’s Note: The authentication mechanisms between different PLMNs is FFS.
***********************End of the first change***************************









_1572698731.doc


1.Nnrf_NFDiscovery_Request







2. Authorize based on authorization information







NF authentication







NRF







3. Nnrf_NFDiscovery_Response







NF Service Consumer Httpo












_1572700076.doc


Authentication







2. Nnrf_NFDiscovery_request







3. Authorize based on authorization information







4. Nnrf_NFDiscovery_response







5. Nnrf_NFDiscovery_response







NRF in Home PLMN











1. Nnrf_NFDiscovery_request







NF authentication







NF Service Consumer







NRF in serving PLMN












