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1
Decision/action requested

It is requested to approve the proposed pCR content for subclause 6.7.3 of TS 33.501.
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3
Rationale

In clause 9.2.2.4 in TS 38.300[1], it describes the transition from RRC-INACTIVE to RRC-CONNECTED. And in clause 9.2.2.5 in TS 38.300[1], it describes RNA Update procedure. Thus, the signalling for state transition from RRC-INACTIVE to RRC-CONNECTED and RNA Update procedure have been defined. Both procedures has the scenario related to security context fetch between two different gNB. 

In clause 6.7.3.1 in TS 33.501[2], during the Xn-Handover or N2-Handover, the target gNB could select the algorithm with highest priority from the UE 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). 

Since Xn-Handover, N2-Handover, transition from RRC-INACTIVE to RRC-CONNECTED and RNA Update procedure are the procedures related to security context fetch between two different gNB, the contribution proposes the AS algorithm selection similar with Xn-Handover or N2-Handover for transitions from RRC-INACTIVE to RRC-CONNECTED and RNA update procedure.
4
Detailed proposal

*************** Start of Change 1 ****************
6.7
Security algorithm selection, key establishment and security mode command procedure
6.7.3
Procedures for AS algorithm selection
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.4.2, which is about AS algorithm negotiation procedure.

6.7.3.x
Transitions from RRC-INACTIVE to RRC-CONNECTED states

Editor's Note: The terms used in LTE, e.g. resume, suspend, RRC Connection Request, etc. should be updated according to RAN specification, e.g. TS 38.331 [22].

At state transition from RRC-INACTIVE to RRC-CONNECTED, the source gNB shall include the UE 5G security capabilities and the ciphering and integrity algorithms the UE was using with the source cell in the NG-AP Retrieve UE Context Response message. The target gNB shall check the received algorithms to its locally configured list of algorithms (this applies for both integrity and ciphering algorithms). If the target gNB selects different algorithms compared to what the UE was using with the source gNB, the target gNB shall select the highest priority algorithm from its locally configured list of algorithms that is also supported by the UE as per the UE 5G security capabilities. In this case, the chosen algorithms shall be indicated to the UE in the RRC Connection Resume message. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the resumption. 

6.7.3.y
RNA Update procedure

Editor's Note: The terms used in LTE, e.g. resume, suspend, RRC Connection Request, etc. should be updated according to RAN specification, e.g. TS 38.331 [22].

When UE initiates RNA Update procedure, the source gNB shall include the UE 5G security capabilities and the ciphering and integrity algorithms the UE was using with the source cell in the NG-AP Retrieve UE Context Response message. The target gNB shall check the received algorithms to its locally configured list of algorithms (this applies for both integrity and ciphering algorithms). If the target gNB selects different algorithms compared to what the UE was using with the source gNB, the target gNB shall select the highest priority algorithm from its locally configured list of algorithms that is also supported by the UE as per the UE 5G security capabilities. In this case, the chosen algorithms shall be indicated to the UE in the RRC Connection Release or RRC Connection Resume message. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the RNA Update procedure. 
*************** End of Change 1 ****************
