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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

N/A
3
Rationale

This contribution addresses the procedure of idle mobility from 5GS to EPS with N26. The standpoint of the contribution is: if the UE has an existing EPS security context, the UE shall use it to protect the TAU request message. Or, the UE doesn’t have an existing EPS security context, the UE shall use the 5G security context to protect the TAU request message.
4
Detailed proposal
***
BEGIN THE CHANGE
***

8           Security of interworking

Editor's Note: This clause covers security of Interworking with LTE systems.

8.1
General

As described in TS 23.501 [2], in order to interwork with EPC, the UE can operate in Single Registration or Dual Registration mode. 

When operating in Dual Registration mode, the UE shall independently maintain and use two different security contexts, an EPS security context to interact with the 4G System and a 5G security context to interact with the 5G System. Therefore, during inter-system mobility, when the target system is EPS, the UE shall take into use the EPS security context and hence all the security mechanisms described in TS 33.401 [10] are applicable. In the other direction, i.e. when the target system is the 5GC, the UE shall take into use the 5G security context and hence all the security mechanisms described in this specification are applicable.

When operating in Single Registration mode, there are two cases depending on the support of the N26 interface between the AMF and the MME. In both cases the security mechanisms described in all the subsequent subclauses are applicable.
8.X
Idle mode mobility from 5GS to EPS with N26

Use of an existing EPS security context

If the UE sends the TAU request with the “old GUTI” Information Element including a valid GUTI, it shall also include the eKSI relating to this GUTI. This eKSI is associated with the EPS security context stored on the UE, and it indicates this fact to the MME. In this case the UE shall protect the TAU request using this EPS security context. 
If the MME successfully verifies the TAU request, it shall set the UE validated flag in the corresponding context request message to the AMF. When the MME receives the context response message, it shall not consider the mapped security context from the AMF. If the network does not have a valid security context for this eKSI, it shall run EPS AKA.
Mapping of 5G security context to EPS security context
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Figure 8.X-1 Idle mode mobility from 5GS to EPS
UE sends the TAU request message including a mapped GUTI and the ngKSI associated with the current 5G security context to the MME. The TAU request message shall be integrity protected with the current 5G security context identified by the 5G-GUTI.

The MME shall request UE security context from the AMF by transferring the complete TAU request message to the AMF. When the AMF receives the TAU request from the MME, it verifies the message using the current 5G security context as the UE did. If the integrity check passes, the request from the MME is authenticated and the AMF shall provide the needed information to the MME. The AMF shall derive a new KASME from KAMF using 5G downlink NAS COUNT value as a freshness, and shall respond the new derived key and the mapped eKSI that equals to the value of the ngKSI to the MME. 

NOTE:
Using downlink NAS COUNT to derive new key makes AMF behavior the same as when UE performs idle mode mobility or handover.

The MME shall use the KASME received from the AMF as the anchor key, and selects the NAS algorithms which have the highest priority according to its ordered list. Then the MME performs a security mode command procedure with the UE including the selected NAS security algorithms and eKSI used for identifying the KASME. 
***
END OF THE CHANGE
***
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