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1
Decision/action requested

It is requested to approve the proposed content for subclause 6.2.3.3 of TS 33.501.
2
References

[1]
3GPP TS 33.501 v0.6.0      Security Architecture and Procedures for 5G System

3
Rationale

The contribution adds the context for clause 6.2.3.3 key lifetimes in TS 33.501[1]. 
4
Detailed proposal

*************** Start of Change 1 ****************
6.2
Key hierarchy, key derivation, and distribution scheme 

Editor's Note: This subclause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8 of the present document.

6.2.3
Handling of user-related keys
6.2.3.3
Key lifetimes
Editor's Note: This subclause is meant to contain content corresponding to TS 33.401 [10], subclause 7.2.3, which is about key lifetimes.  
KAUSF and KSEAF shall be created when running a successful primary authentication as described in clause 6.1.3.

KAMF shall be created in the following cases:

1. NAS key re-keying as described in clause 6.9.6.2

2. NAS key refresh as described in clause 6.9.6.3
In case the UE does not have a valid KAMF, an ngKSI with value "111" shall be sent by the UE to the network, which can initiate (re‑)authentication procedure to get a new KAMF based on a successful primary authentication.

KNASint and KNASenc are derived based on a KAMF when running a successful NAS SMC procedure as described in clause 6.7.2.
KN3IWF is derived by AMF based on a KAMF after a new KAMF is derived. 

KgNB and NH are derived based on KAMF or KgNB or NH in the following cases:

1. Inter-gNB-CU-handover as described in clause 6.9.4.3

2. State transitions as described in clause 6.8

3. AS key re-keying as described in clause 6.9.6.4
4. AS key refresh as described in clause 6.9.6.5

The KRRCint, KRRCenc, KUPint and KUPenc are derived based on KgNB after a new KgNB is derived.
*************** End of Change 1 ****************
