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1
Decision/action requested

This paper clarifies the solution for eRelay Discovery based on the conclusion of SA2, and makes a clarification for the solution #8, it is requested to approve the changes in the pCR.
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3
Rationale

SA2 has made a conclusion on eRelay Discovery which is the solution 6.2.1 in [1]. The basic principle reuses the discovery mechanism for Public Safety Discovery defined in [2] with some extension. Based on this conclusion, this paper deletes an editor’s note, then makes clarification and adds evaluation for solution #8.
A NOTE is deleted as there is no scenario using both eRelay Restricted Discovery and eRelay Open Discovery defined in [1].

As there is no scenario that the eRemote UE isn’t configured with Discovery security parameters in R13, so this pCR deletes the description about how to discovery eRelay UE for the eRemote UE which is not configured with security parameters. 

4
Detailed proposal

*************** Start of Change ****************
6.8.
Solution #8: eRelay Discovery

6.8.1
General  
There are two types of eRelay Discovery described in TR 23.733[3]:  eRelay Open Discovery and eRelay Restricted Discovery.

-
eRelay Open Discovery: discovery can take place between an eRelay-UE and eRemote-UE without requiring explicit permission (i.e., user interaction). The message broadcasted for eRelay Open Discovery is not encrypted, so any eRemote-UEs can interpret the message.

-
eRelay Restricted Discovery: discovery only takes place between the eRelay-UE and eRemote-UE with explicit permission (i.e. user interaction). The message broadcasted for eRelay Restricted Discovery is encrypted, so only the eRemote-UEs with permission can interpret the message.

Both eRelay Open Discovery and eRelay Restricted Discovery support model A and mdoel B discovery.

In both Open and Restricted discovery, PKMF is re-used for configured discovery key(s) e.g. PSDK. The PSDK will be used to derive the needed DUIK, DUCK and optional DUSK. The mechanisms of using DUIK, DUCK and optional DUSK to protect discovery message are the same as ProSe in TS 33.303[6].

Like the usage in ProSe, eRelay discovery also use UTC-based counter to provide freshness for the discovery message against replay attack.  The parameters CURRENT_TIME and MAX_OFFSET are also provided to UE from the PKMF to ensure that the obtained UTC-based counter is sufficiently close to real time.
6.8.2
Solution details  
6.8.2.1  eRelay Open Discovery

The configuration of security material for protection of eRelay Open Discovery message is the same as the flow shown in TS 33.303[6] Figure 6.6.4.1.


The eRelay UE and the eRemote UE will use the configured security parameters for protection of eRelay Open Discovery message according to the subclause 6.6.7 of TS 33.303[6], in which:

-
the eRelay UE and the eRemote UE only calculates DUIK from PSDK without calculating DUCK or DUSK, and then follows the subclause 6.1.3.4.3.2 and 6.1.3.4.3.3 in TS 33.303[6]. 

If the eRemote UE is configured with the security material for a specific eRelay Service or a particular eRelay UE as above, the eRemote UE can check MIC by itself. 


6.8.2.2  eRelay Restricted Discovery

The eRelay UE and the eRemote UE are configured with security material for protection of eRelay Restricted Discovery message in the same way as the flow shown in TS 33.303[6] Figure 6.6.4.1. 

The eRelay UE and the eRemote UE will use the configured security parameters for protection of eRelay Restricted Discovery message according to the subclause 6.6.7 of TS 33.303[6], in which:

· DUIK and DUCK shall be derived, DUSK is optional, and then follows the subclause 6.1.3.4.3.2 and 6.1.3.4.3.3 in TS 33.303[6].

6.8.3
Evaluation 
This solution addresses the key issue #4. The security function of eRelay Discovery reuses the mechanism in R13 satisfying the requirement of eRelay Discovery defined in 3GPP TR 23.733[3]. 
*************** END of Change ****************
