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1
Decision/action requested

This document proposes for discussion an analysis of three security approaches which could be used for SBA in a roaming scenario. No decision/action is required.
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3
Rationale and objective
This document  describes three  different approaches for inter-PLMN security. 
· Option 1: Security over N32 reference point based on HTTPS
· Option 2: Security over N32 reference point based on HTTP and Application layer protection 

· Option 3: Security over N32 reference point based on traditional VPN 

To better clarify the issue, a concrete procedure (SMF selection procedure) is used within the analysis, however the discussion of this contribution applies in general and it is not intended to be limited to that specific procedure. 
The analysis of each option is concluded with a list of Pros and Cons.

This contribution aims to identify the most suitable solution to go forward within the SA3 living document on SBA.
4
Context 
Figures below depicts the 5G System roaming architecture in case of  respectively local breakout (LBO) and home-routed (HR) scenario [1].
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Figure 1 Roaming 5G System architecture- local breakout scenario 
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Figure 2 Roaming 5G System architecture - home routed scenario
As stated in [1], both for the LBO and HR roaming scenarios each PLMN implements proxy functionality (i.e. SEPP)  to secure interconnection and to provide topology hiding on the inter-PLMN signalling interfaces. N9 interface carries User Plane and it is not handled by the SEPP.
The main difference between the LBO and HR is related to the SMF selection procedure. In particular in the HR for the SMF selection an interaction between vNRF and hNRF is required ad shown in figure below.  
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Figure 3 SMF selection for home-routed roaming scenarios

The analysis provided in clause 5 uses the SMF Selection procedure to describe a concrete use case. This procedure is summarized in Figure 3 (see [2] for details). 
In home-routed roaming scenarios, the SMF selection procedure (steps 5-8) implies a signalling exchange between the vPLMN and hPLMN through the respective SEPP. In particular, according to [2], the SMF Selection via NRF requires that:
· the serving AMF queries the target vNRF using the NF Discovery request by including the PLMN ID of the SUPI, S-NSSAI for the HPLMN, and possibly an HPLMN NSI ID in case the AMF has stored an NSI ID for the selected Network Slice instance corresponding to the requested S-NSSAI for the HPLMN.

· The vNRF identifies hNRF based on the information provided by the NSSF in the serving PLMN, and it requests NF Discovery service from hNRF to get the expected SMF instance(s) deployed in the HPLMN. As the vNRF in VPLMN triggers the NF Discovery on behalf of the AMF, the vNRF shall not replace the information of the NF, i.e. AMF ID, in the Discovery Request message sent to the hNRF.
· The hNRF provides to the serving AMF, via vNRF, the information of the SMF instance(s) in the NF Discovery Response message 
The SMF selection procedure summarized in Figure 3 does not explicitly mention the SEPP however the signalling between vNRF and hNRF (steps 6 and7) goes through N32 reference point that is handled by the SEPP. 

Security over N32 reference point needs to be ensured and in the subsequent clause different options are considered, for discussion.
5
Analysis

The following three “options “ will be analysed here after:

· Security over N32 reference point based on HTTPS
· Security over N32 reference point based  on HTTP and Application layer protection 
· Security over N32 reference point based on traditional VPN 

NOTE: This contribution focuses on the security over N32 reference point. The security of communications wthin a specific PLMN (i.e. from a certain SEPP “downwards” to the NEs within the same PLMN) is therefore “deemed as out of the scope”. 

Option 1: Security over N32 reference point based on HTTPS
In order to provide security over N32 reference point, the vSEPP starts a standard HTTPS session based on TLS with  mutual authentication  towards the hSEPP. 
To improve the performance in terms of  latency, the vSEPP and hSEPP shall be configured to permit TLS session reuse based on a session identifier according  to RFC 5246 or based on a session ticket RFC 5077. The choice between the session identifier versus session ticket will be made afterwards , if this solution is selected. At the end of the HTTPS session establishment, vSEPP and hSEPP share Session identifier (or session ticket) to perform TLS resume.

For istance, referring to the SMF selection procedure described in Clause 4, the vNRF requests the NF Discovery service from hNRF. This request is proxied by vSEPP to hSEPP. The vSEPP sends the Nnrf_NFDiscovery_Request (see step 6)  by resuming  HTTPS session already established with the hSEPP. The hSEPP sends the Nnrf_NFDiscovery_Request to the hNRF. Once the hSEPP gets the Nnrf_NFDiscovery_Response message, it sends this message to the vSEPP (see step 7) over the established HTTPS session.
Pros
· Based on standard HTTPS protocol that ensure authenticity, confidentiality, integrity and anti-replay protection.

· Security on N32 reference point obtained with this option is end-to-end (between the two SEPP) for all IEs. 
· No additional application layer security is required.

· Key management based on standard PKI infrastructure
· Simplified key management mechanism and protocol (in comparison to option 2 described below).

· Complete URI protection is provided (see discussion in CT4 on parameters in URI to be protected) . 
· N32 security is independent from the security of IPX’s networks.

Cons
· Intermediate operations to be possibly performed by IPX providers to make a certain service working (i.e. read/change of the IEs within the JSON) are not allowed. Those services (e.g. Roaming HUB, Traffic Steering) would simply become not possible.  
· In Diameter, inter-PLMN signalling messages are sent to the DRA and routing is based on realm available at application layer.This permits to a MNOs to avoid having direct connection at IP layer with every roaming partner. Since in this option, the application layer is encrypted, the routing needs to be performed only using layer 3 information (i.e. IP).The end point at layer 3 is the SEPP and not the IPX provider therefore direct connections between MNOs become needed. 

· Due to TLS handshake, latency increases (this issue could be mitigated using TLS resume).
Options 2: Security over N32 reference point based  on HTTP and Application layer protection 
In order to provide security over N32 reference point, application layer security over HTTP is used between home and visited SEPP as explained hereafter: 

· The mutual authentication between the vSEPP and the  hSEPP is based on credentials and a symmetric key negotiation can use e.g. the Diffie-Hellman scheme.

· The application layer security in terms of integrity, authenticity and confidentiality of the sensitive IEs within JSON uses can use the keys negotiated with Diffie Hellman scheme. In order to retrieve the correct couples of keys, also a session identifier shall be used. 
· The anti-replay protection is based on sequence numbers associated to each request between hSEPP and vSEPP. 
For istance,  referring to the described SMF selection procedure, (as for Option1) the vNRF requests the NF Discovery service from hNRF. This request is proxied by vSEPP to the hSEPP. Based on the destination network, the vSEPP retrieves the session identifier and the Diffie-Hellman keys, increments a sequence number (SQN) and signs this SQN with the proper key (named AUTH_TOKEN). The vSEPP protects the sensitive IEs and create a new  Nnrf_NFDiscovery_Request (see step 6) adding in the JSON also the AUTH_TOKEN and the SQN. After that, the vSEPP sends this message to the hSEPP that verifies the SQN freshness, and the validity of the AUTH_TOKEN, the genuinity (i.e. integrity check) of the  IEs and decrypts the protected IEs. If all the expected checks are succesfull, the hSEPP further sends the Nnrf_NFDiscovery_Request to the hNRF. 

Once the hSEPP gets the Nnrf_NFDiscovery_Response message (from hNRF), it protects the sensitive IEs (encryption and integrity protection) and sends this modified message to the vSEPP (see step 7) over HTTP.
The specific IEs to protect, the specific security features to be provided for each IE and the specific algorithms to be used to provide the expected security need to be decided. 

NOTE: Alternative methods to secure JSON IEs natively supported by JSON like JWS [3] and JWE [4] can also be evaluated for the purpose. An anti-replay protection shall be provided also in this latter case since not natively supported.

Pros
· Security on N32 reference point obtained with this Option is end-to-end (between the two SEPP) only for IEs that do not need to be modified in the transit across IPX network.    

· The IPX providers can read and/or properly modify IEs as appropriate, to make a certain VAS working. 
· Standard authentication mechanism and key negotiation scheme are used.

Cons
· Since this option allows IPX providers to access and/or modify sensitive IEs (e.g. to make some VAS working),  a more complex key management and protocol (in comparison with option 1) are needed, to provide security over IPX network. 

· The specific algorithms to be used to provide the expected security need to be decided and there is the risk that suitable well known algorithms may not exist. 

· Computational impacts on SEPPs when intermediate IEs modifications are required.
· Messages length increases when intermediate modifications are required and traced.
· URI protection is not provided.
Options 3: Security over N32 reference point based on traditional VPN.

In order to provide security over N32 reference point, a traditional VPN is established both in the VPLMN (between vSEPP and next-peer IPX provider) and in the HPLMN (between hSEPP and next-peer IPX provider). The VPN setting is based on NDS/IP guidelines, e.g. each VPN could be based on IPSEC or TLS (TS 33.220).
Security over IPX network is not under the control of the MNO, i.e. it can not be assumed that a VPN is in place between each parties involved in the messages delivery.
For istance, referring to the described SMF selection procedure (as for Option1 and 2), the vNRF requests the NF Discovery service from hNRF. The vSEPP adds the authentication credential to authenticate towards the hSEEP and send the Nnrf_NFDiscovery_Request (see step 6) to hSEPP, over N32 reference point.
The hSEPP verifies the authentication credentials received within the HTTP header. If the authentication is successful, the hSEPP sends the Nnrf_NFDiscovery_Request to the hNRF. 

Once the hSEPP gets the Nnrf_NFDiscovery_Response message (from hNRF), it sends this message to vNRF, through the vSEPP (see step 7). 
Since security over IPX network is not under the control of the MNO, the protection of the above mentioned authentication credentials within IPX network can not be assumed.

Pros
· (As for Option 2) if needed, the IPX provider has the chance to properly access/read/modify IEs to make certain VAS working. 

· Standard mechanism is used to set up the VPN in the VPLMN (between vSEPP and next-peer IPX provider) and in the HPLMN (between hSEPP and next-peer IPX provider).
Cons
· Security over IPX network can not be assumed as certainly available or implemented. To overcome this limit, TLS (option 1) or application layer security (option 2) is required therefore option 3 does not show concrete advantages.

· To make option 3 viable, the IPX providers should setup many VPN tunnels within the IPX network (but there is no guarantee that this would be done, in practice).

6
Conclusions

N.3 Options have been put forward in this contribution. Each of them was shortly introduced and pros and cons have been listed afterwards. 

Even if the three Options were presented for discussion Telecom Italia has the following feeling about them:

· Option 3 relies on security over IPX network that can not be assumed as certainly implemented. This is a serious limitation that could be overcomed using TLS that means falling to Option 1 or using application layer security that means falling  to Option 2. For this reason Telecom Italia believes that Option 3 should not be considered further.

· Option 1 provides e2e security over N32 reference point (independently from IPX’s networks security). This aspect is very interesting from one perspective however it would preclude offering VAS services which require by IPX providers intermediate operations (i.e. read/change of the IEs) to work. Telecom Italia view this is a strong limitation against Option 1. Moreover, in this Option the application layer is encrypted and routing needs to be performed only using layer 3 information (i.e. IP). This implies a further drawback, that is the need of having direct connections between MNOs. 
· Option 2 allows the opportunity to provide e2e security only to IEs which do not need to be modified by the IPX providers. This allows providing VAS requiring read and/or modification of IEs to work. In Telecom Italia view, this is a strong advantage in favour of Option 2.  
The specific algorithms to be used to provide the expected security in Option 2 need to be decided and there is the risk that suitable well known algorithms may not exist, however Telecom Italia believes that Option2 should be chosen, at least for further verifications, as the candidate solution.  Telecom Italia is not against methods detailed in [3] and [4] (aiming to implement the security of the JSON IE) if these methods fullfill requirements provided by GSMA DESS subgroup and if the security analysis detailed in  [5] and [6] is taken into account during the design of the final solution as well as the fact that the crypto-algo adopted in these methods can be deprecated and a data overhead  occurs.
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