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1
Opening of the Meeting

The Chairman commented that NAF, EF3 and hosts of SA3 meetings should consider meeting locations that are not so hard to reach.

Nick (Blackberry) commented that the choice of locations should be taken up over the command chain, internally in the companies who have representatives who can take action in EF3, NAF and so on.

2
Approval of Agenda and Meeting Objectives

S3-160000
Agenda





Source: WG Chairman

Decision: 

The document was revised to S3-160233.



S3-160233
Agenda





Source: WG Chairman

(Replaces S3-160000)

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to all applicable antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The leadership would conduct the present meeting with impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters

4
Meeting Reports

4.1
Approval of the Report from SA3 #81 

S3-160001
Report from SA3#81





Source: MCC

Decision: 

The document was approved.



4.2
Report from SA #70

S3-160003
Report from last SA meeting





Source: WG Chairman

Decision: 

The document was revised to S3-160232.



S3-160232
Report from last SA meeting





Source: WG Chairman

(Replaces S3-160003)

Discussion: 

The technical officer clarified the use of the term "not pursued" and presented the CR to 21.900 approved in the last SA plenary.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Alex gave his report from the SA3-LI meeting that was held the previous week in Dubrovnik. It was clarified that  SA3-LI documents would be blocked approved during this meeting; the docs were available in the email exploder and in case that there was any objection to any of them, such document/s would be given a tdoc number and brought into the SA3 meeting for discussion.

- Increase of meeting time due to amount of work.

- Restructuring SA3-LI: under discussion. Need of MCC support since their current secretary has retired.

Report provided by Alex (SA3-LI Chairman):

"SA3-LI#60 Dubrovnik:-

SA3 LI meeting focussed on:- Location enhancements (primarily relating to SA plenary actions), Non Local / B numbers, S8HR / LBO and WLAN ePDG.

SA3LI noted issues relating to GATS compliance for S8HR which is not specifically limited to LI and there may have large implications. GSMA has been asked for guidance (see tdoc S3160230).

Work on S8HR is progressing but is slowed by limited number of contributing companies.

SA3-LI CRs and WIDs have been provided to SA3 for direct approval at SA3#82.

SA3's attention is also drawn to SA3-LI MCC support issue. Existing secretary and support arrangements have come to an end following the retirement of Ian Cooper. SA3LI will not be able to continue at current work load or produce detailed minutes etc without MCC taking over this role.

SA3-LI will be working to the following R13 freeze schedule;

33.106 SA3LI#61

33.107 #62

33.108 #63.

From SA3LI#62, SA3LI will be increasing to 3.5 days per meeting. For EU meetings this will be Monday lunchtime start and for US a Friday lunchtime finish."

Nokia Networks asked for the Home Routing S8HR LS that was sent last August from SA3 to SA3-LI.

Alex pointed out to check S3i160009. Some companies in LI don’t understand the difference between integrity and confidentiality protection and that needs to be taken care of. 

Alex commented that the study should finish late in the year. Normative work depends on SA2 progress.

MCC commented that adding up MCC support means increase of resources that will have to be approved at PCG level. Until this moment the UK government has given resources to cater for this. Otherwise there is danger of lack of progress in lot of work.

It was agreed to send a LS to SA plenary to ask for more MCC support for SA3-LI.

The Chairman commented that he preferred to keep approving SA3-LI documents in the mail exploder due to lack of LI expertise in the SA3 group. Alex agreed on this. This was a special case since the documents were just sent for approval last week and this was the only chance to approve them before the next plenary.

Nokia Networks: do you plan to focus on Voice over WLAN? Alex: it's in the queue, but there are other priorities.

The Chairman called for the LI documents to be agreed. There were no objections so all LI docs were agreed in the plenary.

S3-160229
LS on GSM LI Specification Withdrawal





Source: SA3-LI

ACTION:
MCC to withdraw 41.033,42.033,43.033

(action on: Chairman / due by: 2016-04-21)

Decision: 

The document was noted.



S3-160230
LS on impact on S8HR of regulations implementing WTO GATS Annex on Telecommunications





Source: SA3-LI

Decision: 

The document was noted.



S3-160235
LS to SA on request of MCC support





Source: BT Group

Decision: 

The document was approved.



5
Items for early consideration

6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-160023
LS on progress of the work on Diameter Base Protocol Update





Source: C4-152375

Decision: 

The document was noted.



S3-160024
LS on extension to field length of PDCP Sequence Number





Source: R2-156977

Decision: 

The document was noted.



S3-160033
LS on Mobile Equipment Identity Signalling over WLAN





Source: S2-154415

Discussion: 

Ericsson commented that their IETF IKE experts didn't like this issue at all.

Some companies had to check offline the attached docs to see if any action was needed from SA3.After this it was resolved that no action was needed.

Decision: 

The document was noted.



S3-160035
Reply LS on proposed extension to GUSS to include AS address





Source: S2-154450

Decision: 

The document was noted.



S3-160036
Reply LS on NBIFOM Clarifications





Source: S2-154459

Decision: 

The document was noted.



S3-160236
Reply LS to CT4 LS on progress of the work on Diameter Base Protocol Update





Source: S5-161308

Decision: 

The document was noted.



6.2
IETF

6.3
ETSI SAGE

6.4
GSMA

S3-160028
Liaison Statement to 3GPP regarding RCC.14 device management protocol for IMS Voice configuration





Source: GSMA RILTE

Discussion: 

Vodafone commented that UICC is also managed. I'm uncomfortable that they devalue other management procedures.

Orange commented that there is no interface in 3GPP to define this provisioning, SA3 doesn’t have to do anything about this. This is basically CT1 work.

It was agreed to respond to GSMA stating that there is no security work to be done in SA3.

Decision: 

The document was replied to.



S3-160237
Reply to: Liaison Statement to 3GPP regarding RCC.14 device management protocol for IMS Voice configuration





Source: ORANGE

Decision: 

The document was approved.



S3-160020
Reply LS on RCC.14 Device Management Protocol





Source: C1-160761

Decision: 

The document was noted.



S3-160234
Reply LS on RCC.14 Device Management Protocol





Source: S4-160158

Decision: 

The document was noted.



6.5
3GPP2

6.6
OMA

6.7
TCG

S3-160057
TCG progress report for MPWG and TMS WG





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

This contribution provides a brief summary of the progress in TCG Mobile Platform (MPWG) Trusted Mobility Solutions (TMS) WG as of January 25, 2015.

Discussion: 

1.
Mobile Platform (MPWG)

MPWG made available Multiple Stakeholder Model (MSM) document. It is presented as draft in public review through 15 February 2016:

http://www.trustedcomputinggroup.org/files/resource_files/B1659BFF-1A4B-B294-D0260AC720D305B4/Multiple-Stakeholder-Model-v3r36-reference%20document_public%20review.pdf

The Multiple Stakeholder Model (MSM) is an informative reference document that describes use cases, recommended capabilities, and various implementation alternatives for multiple stakeholders to coexist safely on a mobile platform. 

This document includes guidance on how to leverage Trusted Computing Group (TCG) specifications to realize each alternative. This guidance is applicable to all mobile devices (smart phones, feature phones, basic phones, etc.) and may be useful for other computing devices. The target audience for this document includes designers, developers, and implementers of Trusted Computing technologies in mobile platforms.

In particular, this document emphasizes the role of the Trusted Platform Module (TPM), the Mobile Common Profile, and the Mobile Reference Architecture specifications to support these capabilities for multiple stakeholders. The goal of the MSM is to provide trusted services, for example, TPM and Trusted Network Communications (TNC), in a secure and efficient manner to all interested stakeholders (both local and remote) for a given mobile device.

This document is coherent with the TPM 2.0 Mobile Reference Architecture, available at the following link:

http://www.trustedcomputinggroup.org/resources/tpm_20_mobile_reference_architecture_specification. 

TPM 2.0 Mobile Common Profile can be accessed here:

http://www.trustedcomputinggroup.org/resources/tcg_tpm_20_mobile_common_profile.

Trusted Mobility Solutions (TMS)

Current Work Items

•
TMS Use Cases v2 - Enterprise, Financial, NFV

o
Expand TMS UC v1 (BYOD) to all Enterprise mobiles (BYOD/CYOD/COPE)

o
Add Financial (mobile banking/payments) – collaboration w/ Mobey Forum

o
Add Network Functions Virtualization – collaboration w/ ETSI NFV ISG

o
Schedule – Q1 2016 – Draft submitted for TCG Board review

•
TMS Presentations – Technology Talks and Demos

o
Demos of mobile devices and enterprise networks w/ TCG technologies

o
Talks on ETSI, OMA, Mobey Forum, US NIAP profiles, US NIST specs, operating systems, device management, hardware architecture, network functions virtualization, etc.

Collaboration with other SDOs – formal liaisons or informal liaisons (via TMS WG members)

•
Global Platform – formal – TEE Protected Environment

•
Mobey Forum – formal – Biometrics & Security

•
ETSI – formal – NFV, Lawful Intercept, Cyber security, Net Tech

•
Open Mobile Alliance – formal – Device Management

•
Small Cell Forum – informal – via TMS WG members

•
IEEE-ISTO PWG – informal – via TMS WG members

•
IETF SACM & TLS – informal – via TMS WG members 

•
Linux Foundation – informal – via TMS WG members 

•
US NIAP – informal – Common Criteria profiles

•
US NIST – informal – security standards

•
ITU – MoU is being reviewed by the TCG Board of Directors

3.
Meetings

TCG Members Meeting, February 22-26, 2016 in San Francisco

MPWG meets every Tuesday and Thursday at 12-13 ET

TMS WG meets every Monday and Friday at 10-11 ET

4.
Conclusion

It is proposed to add the contents of this contribution in the Section 6.7 (Reports and Liaisons from other Groups – TCG) of SA3#82 meeting report

Decision: 

The document was noted.



6.8
oneM2M

6.9
TC-CYBER

6.10
ETSI NFV security

Alex commented that companies are encouraged to read NFV documents on information models before it is too late to provide with security work from us.

ETSI NFV will meet shortly in Dublin, Ireland.

6.11
Other Groups

7.1
IP Multimedia Subsystem (IMS) Security

7.2
Network Domain Security

S3-160149
Clarifying terms related to RA and CA in TS 33.310





33.310
  CR-0084  (Rel-13) v13.0.0





Source: Nokia Networks, Alcatel-Lucent, Deutsche Telekom

Decision: 

The document was revised to S3-160251.



S3-160251
Clarifying terms related to RA and CA in TS 33.310





33.310
  CR-0084  rev 1 (Rel-13) v13.0.0





Source: Nokia Networks, Alcatel-Lucent, Deutsche Telekom

(Replaces S3-160149)

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

7.5
GAA

S3-160147
Leaving certain FC values in Key Derivation Function in TS 33.220 for proprietary use





33.220 v13.0.0





Source: Nokia Networks, Alcatel-Lucent

Discussion: 

Vodafone: I prefer a small FC range, and I don’t see why we would need a complete proprietary range.

It was agreed that Nokia brought a CR for the next meeting.

Decision: 

The document was noted.



S3-160151
Resynchronisation mechanism in GBA push





33.223
  CR-0029  (Rel-13) v13.0.0





Source: Ericsson

Discussion: 

Nokia and Huawei commented that this is an addition of a new feature, so it was proposed to change category and WID (to Prose).

Decision: 

The document was revised to S3-160256.



S3-160256
Resynchronisation mechanism in GBA push





33.223
  CR-0029  rev 1 (Rel-13) v13.0.0





Source: Ericsson

(Replaces S3-160151)

Decision: 

The document was agreed.



7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
LTE-WiFi Aggregation

S3-160025
Reply LS for request for clarifications for WLAN deployments for LWA





Source: R2-157123

Decision: 

The document was replied to.



S3-160272
Reply to: Reply LS for request for clarifications for WLAN deployments for LWA





Source: Alcatel-Lucent

Decision: 

The document was approved.



S3-160027
LS on WLAN mobility set configuration for LWA





Source: R3-152905

Decision: 

The document was noted.



S3-160050
Overview of 802.1X based method for authentication over WLAN in LTE-WLAN Aggregation





Source: BlackBerry UK Limited

Abstract: 

This paper describes a mechanism based on using existing carrier grade WLAN authentication procedures for opening up the controlled port on the WLAN and avoiding the need for an interface from the WLAN into the CN. 

Decision: 

The document was revised to S3-160253.



S3-160253
Overview of 802.1X based method for authentication over WLAN in LTE-WLAN Aggregation





Source: BlackBerry UK Limited, Broadcom Corp.

(Replaces S3-160050)

Discussion: 

BT didn’t agree with what legacy means in this context.

ALU commented that IETF had decided not to define any more methods for the EAP. Also, steps  8-11 are bypassed if  the WLAN system is replaced by WT. A solution has been agreed already.

Blackberry considered that IANA registration may not be frozen so they would have to check it.

Qualcomm agreed with ALU's comments.

ALU: AKA doesn't exist here.

Ericsson agreed with the previous comments and commented that some of this would be better presented in IETF than here.

Blackberry: we are not proposing a new architecture.

Intel commented that according to RAN2 the solution shall not impact the existent standards, which is what is happening here.

Ericsson: we are not touching WLAN, we are touching UE and WT under 3GPP scope.

ALU: in the draftCR there is an agreed solution.

There was no support for this proposal.

The Chairman commented that the draftCR (tdoc 150) is a working assumption, agreed by the group. This document is under supervision of ALU.

Decision: 

The document was noted.



S3-160031
LS on New WI on LTE-WLAN RAN Level Integration supporting legacy WLAN





Source: S2-154407

Decision: 

The document was noted.



S3-160051
CR to 33.401 to add LWA solution





33.401
  CR-0565  (Rel-13) v13.1.0





Source: BlackBerry UK Limited

Abstract: 

Introduces a mechanism for a UE to gain access over WLAN and is authenticated and authorised to convey user plane packets. 

Decision: 

The document was revised to S3-160254.



S3-160254
CR to 33.401 to add LWA solution





33.401
  CR-0565  rev 1 (Rel-13) v13.1.0





Source: BlackBerry UK Limited

(Replaces S3-160051)

Decision: 

The document was not pursued.



S3-160150
Security Solution to support LWA





33.401
  CR-0568  (Rel-13) v13.1.0





Source: Alcatel-Lucent, Nokia Networks, Intel

Abstract: 

New sub clause for LWA security

Decision: 

The document was revised to S3-160273.



S3-160273
Security Solution to support LWA





33.401
  CR-0568  rev 1 (Rel-13) v13.1.0





Source: Alcatel-Lucent, Nokia Networks, Intel,Ericsson

(Replaces S3-160150)

Discussion: 

Broadcom disagreed with figure X.1-1

ALU:UE connected simultaneous to multiple eNodeBs?

Nokia: this figure is coming from RAN2, not to be discussed here.

Broadcom: the boxes are confusing. It was agreed to remove the boxes, but Broadcom still had issues with the figure.

Eicsson: we treat WT as a black box. They agreed with the previous figure.

The Chairman commented that it was agreed to remove the boxes, no need to open the technical discussion again.

Broadcom considered that the figure does not show the architecture aspect, still in development. BT supported Broadcom on the disagreement on the figure X.1-1. Broadcom objected to this CR, BT found the figure not clear enough.

Orange: just bring a CR for the next meeting to change the figure.

Decision: 

The document was agreed.



S3-160154
Discussion of changes to LWA draft CR 





Source: Ericsson LM

Decision: 

The document was noted.



S3-160158
Security aspects of LTE-WLAN aggregation





33.401
  CR-0569  (Rel-13) v13.1.0





Source: Ericsson LM

Discussion: 

Broadcom had problems with what is in scope. The Chairman proposed to refer to the RAN document. ALU clarified that the reference is there already.

Decision: 

The document was merged.



S3-160202
Deletion of ENs in LWA draft CR





Source: Qualcomm Incorporated

Discussion: 

Broadcom queried about the IPSEC tunnel. What's the point of having the user control and user plane under the same tunnel?

Ericsson: IPSEC tunnel is not set up per UE.

The changes proposed by this document were incorporated into the CR in 273.

Decision: 

The document was endorsed.



S3-160079
LWA CR: proposal to clean ENs





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Proposal to delete some of the ENs

Discussion: 

Contents of this document were agreed to be included in the CR in tdoc 273.

Decision: 

The document was endorsed.



S3-160193
PSK should be used to perform 4-way handshake





Source: Huawei, HiSilicon

Decision: 

The document was noted.



S3-160195
pCR to use PSK in 4-way handshake





Source: Huawei, HiSilicon

Discussion: 

Qualcomm didn’t see the reason to change to PSK.The caching is independent from how the security context is obtained.

The Chairman commented that any negotiation in WLAN is out of scope of 3GPP.

Decision: 

The document was noted.



S3-160168
Tracking of IMSI based on WLAN MAC Address





Source: Samsung

Discussion: 

Alex (BT): there will be a denial of service attack to the UE every time it moves. We seem to impose measures on the WLAN's end.

Colin (BT) commented that the IEEE would reject this. 

Broadcom commented that most handset vendors need a randomised solution for the MAC address, they supported this contribution.

Intel commented that they supported BT and that we are exposing the MAC address.

Interdigital commented that it seemed that everybody seemed to agree on having a problem here. The WLAN's side is IEEE's issue.

ALU: UE tracking is considered in our standards. WLAN's side is IEEE issue, we don’t have a problem to solve to our understanding.

Samsung: we track through the IMSI, not the WLAN parameters.

Alex (BT): there is an issue with device tracking but it is causes by ourselves. Fix the issue with RAN.

The Chairman proposed to add a note on what's out of scope and about the MAC address randomization. Interdigital preferred to note on the randomization and leave out the out of scope part.

Ericsson: the problem is in our scope because we use the WLAN, but the solution is out of our scope.

It was agreed to add a note and merge this proposal into the tdoc 273.

Decision: 

The document was partially approved.



S3-160026
Reply LS to S3-152467 on IPsec tunnelling mechanism for LTE-WiFi aggregation





Source: R2-157126

Decision: 

The document was replied to.



S3-160274
Reply to: Reply LS to S3-152467 on IPsec tunnelling mechanism for LTE-WiFi aggregation





Source: Alcatel-Lucent

Decision: 

The document was approved.



S3-160032
LS on IPsec tunnelling mechanism for LTE-WiFi aggregation





Source: S2-154408

Decision: 

The document was noted.



S3-160275
Reply to: LS on IPsec tunnelling mechanism for LTE-WiFi aggregation





Source: Alcatel-Lucent

Decision: 

The document was withdrawn.



S3-160081
LWIP: Discussion paper on Security Solution





Source: Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Broadcom, BlackBerry

Abstract: 

New sub clause for LWIP security

Discussion: 

Due to previous offline discussions the authors decided to note the document.

Decision: 

The document was noted.



S3-160161
Security of legacy WLAN using IPSec Tunnelling





Source: Ericsson

Discussion: 

Proposal 2: NTT-Docomo commented that random traffic from the Internet would enter the operator's network, and that’s why we are putting a SeGW in the interconnect point. ALU replied that this is a deployment's choice.

Deutsche Telekom commented that it is not a deployment's issue. Juniper agreed, we are protecting the private network behind the eNodeB.

This proposal was agreed with modifications (just the first sentence).

The proposal 3 was agreed.

Proposal 4: Deutsche Telekom commented that if the SeGW is southbound we would have to do something else. It was agreed by having a shall instead of a should and referencing 33.210 and 33.310.

BT: 33.210 uses a SeGW so we are protecting a SeGW with another SeGW.

Observation 1 was endorsed, also as proposed by Orange the shoulds of the contribution were replaced by shalls.

Decision: 

The document was endorsed.



S3-160201
Security Solution for LWIP





Source: Qualcomm Incorporated

Decision: 

The document was endorsed.



S3-160159
CR for LWIP Security Support





33.401
  CR-0570  (Rel-13) v13.1.0





Source: Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Boradcom,

Abstract: 

New Sub clause for LWIP security 

Decision: 

The document was revised to S3-160277.



S3-160277
CR for LWIP Security Support





33.401
  CR-0570  rev 1 (Rel-13) v13.1.0





Source: Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Boradcom,Ericsson

(Replaces S3-160159)

Decision: 

The document was agreed.



S3-160212
Introduction of LWIP security solution





33.401
  CR-0572  (Rel-13) v13.1.0





Source: Ericsson LM

Discussion: 

It was agreed to incorporate the security gateway solution.

Decision: 

The document was merged.



S3-160040
DRB identification for LWIP





Source: BlackBerry UK Limited

Abstract: 

In this contribution we discuss the possible ways of distinguishing the DRB for LWIP and seek a recommended way forward from SA3 on this subject

Discussion: 

Part of 40 and 83 were endorsed by the group and will be included in tdoc 277.

Decision: 

The document was endorsed.



S3-160083
Discussion paper on DRB differentiation





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

This contribution discusses how the DRB distinction can be achieved in the LTE-WLAN integration using legacy WLAN (LWIP) solution requested by RAN2

Decision: 

The document was endorsed.



S3-160084
LWIP: draft_reply LS on DRB differentiation





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

It is recommended that from a security point of view a solution based on GRE header to identify DRBs is preferred

Decision: 

The document was merged.



S3-160086
LWIP: draft_LS to RAN2 on LWIP parameters to UE





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Informs RAn2 set of parameters that need to be captured in the relevant specifications.

Decision: 

The document was merged.



S3-160080
Security Aspects of LTE-WiFi Aggregation





Source: Alcatel-Lucent, Nokia Networks, Intel

Abstract: 

New Sub clause for LWA security

Decision: 

The document was withdrawn.



S3-160082
LWIP: draft_CR to 33.401





Source: Alcatel-Lucent, Nokia networks, AT&T, Sprint, Intel, Broadcom

Abstract: 

New Sub clause to 33.401 to capture LWIP security

Decision: 

The document was withdrawn.



7.7.2
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.9
Security Aspects of Proximity-based Services

S3-160021
LS on Remote UE identities available to the UE-to-Network Relay UE





Source: C1-160763

Decision: 

The document was replied to.



S3-160252
Reply to: LS on Remote UE identities available to the UE-to-Network Relay UE





Source: Ericsson

Decision: 

The document was approved.



S3-160034
Reply LS on ProSe UE Relaying Support





Source: S2-154426

Decision: 

The document was noted.



S3-160144
Correction to fig F.4-1





33.303
  CR-0121  (Rel-13) v13.2.0





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Fig modified to show a common Ub interface shared between ProSe Function and KMF

Decision: 

The document was agreed.



S3-160045
authorization of Remote UE in UE-to-Network relay security flows





Source: Huawei, HiSilicon

Abstract: 

This pCR describes how the Remote UE is authorized to connect to the network via the selected ProSe UE-to-Network Relay.

Decision: 

The document was merged.



S3-160175
Discussion of proposed updates to UE-to-network relay solution in S3-152578





Source: QUALCOMM Incorporated

Decision: 

The document was noted.



S3-160177
Security for UE-to-network relay communications





33.303
  CR-0089  rev 3 (Rel-13) v13.2.0





Source: QUALCOMM Incorporated

(Replaces S3-152578)

Discussion: 

ALU: MSISDN tied to the UE-Relay has LI consequences.

Alex (BT): if we can transfer the IMSI we don’t need the MSISDN. We can derive that from the IMSI anyway. We don’t have to send the identities away as long as we can come up with sending something else from which we can derive these identities.

Decision: 

The document was revised to S3-160255.



S3-160255
Security for UE-to-network relay communications





33.303
  CR-0089  rev 4 (Rel-13) v13.2.0





Source: QUALCOMM Incorporated,Ericsson

(Replaces S3-160177)

Decision: 

The document was agreed.



S3-160095
Configuration of not applying confidentiality protection in one-to-one communication





33.303
  CR-0112  (Rel-13) v13.2.0





Source: Huawei, Hisilicon

Decision: 

The document was revised to S3-160257.



S3-160257
Configuration of not applying confidentiality protection in one-to-one communication





33.303
  CR-0114  rev 1 (Rel-13) v13.2.0





Source: Huawei, Hisilicon

(Replaces S3-160095)

Decision: 

The document was agreed.



S3-160097
PDCP security header for signalling before the security is established in one-to-one communication





33.303
  CR-0114  (Rel-13) v13.2.0





Source: Huawei, Hisilicon

Decision: 

The document was merged.



S3-160096
Configuration of security parameters for group member discovery and one-to-one communication





33.303
  CR-0113  (Rel-13) v13.2.0





Source: Huawei, Hisilicon

Discussion: 

ALU: Why not using PC8 for this purpose?

Qualcomm agreed with ALU.

Decision: 

The document was not pursued.



S3-160100
Security Key Agreement for  ProSe UE-2-UE Direct Communication





33.303
  CR-0115  (Rel-13) v13.2.0





Source: Intel Corporation (UK) Ltd

Abstract: 

Details of the protection of Public Safety UE-2-UE  direct communication are provided. The solution uses the “Elliptic Curve-based Certificateless Signatures for Identity-based Encryption” (ECCSI) signature scheme, as defined in RFC 6507 [14].  AndSakai-

Decision: 

The document was revised to S3-160258.



S3-160258
Security Key Agreement for  ProSe UE-2-UE Direct Communication





33.303
  CR-0115  rev 1 (Rel-13) v13.2.0





Source: Intel Corporation (UK) Ltd

(Replaces S3-160100)

Decision: 

The document was agreed.



S3-160071
Adding timer to TS 33.303 one-to-one communication





33.303
  CR-0111  (Rel-13) v13.2.0





Source: TNO

Abstract: 

In TS 23.303 and TS 24.334 text can be found on ‘service authorization’ and ‘expiration’ thereof. In TS 33.303 for the one-to-one case, similar text cannot be found. In this contribution, we propose to add this text to align the TS 33.303 with TS 23.303 a

Discussion: 

ALU and Qualcomm: If you add a timer you need to add a protocol for that. We don’t solve the problem with just adding a timer.

Decision: 

The document was not pursued.



S3-160197
Specifying the derivation of KD-sess for ProSe one-to-one communications





33.303
  CR-0126  (Rel-13) v13.2.0





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-160259.



S3-160259
Specifying the derivation of KD-sess for ProSe one-to-one communications





33.303
  CR-0126  rev 1 (Rel-13) v13.2.0





Source: Qualcomm Incorporated

(Replaces S3-160197)

Decision: 

The document was agreed.



S3-160210
Removal of public safety media security from TS 33.303





33.303
  CR-0127  (Rel-13) v13.2.0





Source: CESG

Discussion: 

Ericsson: Is there an issue if Rel-12 and Rel-13 UE talk to each other? Since we are removing a lot of clauses here.

Decision: 

The document was revised to S3-160260.



S3-160260
Removal of public safety media security from TS 33.303





33.303
  CR-0127  rev 1 (Rel-13) v13.2.0





Source: CESG

(Replaces S3-160210)

Decision: 

The document was agreed.



S3-160044
Clarification  on authorisation check in the Public Safety Discovery and correction to  Figure 6.6.4.1-1





33.303
  CR-0109  (Rel-13) v13.2.0





Source: Huawei, HiSilicon

Discussion: 

Revised as proposed by ALU.

Decision: 

The document was revised to S3-160261.



S3-160261
Clarification  on authorisation check in the Public Safety Discovery and correction to  Figure 6.6.4.1-1





33.303
  CR-0109  rev 1 (Rel-13) v13.2.0





Source: Huawei, HiSilicon

(Replaces S3-160044)

Decision: 

The document was agreed.



S3-160191
Discussion of proposed updates to the public safety discovery solution





Source: Qualcomm Incorporated

Decision: 

The document was noted.



S3-160185
Protection of public safety restricted discovery 





33.303
  CR-0123  (Rel-13) v13.2.0





Source: Qualcomm Incorporated

Decision: 

The document was revised to S3-160262.



S3-160262
Protection of public safety restricted discovery 





33.303
  CR-0123  rev 1 (Rel-13) v13.2.0





Source: Qualcomm Incorporated

(Replaces S3-160185)

Decision: 

The document was agreed.



S3-160188
Providing details of the replay protection and XML signalling for public safety discovery





33.303
  CR-0124  (Rel-13) v13.2.0





Source: Qualcomm Incorporated

Decision: 

The document was agreed.



S3-160046
Corrections to 6.1.3.4.2.2 





33.303
  CR-0110  (Rel-13) v13.2.0





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160263.



S3-160263
Corrections to 6.1.3.4.2.2 





33.303
  CR-0110  rev 1 (Rel-13) v13.2.0





Source: Huawei, HiSilicon

(Replaces S3-160046)

Decision: 

The document was agreed.



S3-160108
Adding DOS resist requirement





33.303
  CR-0116  (Rel-13) v13.2.0





Source: China Mobile Com. Corporation, ZTE Corporation

Discussion: 

ALU: why are we adding new requirements now?

China Mobile: just adding the requirement agreed in the TR to the TS.

The Chairman commented that it is possible  that the TS doesn’t cover everything from the TR.

Decision: 

The document was not pursued.



S3-160109
Clarification in 6.1.3.3.1





33.303
  CR-0117  (Rel-13) v13.2.0





Source: China Mobile Com. Corporation, ZTE Corporation

Discussion: 

Ericsson: The addition on the flow was left out because it was SA2 relevant, but we can live with it. They didn’t believe that the clarification on NOTE 2 was relevant.

ZTE: the original wording of point 5 is ambiguous.

Decision: 

The document was revised to S3-160264.



S3-160264
Clarification in 6.1.3.3.1





33.303
  CR-0117  rev 1 (Rel-13) v13.2.0





Source: China Mobile Com. Corporation, ZTE Corporation

(Replaces S3-160109)

Decision: 

The document was agreed.



S3-160116
modifications on the figure of flows for securing model B restricted discovery





33.303
  CR-0118  (Rel-13) v13.2.0





Source: ZTE Corporation

Decision: 

The document was agreed.



S3-160118
security requirements of ProSe direct discovery





33.303
  CR-0119  (Rel-13) v13.2.0





Source: ZTE Corporation

Discussion: 

ALU: why change the requirement from Should to May?

Ericsson: the system SHALL support this feature. It has to be mandatory.

Decision: 

The document was revised to S3-160265.



S3-160265
security requirements of ProSe direct discovery





33.303
  CR-0119  rev 1 (Rel-13) v13.2.0





Source: ZTE Corporation

(Replaces S3-160118)

Decision: 

The document was agreed.



S3-160119
overview of ProSe direct discovery in network coverage





33.303
  CR-0120  (Rel-13) v13.2.0





Source: ZTE Corporation

Discussion: 

Nokia: the text was fine before.

Decision: 

The document was not pursued.



S3-160184
Protection for restricted discovery to reduce processing at the monitoring UE-side





33.303
  CR-0099  rev 1 (Rel-13) v13.2.0





Source: Qualcomm Incorporated

(Replaces S3-152362)

Decision: 

The document was revised to S3-160266.



S3-160266
Protection for restricted discovery to reduce processing at the monitoring UE-side





33.303
  CR-0099  rev 2 (Rel-13) v13.2.0





Source: Qualcomm Incorporated

(Replaces S3-160184)

Decision: 

The document was agreed.



S3-160162
Adding Key Issue on Spatial Replay for ProSe Discovery





33.833 v..





Source: Ericsson LM

Discussion: 

Samsung argued that the attack would fail in this situation.

Ericsson asked to minute that the tunnelling attack will be addressed in Rel-14.

Qualcomm commented that there might not be any countermeasures to this attack.

Ericsson: would such correction be studied in a new SID, or a cat-B CR TEI13? Qualcomm: if the solution is big we may need a work item for that.

It was agreed that this topic can be addressed in the future without having to create a new work item.

Decision: 

The document was revised to S3-160338.



S3-160338
Adding Key Issue on Spatial Replay for ProSe Discovery





33.833 v..





Source: Ericsson LM

(Replaces S3-160162)

Decision: 

The document was approved.



S3-160179
Spatial Replay Protection Mechanisms for ProSe Discovery





Source: Ericsson LM

Decision: 

The document was noted.



S3-160196
Open Issue of Tunnelling Attacks





33.303
  CR-0125  (Rel-13) v13.2.0





Source: Ericsson LM

Decision: 

The document was not pursued.



S3-160099
Security Key Agreement for  ProSe UE-2-UE Direct Communication





33.303 v13.2.0





Source: Intel Corporation (UK) Ltd

Abstract: 

Details of the protection of Public Safety UE-2-UE  direct communication are provided. The solution uses the “Elliptic Curve-based Certificateless Signatures for Identity-based Encryption” (ECCSI) signature scheme, as defined in RFC 6507 [14].  AndSakai-

Decision: 

The document was withdrawn.



S3-160074
Correction to FigF.4-1





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

FigF.4-1 corrected to show a common Ub interface shared between ProSe Function and KMF

Decision: 

The document was withdrawn.



S3-160155
Sending Remote UE identity from Relay to MME





33.303 v..





Source: Ericsson

Decision: 

The document was withdrawn.



S3-160156
Sending Remote UE identity from Relay to MME





33.303
  CR-0122  (Rel-13) v13.2.0





Source: Ericsson

Decision: 

The document was withdrawn.



S3-160269
LS on sending additional LSBs of the UTC based counter in discovery messages





Source: Qualcomm

Decision: 

The document was approved.



S3-160339
Draft TR 33.833





Source: Rapporteur(Qualcomm)

Decision: 

The document was approved.



7.10 
Security Assurance Specification for 3GPP Network Products

S3-160332
LS on status of SCAS documents





Source: NTT-Docomo

Decision: 

The document was approved.



7.10.1
TS 33.116

7.10.2
TS 33.117

S3-160217
pCR against 33.117 for deletion of requirement references, threat references and objective references and for capitalization of test case names





Source: NTT DOCOMO INC.

Decision: 

The document was approved.



S3-160133
pCR to TS 33.117 v110, clause 5.1.4 (new) "Documentation Requirements"





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160214
pCR for editorials in 5.2.3.2.1
Protecting data and information – general 





Source: NTT DOCOMO INC.

Decision: 

The document was approved.



S3-160215
pCR for clarification in 5.2.3.2.2 Protecting data and information – unauthorized viewing





Source: NTT DOCOMO INC.

Discussion: 

Huawei: Add administration and maintenance.

It was agreed to add a sentence on maintenance, the location of this was to be figured out in the revision.

Decision: 

The document was revised to S3-160314.



S3-160314
pCR for clarification in 5.2.3.2.2 Protecting data and information – unauthorized viewing





Source: NTT DOCOMO INC.

(Replaces S3-160215)

Decision: 

The document was approved.



S3-160048
Modify test case of 5.2.3.2.3 Protecting data and information in storage of 33.117





Source: Huawei, HiSilicon

Abstract: 

This contribution proposes to modify test case of 5.2.3.2.3 Protecting data and information in storage of 33.117

Decision: 

The document was approved.



S3-160216
pCR for clarification in 5.2.3.2.3 Protecting data and information in storage





Source: NTT DOCOMO INC.

Decision: 

The document was revised to S3-160315.



S3-160315
pCR for clarification in 5.2.3.2.3 Protecting data and information in storage





Source: NTT DOCOMO INC.

(Replaces S3-160216)

Decision: 

The document was approved.



S3-160134
Resolving note and expected format of evidence to requirement 5.2.3.4.1.2 “Accounts shall allow unambiguous identification of the user.”





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160135
Resolving note and expected format of evidence to requirement 5.2.3.4.2.2 “Predefined accounts shall be deleted or disabled.”





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160137
Resolving note and expected format of evidence to requirement 5.2.3.4.2.3 “Predefined or default authentication attributes shall be deleted or disabled.”





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160228
SCAS: pCR to TS 33.117 v110, clause 5.2.3.4.3.1 "Password Structure"





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-160138)

Discussion: 

Huawei: requirement 1 says 8 for password length (step 2 in test case 2). 8+X would be sufficient.

TNO supported Nokia, Ericsson supported Huawei's comment.

NTT- Docomo proposed a rewording to remove the 10+X. This was agreed.

Step 3 had to be changed as well.

Decision: 

The document was revised to S3-160316.



S3-160316
SCAS: pCR to TS 33.117 v110, clause 5.2.3.4.3.1 "Password Structure"





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-160228)

Decision: 

The document was approved.



S3-160139
pCR to TS 33.117 v110, clause 5.2.3.4.3.2 "Password Changes"





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was revised to S3-160317.



S3-160317
pCR to TS 33.117 v110, clause 5.2.3.4.3.2 "Password Changes"





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-160139)

Decision: 

The document was approved.



S3-160140
pCR to TS 33.117 v110, clause 5.2.3.4.3.3 " Protection against brute force and dictionary attacks "





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160198
Clarify the meaning of delay in 5.2.3.4.3.3 and 5.2.3.4.5





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160311.



S3-160311
Clarify the meaning of delay in 5.2.3.4.3.3 and 5.2.3.4.5





Source: Huawei, HiSilicon

(Replaces S3-160198)

Decision: 

The document was approved.



S3-160049
Supplement the test case of 5.2.3.4.6.2 role based access control





Source: Huawei, HiSilicon

Abstract: 

This contribution is proposed to supplement the approved test case.

Decision: 

The document was approved.



S3-160098
Security Event Log pre-condition 





Source: Huawei, Hisilicon 

Abstract: 

This contribution removes pre-condition of Security Event logs test case in TS 33.117.

Decision: 

The document was revised to S3-160323.



S3-160323
Security Event Log pre-condition 





Source: Huawei, Hisilicon 

(Replaces S3-160098)

Decision: 

The document was approved.



S3-160142
pCR to TS 33.117 v110, clause 5.2.3.6.2 " Log transfer to centralized storage"





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160143
pCR to TS 33.117 v110 on editorials in clause 5.2.4.1.1.2 "Handling of ICMP"





33.117 v1.1.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160052
SCAS: Mapping TR.33.806 Annex D.3.5.1 test case to TS’s





Source: Alcatel-Lucent

Decision: 

The document was approved.



S3-160130
To clarify session lifetime introduced in clause 5.2.5.3  “User sessions”





33.117 v1.1.0





Source: TELECOM ITALIA S.p.A.

Abstract: 

During the SCAS conf call on 9.12.2015 the requirement  n.4 “The session ID shall not persist for excessively long periods of time” provided in clause 5.2.5.3  “User sessions” of TS 33.117 was discussed. The current text needs to be clarified to avoid con

Decision: 

The document was approved.



S3-160053
SCAS: Mapping TR.33.806 Annex D.3.7.2 test case to TS’s





Source: Alcatel-Lucent

Decision: 

The document was approved.



S3-160054
SCAS: Mapping TR.33.806 Annex D.4.3.4 test case to TS’s.   





Source: Alcatel-Lucent

Decision: 

The document was revised to S3-160324.



S3-160324
SCAS: Mapping TR.33.806 Annex D.4.3.4 test case to TS’s.   





Source: Alcatel-Lucent

(Replaces S3-160054)

Decision: 

The document was approved.



S3-160055
SCAS: Mapping TR.33.806 Annex D.4.3.2.x test cases to TS’s





Source: Alcatel-Lucent

Decision: 

The document was revised to S3-160325.



S3-160325
SCAS: Mapping TR.33.806 Annex D.4.3.2.x test cases to TS’s





Source: Alcatel-Lucent

(Replaces S3-160055)

Decision: 

The document was approved.



S3-160056
Status of SCAS requirements vs test cases in TS 33.117





Source: Alcatel-Lucent, Nokia Networks

Decision: 

The document was revised to S3-160326.



S3-160326
Status of SCAS requirements vs test cases in TS 33.117





Source: Alcatel-Lucent, Nokia Networks

(Replaces S3-160056)

Decision: 

The document was noted.



S3-160138
pCR to TS 33.117 v110, clause 5.2.3.4.3.1 "Password Structure





33.117 v..





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was revised to S3-160228.



S3-160330
Draft TS 33.117





Source: Rapporteur (NTT-Docomo)

Decision: 

The document was left for email approval and approved.



7.10.3
TR 33.926

S3-160065
Proposal for text for the generic network product class description and definition of generic network product





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160226.



S3-160066
Proposal for text for the assets of generic network product





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160327.



S3-160327
Proposal for text for the assets of generic network product





Source: Huawei, HiSilicon

(Replaces S3-160066)

Decision: 

The document was approved.



S3-160067
Proposal for text for the generic threats of generic network product





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160069
Proposal for text for Network Product Class description for the MME





Source: Huawei, HiSilicon

Decision: 

The document was revised to S3-160227.



S3-160070
Proposal for text for the assets and threats specific to the MME





Source: Huawei, HiSilicon

Decision: 

The document was approved.



S3-160226
Proposal for text for the generic network product class description and definition of generic network product





33.926 v..





Source: Huawei, TELECOM ITALIA S.p.A.

(Replaces S3-160065)

Abstract: 

This contribution proposes text on the definition of Generic Network Product and description of generic network product class

Decision: 

The document was revised to S3-160328.



S3-160328
Proposal for text for the generic network product class description and definition of generic network product





33.926 v..





Source: Huawei, TELECOM ITALIA S.p.A.

(Replaces S3-160226)

Decision: 

The document was approved.



S3-160227
Proposal for text for Network Product Class description for the MME





33.926 v..





Source: Huawei, TELECOM ITALIA S.p.A.

(Replaces S3-160069)

Abstract: 

This contribution proposes text on the MME network product class description

Decision: 

The document was revised to S3-160329.



S3-160329
Proposal for text for Network Product Class description for the MME





33.926 v..





Source: Huawei, TELECOM ITALIA S.p.A.

(Replaces S3-160227)

Decision: 

The document was approved.



S3-160331
Draft TR 33.926





Source: Rapporteur (Huawei)

Decision: 

The document was left for email approval and approved.



7.11
Security Aspects related to Machine-Type Communication

7.12
Mission Critical Push to Talk over LTE

S3-160019
LS on MCPTT Group Management Parameters





Source: C1-160622

Discussion: 

Motorola Solutions commented that SA3 and SA6 should work together on the point 4 ("security level of the group").

Decision: 

The document was replied to.



S3-160238
Reply to: LS on MCPTT Group Management Parameters





Source: Motorola Solutions

Decision: 

The document was approved.



S3-160037
LS to WGs on Application Architecture related SI/WI proposals not related to Critical Communications





Source: SP-150848

Decision: 

The document was noted.



S3-160038
LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points





Source: C4-160019

Decision: 

The document was noted.



S3-160011
33.179 Identity Management Functional Model





33.179 v..





Source: Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks

Abstract: 

This pCR provides an overview of the MCPTT Identity Management functional model

Discussion: 

Andrew(Blackberry) mentioned a document submitted to SA6 on multiple user profiles, although Motorola replied that this document hasn't been approved in SA6 and it is out of scope.

Blackberry settled on an editor's note: one to one mapping between the user ID and the MCPTT ID.

Motorola pointed out that Global unique ID for the user is the MCPTT ID.

Nokia Networks: an editor's note on something that hasn't been discussed in SA6 yet? This is not needed. They agreed on the document as it was.

Blackberry: this is an ambiguous topic that needs to be addressed.

Huawei: we just wait until SA6 comes up with results, no editor's note is needed.

It was agreed on an editor's note mentioning that it is subject to SA6's conclusions. Also, the removal of "human" term and a sentence proposed by Samsung. The rest was agreed.

Decision: 

The document was revised to S3-160239.



S3-160239
33.179 Identity Management Functional Model





33.179 v..





Source: Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks

(Replaces S3-160011)

Decision: 

The document was approved.



S3-160132
MCPTT: OpenID Connect





33.179 v1.0.0





Source: Gemalto N.V.

Abstract: 

pCR to TS 33.179 on OpenID Connect

Discussion: 

Clash with contribution 129, as pointed out by Blackberry. Also with the Samsung contribution on the registration messages.

Motorola agreed with Gemalto on this contribution. There are other user credentials supported other than user name and password.

Gemalto didn’t want to challenge the agreement on the drafting session of last meeting, but they wanted to add other solutions.

Agreed to have it as an Annex.

Merged with 0010.

Decision: 

The document was merged.



S3-160010
33.179 Editorial Clarifications





33.179 v..





Source: Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks

Abstract: 

Editorial clarifications to 33.179

Discussion: 

Gemalto supported this contribution.

Motorola: policy is configurable and it should support any number of authentication methods. Biometrics should be based on policy.

Vodafone: mandatory to be supported or mandatory to be used?

Mark (Sepura) didn’t support this.

CESG didn’t agree with the third change on the group management, this was worked out in the revision.

Decision: 

The document was merged.



S3-160240
33.179 Editorial Clarifications





33.179 v..





Source: Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks

(Replaces S3-160010)

Decision: 

The document was approved.



S3-160128
Allowing per user profiles per MCPTT User in the IMS network





33.879 v1.0.0





Source: BlackBerry UK Limited

Abstract: 

This contribution proposes a mechanism to allow an MCPTT pool device to be assigned any user profile on the device and in the SIP Core (i.e. S-CSCF).

Discussion: 

Motorola Solutions: this proposes that IMPU is not good enough for MCPTT.

They didn't agree with the document.

Nokia: Is this part of the IMS core or is it additional functionality?

Blackberry: different device different telephone number is not acceptable, this contribution wants to address this issue. This mechanism of web token is already defined in 3GPP. This doesn’t imply that we need to support webRTC. Nokia wasn't convinced by this.

Nokia commented that step 3h was agreed and now it has changed completely, they didn't agree with this contribution.

Blackberry: SA3 is responsible for the ID identity management server, not SA6.

Motorola considered that this contribution introduces out of scope topics that can be addressed in a separate WID.

The contribution had to be discussed offline.

Decision: 

The document was noted.



S3-160129
Allowing per user profiles per MCPTT User in the IMS network





33.179 v1.0.0





Source: BlackBerry UK Limited

Abstract: 

This contribution proposes a mechanism to allow an MCPTT pool device to be assigned any user profile on the device and in the SIP Core (i.e. S-CSCF).

Decision: 

The document was noted.



S3-160014
33.179 OpenID Connect Profile for MCPTT





33.179 v..





Source: Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks

Abstract: 

This pCR provides the OpenID Connect profile for MCPTT

Decision: 

The document was approved.



S3-160012
33.179 MCPTT User Authorisation





33.179 v..





Source: Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks

Abstract: 

This pCR provides an architecture for MCPTT User Authorisation

Discussion: 

Overlap with Samsung's document on User service authorization. Discussed together with 181.

Merged with 181

Decision: 

The document was merged.



S3-160241
33.179 MCPTT User Authorisation





33.179 v..





Source: MotorMotorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks

(Replaces S3-160012)

Decision: 

The document was approved.



S3-160181
[TS 33.179] Solution for MCPTT user service authorization





Source: Samsung

Discussion: 

Blackberry commented that access token might not be available prior to the registration.

Samsung agreed and he was fine with merging with 0012.

Samsung: This procedure serves for binding.

Merged with 0012.

Decision: 

The document was merged.



S3-160192
[TR 33.879] MCPTT user service authorization solution





Source: Samsung

Discussion: 

Blackberry disagreed with encrypting the token.

They proposed to have the access token sent, not being encrypted.

Decision: 

The document was noted.



S3-160242
[TR 33.879] MCPTT user service authorization solution





Source: Samsung

Decision: 

The document was withdrawn.



S3-160047
Security between KMS and HTTP proxy in clause 7.2.3





Source: Huawei, Hisilicon

Abstract: 

The contribution proposes that security between KMS and HTTP proxy refers to clause 8 “Inter/Intra domain interface security”

Discussion: 

Motorola didn't agree with this solving the problem.

CESG supported the change.

Decision: 

The document was approved.



S3-160206
MCPTT: Generation of MIKEY-SAKKE UserID





33.179 v1.0.0





Source: CESG

Decision: 

The document was approved.



S3-160205
MCPTT: Definition of KMS interface





33.179 v1.0.0





Source: CESG

Decision: 

The document was approved.



S3-160104
Corrections to clause 7.4.1 and 7.6.1





Source: Huawei, Hisilicon

Abstract: 

The contribution makes corrections to clause 7.4.1 and 7.6.1.

Decision: 

The document was approved.



S3-160173
MCPTT Group Call (Off-network) 





Source: Samsung

Decision: 

The document was revised to S3-160244.



S3-160244
MCPTT Group Call (Off-network) 





Source: Samsung

(Replaces S3-160173)

Decision: 

The document was approved.



S3-160094
Provision of group session key for media plane security





Source: Huawei, HiSilicon

Abstract: 

This contribution proposes a method to generate and provision a group session key for media plane security.

Discussion: 

CESG found several problems with this contribution. For example the need of broadcasting the session key, losing GMK when losing the UE, etc…

Huawei replied that there is not only one case when the key is compromised, (when it resides in the UE) but there are other cases to be considered. It would be hard to counter attack these cases.

Airbus commented this operation is very heavy, distributing session keys to all members of the group provides too much overhead. They agreed with CESG. Motorola supported CESG and Airbus.

Decision: 

The document was noted.



S3-160152
pCR for group key distribution





33.179 v1.0.0





Source: Motorola Solutions UK Ltd.

Abstract: 

Additional information is added to the group key management process to accompany the MKI.

Decision: 

The document was approved.



S3-160153
pCR for encapsulation of group key associated parameters





33.179 v1.0.0





Source: Motorola Solutions UK Ltd.

Abstract: 

Proposes the encapsulation mechanism for additional parameters sent together with the group key.

Decision: 

The document was revised to S3-160245.



S3-160245
pCR for encapsulation of group key associated parameters





33.179 v1.0.0





Source: Motorola Solutions UK Ltd.

(Replaces S3-160153)

Discussion: 

Huawei: Who's proposing this to IANA?

Motorola: CT1 will take care of registration at IANA.

Decision: 

The document was approved.



S3-160208
MCPTT: Computation of GUK-ID





33.179 v1.0.0





Source: CESG

Decision: 

The document was approved.



S3-160207
MCPTT: Support for Private Call with Floor Control





33.179 v1.0.0





Source: CESG

Discussion: 

Airbus: Not sure about private call against a group call involving the group management server. This can be quite complex, just protect the sensitive elements in the flow control, not all elements.

Motorola agreed with Airbus.

Decision: 

The document was revised to S3-160246.



S3-160246
MCPTT: Support for Private Call with Floor Control





33.179 v1.0.0





Source: CESG

(Replaces S3-160207)

Decision: 

The document was approved.



S3-160204
MCPTT: Defining the MIKEY message format





33.179 v1.0.0





Source: CESG

Decision: 

The document was revised to S3-160247.



S3-160247
MCPTT: Defining the MIKEY message format





33.179 v1.0.0





Source: CESG

(Replaces S3-160204)

Decision: 

The document was approved.



S3-160209
MCPTT: Addition of a detailed security profile for SRTP/SRTCP





33.179 v1.0.0





Source: CESG

Decision: 

The document was revised to S3-160248.



S3-160248
MCPTT: Addition of a detailed security profile for SRTP/SRTCP





33.179 v1.0.0





Source: CESG

(Replaces S3-160209)

Decision: 

The document was approved.



S3-160123
Hiding MCPTT application Information in SIP messages





Source: BlackBerry UK Limited

Abstract: 

This contribution discusses a mechanism to protect MCPTT information in SIP messages without using S/MIME

Discussion: 

Nokia, Motorola: unfounded concern. Just users with MCPTT are affected.

ORANGE: hard to avoid an unauthorised user using S/MIME.

Blackberry: the SPC is not aware of the user or the profile.

Decision: 

The document was noted.



S3-160124
pCR Hiding MCPTT application Information in SIP messages





33.879 v1.0.0





Source: BlackBerry UK Limited

Abstract: 

This contribution proposes a mechanism to protect MCPTT information in SIP messages without using S/MIME

Discussion: 

Orange: this solution is not deployable.

BT: Signalling needs to be interrogateable, even in a country where the operator doesn’t need to see everything. These solutions here will get blocked in roaming scenarios. We need to decide how to target individual communications in real time.

Blackberry: this is for the TR, later on all the solutions will be evaluated.

Motorola: only the solutions that best fulfil the requirements should go into the TR.

Orange: we have already in the TR an editor's note on LI issues to be studied.

Decision: 

The document was revised to S3-160249.



S3-160249
pCR Hiding MCPTT application Information in SIP messages





33.879 v1.0.0





Source: BlackBerry UK Limited

(Replaces S3-160124)

Decision: 

The document was approved.



S3-160126
pCR Hiding MCPTT application Information in SIP messages





33.179 v1.0.0





Source: BlackBerry UK Limited

Abstract: 

This contribution proposes a mechanism to protect MCPTT information in SIP messages without using S/MIME

Decision: 

The document was noted.



S3-160125
Protecting the MCPTT Location Object in SIP messages





33.879 v1.0.





Source: BlackBerry UK Limited

Abstract: 

This contribution proposes a mechanism to protect MCPTT Location Object in SIP messages

Discussion: 

ORANGE: UE is roaming, some other info other than location is added to the encryption. We don’t know what’s inside, this is going to the MCPTT server rather than to the user. Alex (BT) recognised the problem.

Motorola commented that the MCPTT server is the only endpoint for all info from one user to another. This would mean that we can put this additional info everywhere in the chain.

Blackberry: you are hiding something that the 3GPP operator has access to anyway.

Decision: 

The document was revised to S3-160250.



S3-160250
Protecting the MCPTT Location Object in SIP messages





33.879 v1.0.





Source: BlackBerry UK Limited

(Replaces S3-160125)

Decision: 

The document was approved.



S3-160127
Evaluation of application plane signalling protection





33.179 v1.0.0





Source: BlackBerry UK Limited

Abstract: 

Proposes the evaluation of application plane signalling protection mechanisms.

Decision: 

The document was noted.



S3-160101
S_MIME based protection for MCPTT





33.179 v..





Source: Alcatel-Lucent, Nokia Networks, Motorola Solutions, Inc

Abstract: 

Specifies S_MIME based protection for MCPTT Application plane signalling messages

Discussion: 

Motorola: there are no concerns in CT1 with using an encrypted body. This is only used by agreeing with the network operator.

Blackberry: there have been concerns from some people in CT1. It is all in the clear and it has to be addressed, they haven't chosen any solution yet.

Decision: 

The document was noted.



S3-160102
IDENTITY based key management for S_MIME





33.179 v..





Source: Alcatel-Lucent,Nokia Networks, Motorola Solutions

Abstract: 

This pCR specifies IDENTITY based mechanism for encryption key management in MCPTT

Decision: 

The document was revised to S3-160313.



S3-160313
IDENTITY based key management for S_MIME





33.179 v..





Source: Alcatel-Lucent,Nokia Networks, Motorola Solutions

(Replaces S3-160102)

Decision: 

The document was approved.



S3-160103
KMS based key management for S_MIME





33.179 v..





Source: Alcatel-Lucent, Nokia Networks, Motorola Solutions

Abstract: 

This pCR specifies KMS based mechanism for S_MIME encryption key management in MCPTT

Discussion: 

Blackberry: we should allow reasonable proposals for consideration to be documented in the TR. Nokia supported this.

Proposals for the TR went for offline discussion.

Decision: 

The document was noted.



S3-160013
33.179 Discussion paper for OpenID Connect Profile for MCPTT





33.179 v..





Source: Motorola Solutions Danmark A/S

Abstract: 

This paper provides the background for the OpenID Connect profile for MCPTT.

Decision: 

The document was withdrawn.



S3-160268
Input to CT1/SA3 joint meeting





Source: CESG

Decision: 

The document was noted.



S3-160296
Way forward for MCPTT





Source: CESG

Discussion: 

It was agreed to take this way forward.

Decision: 

The document was noted.



S3-160297
Resulting solution (TR 33.879)





Source: CESG

Decision: 

The document was approved.



S3-160298
Resulting solution (TS 33.179)





Source: CESG

Discussion: 

Motorola supported this proposal.

Julian (Airbus) supported this solution, but he was concerned about the key in confidentiality/integrity.

Orange commented that size of the message matters for the security in IMS (DoS attacks). A note was added to warn about this.

Decision: 

The document was approved.



S3-160299
Draft TR 33.879





Source: Rapporteur (CESG)

Decision: 

The document was left for email approval and approved.



S3-160300
Draft TS 33.179





Source: Rapporteur (CESG)

Decision: 

The document was left for email approval and approved.



S3-160319
Minutes Joint meeting SA3/CT1





Source: MCC

Decision: 

The document was noted.



S3-160320
Question for SA3 on HTTP infrastructure





Source: C1ah-160084

Decision: 

The document was noted.



S3-160321
CT1 Question for SA3





Source: C1ah-160078

Decision: 

The document was noted.



S3-160322
INFORMATION: MCPTT server role in TS 24.379





Source: C1ah-160046

Decision: 

The document was noted.



S3-160344
Cover sheet TR 33.879





Source: Rapporteur (CESG)

Decision: 

The document was left for email approval and approved.



S3-160345
Cover sheet TS 33.179





Source: Rapporteur (CESG)

Decision: 

The document was left for email approval and approved.



7.13
Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT

S3-160022
Reply-LS on enhanced GPRS in relation to Cellular IoT





Source: C1-160767

Decision: 

The document was replied to.



S3-160114
Cleanup of Editor’s Note in clause 5.4 





33.860 v1.0.0





Source: TeliaSonera AB

Abstract: 

This contribution proposes to cleanup one Editor’s Note in clause 5.4 of TR 33.860. 

Decision: 

The document was merged.



S3-160107
Preventing unauthorized modification of user data





Source: China Mobile Com. Corporation, Huawei

Discussion: 

Vodafone: We need to have some negotiation so I can throw someone from the network if it doesn’t have a MAC. It helps the networks to reject unwanted traffic.

NTT-Docomo: we need integrity protection somehow for the user data.

Nokia Networks: CIoT device implementing a new air interface is a bad idea. Why would we want to integrity protect the images sent by a webcam? We cannot mandate that. Huawei supported this.

Vodafone: we wouldn’t seek mandating integrity protection.

Juniper: our job is to protect the network, not the service.

NTT-Docomo: what we have until now it's ok for the data side. This is about protection of the network, we should have this link layer integrity protection.

Nokia: will these CIoT devices be mandated to have integrity protection?

Vodafone: narrowband implies very limited signalling, so integrity protection here would be weak. This adds some flexibility, we are strongly against mandating integrity protection.

China Mobile: how can we implement our system if we don’t have such requirement?

The text was reworded accordingly to have it agreed by the group.

Decision: 

The document was revised to S3-160279.



S3-160279
Preventing unauthorized modification of user data





Source: China Mobile Com. Corporation, Huawei

(Replaces S3-160107)

Decision: 

The document was approved.



S3-160106
Comparison of authenticated encryption





Source: China Mobile Com. Corporation

Discussion: 

Vodafone argued against referring to patents in specs. Qualcomm and Ericsson supported this.

Decision: 

The document was revised to S3-160281.



S3-160281
Comparison of authenticated encryption





Source: China Mobile Com. Corporation

(Replaces S3-160106)

Decision: 

The document was approved.



S3-160105
Applying authenticated encryption to cellular IOT





Source: China Mobile Com. Corporation

Discussion: 

Ericsson: conclusion is not acceptable. This could be useful for 5G, though.

New algorithms should also be discussed with ETSI SAGE. NTT-Docomo supported this.

Nokia Networks: separate authentication encryption is needed. The main constraint in narrowband is the number of bits sent.

Vodafone: separate integrity and ciphering since the second cannot be done in certain countries. Nokia agreed with this.

Decision: 

The document was revised to S3-160280.



S3-160280
Applying authenticated encryption to cellular IOT





Source: China Mobile Com. Corporation

(Replaces S3-160105)

Decision: 

The document was approved.



S3-160182
New solution on GIA to LLC binding  





33.860 v0.4.0





Source: Ericsson LM

Decision: 

The document was revised to S3-160282.



S3-160282
New solution on GIA to LLC binding  





33.860 v0.4.0





Source: Ericsson LM

(Replaces S3-160182)

Decision: 

The document was approved.



S3-160183
New solution on implementation of the integrity protection in the LLC layer  





33.860 v0.4.0





Source: Ericsson LM

Decision: 

The document was revised to S3-160283.



S3-160283
New solution on implementation of the integrity protection in the LLC layer  





33.860 v0.4.0





Source: Ericsson LM

(Replaces S3-160183)

Discussion: 

Removed reference to CT1, added wording referencing stage 3 work instead.

Decision: 

The document was approved.



S3-160141
pCR to TR 33.860





33.860 v1.0.0





Source: Gemalto N.V.

Abstract: 

pCR to TR 33.860 on Authentication and key agreement

Discussion: 

Vodafone didn’t agree with the conclusion for solution 2.

Nokia Networks didn’t support this proposal either.

Ericsson: we cannot use the existing SIM cards if we agree on this. This is not USIM anymore, this is IoT SIM. Deployment would be very slow. They didn’t support this contribution.

Huawei: solution 2 cannot be agreed during this meeting, we don’t support it.

Vodafone: in theory this is using existing bearers, it doesn’t mean new SIMs.

Orange: let's go for Ericsson's solution for key derivation that it's in the TR.

It was agreed to add an editor's note on evaluation of the conclusion in solution 2.Also update the clause depending on the agreement on the content of Annex C.

Decision: 

The document was revised to S3-160284.



S3-160284
pCR to TR 33.860





33.860 v1.0.0





Source: Gemalto N.V.

(Replaces S3-160141)

Decision: 

The document was approved.



S3-160189
Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things





43.020
  CR-0036  (Rel-13) v13.0.0





Source: Ericsson LM

Decision: 

The document was revised to S3-160285.



S3-160285
Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things





43.020
  CR-0036  rev 1 (Rel-13) v13.0.0





Source: Ericsson LM, Nokia Networks, Alcatel-Lucent, Huawei, HiSilicon, Telia Sonera, Orange

(Replaces S3-160189)

Decision: 

The document was agreed.



S3-160163
Discussion of indicator for using enhanced GPRS security in a mixed environment





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was noted.



S3-160164
pCR on indicator for using enhanced GPRS security in a mixed environment





33.860 v1.0.0





Source: Nokia Networks, Alcatel-Lucent, Huawei

Discussion: 

Ericsson proposed to communicate this to GERAN and CT1, this will be included in some of the LS that were being prepared.

Qualcomm: why are suggesting parameters to other groups? We are moving away from security issues, we need to be careful.

Revised according to discussions in 122.

Decision: 

The document was revised to S3-160289.



S3-160289
pCR on indicator for using enhanced GPRS security in a mixed environment





33.860 v1.0.0





Source: Nokia Networks, Alcatel-Lucent, Huawei

(Replaces S3-160164)

Decision: 

The document was approved.



S3-160165
Discussion of bidding down when using enhanced GPRS security 





33.860 v1.0.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was noted.



S3-160166
pCR on bidding down in the context of enhanced GPRS security 





33.860 v1.0.0





Source: Nokia Networks, Alcatel-Lucent, Huawei

Decision: 

The document was revised to S3-160286.



S3-160286
pCR on bidding down in the context of enhanced GPRS security 





33.860 v1.0.0





Source: Nokia Networks, Alcatel-Lucent, Huawei

(Replaces S3-160166)

Discussion: 

Removal of note and second paragraph to NOTE.

Decision: 

The document was approved.



S3-160174
Proposal for pre-normative text for the EASE_EC_GSM on Authentication and key agreement 





33.860 v0.4.0





Source: Ericsson LM

Decision: 

The document was approved.



S3-160167
Discussion of user plane integrity in GPRS in a mixed environment





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was noted.



S3-160169
Proposal for pre-normative text for EASE_EC_GSM on ciphering and integrity mode negotiation 





33.860 v1.0.0





Source: Nokia Networks, Ericsson, Alcatel-Lucent, Huawei

Decision: 

The document was revised to S3-160287.



S3-160287
Proposal for pre-normative text for EASE_EC_GSM on ciphering and integrity mode negotiation 





33.860 v1.0.0





Source: Nokia Networks, Ericsson, Alcatel-Lucent, Huawei

(Replaces S3-160169)

Discussion: 

Qualcomm: there are more things to think about: idle mobility, attach procedure, routing area updates,roaming,etc..

This was captured in an editor's note.

NTT-Docomo: subscriber's profile modification is secured?

Huawei: this is configured by the operator in the HSS. It's secured.

Decision: 

The document was approved.



S3-160219
Comments on S3-160167 regarding subscription parameter for UP integrity





Source: TeliaSonera AB

Abstract: 

We have a comment on mainly Proposal 2 of S3-160167. We feel that the use of a “subscriber parameter” for UP integrity deserves higher caution and understanding of drawbacks.

Discussion: 

BT shared Telia Sonera's concerns.

Vodafone: we are happy with having the mobile station making a decision. As long as we can have either party deciding we are cool.

Telia Sonera was concerned about having this new subscription parameter for the measure of UP integrity protection and asked to have it minuted. It is adding unnecessary complexity.

Decision: 

The document was noted.



S3-160176
Proposal for pre-normative text for the EASE_EC_GSM on protection of GMM messages 





Source: Ericsson LM

Decision: 

The document was approved.



S3-160178
Proposal for pre-normative text for the EASE_EC_GSM on Algorithms for ciphering and integrity protection 





Source: Ericsson LM

Decision: 

The document was approved.



S3-160180
Proposal for pre-normative text for the EASE_EC_GSM on key derivation





Source: Ericsson LM

Decision: 

The document was approved.



S3-160115
A method to activate integrity protection of user data.





Source: Huawei, HiSilicon

Abstract: 

This contribution proposes a method to activate integrity protection of user data

Decision: 

The document was revised to S3-160218.



S3-160218
A method to activate integrity protection of user data.





Source: Huawei, HiSilicon, Nokia Networks, Alcaltel-Lucent

(Replaces S3-160115)

Abstract: 

This contribution proposes a method to activate integrity protection of user data

Decision: 

The document was revised to S3-160288.



S3-160288
A method to activate integrity protection of user data.





Source: Huawei, HiSilicon, Nokia Networks, Alcaltel-Lucent

(Replaces S3-160218)

Decision: 

The document was approved.



S3-160122
Mandatory support for enhanced GPRS security in an IoT MS





43.020
  CR-0035  (Rel-13) v13.0.0





Source: TeliaSonera AB

Abstract: 

It is proposed to add a new subsection in TS 43.020 Annex D, regarding a requirement for enhanced GPRS security support in GPRS CIoT-, MTC-, or M2M-type type mobile stations, from Rel-13 and onwards.

Discussion: 

Nokia Networks: this is covered already by TS 43.064 (improved security from network and mobile station). Qualcomm agreed, it's hard to know what these devices are, we need to be more specific.

Nokia proposed to specify that all devices that support EASE will have such security enhancement.

Telia Sonera: why should the device vendor bother about this annex C at all?

Nokia Networks: it is normative text and TS 43.064 reads that any device must implement an enhanced security.

289 will have the text on enhanced security for EASE devices.

Decision: 

The document was not pursued.



S3-160186
[DRAFT] Reply-LS on enhanced GPRS in relation to Cellular IoT





Source: Ericsson LM

Decision: 

The document was revised to S3-160290.



S3-160290
Reply-LS on enhanced GPRS in relation to Cellular IoT





Source: Ericsson LM

(Replaces S3-160186)

Decision: 

The document was approved.



S3-160187
[DRAFT] Reply-LS on New GPRS algorithms for CIoT





Source: Ericsson LM

Discussion: 

Vodafone commented that the ETSI SAGE chair was happy with the content.

Decision: 

The document was revised to S3-160291.



S3-160291
LS on New GPRS algorithms for CIoT





Source: Ericsson LM

(Replaces S3-160187)

Discussion: 

BT asked whether there were funding aspects involved when requiring this work from ETSI SAGE. There was no response to this, probably the answer was negative, but and it was decided to send this to ETSI SAGE and wait response from them.

It was raised the question of asking for an exception for this work, but the group considered that this wasn't necessary. Orange commented that in 291 SA3 is giving a response on what it was asked.

It was clarified that this a S3 study to be completed in March 16. If the TR wasn't to be sent for approval the study would shift to Rel-14.

Nokia commented that only 80% is required for approval so this is achievable.

It was decided to send the TR for approval.

Decision: 

The document was approved.



S3-160292
Latest draft TR 33.860





Source: Rapporteur (Ericsson)

Decision: 

The document was approved.



S3-160293
pCRs on conclusion for TR 33.860





Source: Ericsson

Decision: 

The document was approved.



S3-160294
cover sheet TR 33.860





Source: Rapporteur (Ericsson)

Decision: 

The document was approved.



7.14
Security Aspects of Isolated E-UTRAN Operation for Public Safety

S3-160085
Update of IOPS Annex





33.401
  CR-0566  (Rel-13) v13.1.0





Source: Nokia Networks, Alcatel-Lucent, Qualcomm, General Dynamics UK Ltd.

Abstract: 

This CR updates the present text in such a way that any impact on entities other than UICC and local HSS are avoided. In particular, the proposed mechanism is now transparent to MEs, eNBs, and MMEs. 

Discussion: 

TNO pointed out a scalability issue in this proposal (range too small). This was taken into consideration in the revision.

BT supported standardising these bits.

Gemalto: the idea is to keep some priority bits for the operator. Some of them can be dedicated to IOPS. 

Orange: is it normal to specify the behaviour of proprietary bits?

Nokia: most of these bits are never used anyway.

Nokia asked whether the key separation mechanism being needed was a working assumption that could be agreed. The group agreed on the high level proposal of this contribution. The contribution was discussed offline with the operators.

Decision: 

The document was revised to S3-160270.



S3-160270
Update of IOPS Annex





33.401
  CR-0566  rev 1 (Rel-13) v13.1.0





Source: Nokia Networks, Alcatel-Lucent, Qualcomm, General Dynamics UK Ltd.

(Replaces S3-160085)

Decision: 

The document was agreed.



S3-160222
Comments to S3-160087 S3-160088 on IOPS





33.897 v1.0.0





Source: Gemalto N.V.

Abstract: 

Comments to S3-160087 S3-160088 on IOPS

Decision: 

The document was noted.



S3-160224
Mitigating the compromise of an IOPS Local HSS: A discussion of capabilities of ‘subscriber key separation’ in reply to S3-160085





33.401 v13.1.0





Source: General Dynamics UK Limited

Abstract: 

It has been proposed in a CR to TS 33.401 (S3-160085) that a scheme for IOPS ‘subscriber key separation’ be used to mitigate compromise of a Local HSS. 

Discussion: 

Noted without presentation given that the issue was addressed in 270.

Decision: 

The document was noted.



S3-160220
IOPS update to evaluation section 8.1





33.897
  CR-0001  (Rel-13) v13.0.0





Source: Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.

Abstract: 

Text from pCR S3-160087 moved to CR

Discussion: 

Gemalto didn’t agree with the ME being transparent.

MCC proposed to remove the 3GPP CT6 mention in the conclusion. This was accepted since it was considered that stage 3 work would not be necessary.

Decision: 

The document was revised to S3-160271.



S3-160271
IOPS conclusion update





33.897
  CR-0001  rev 1 (Rel-13) v13.0.0





Source: Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.

(Replaces S3-160220)

Decision: 

The document was agreed.



S3-160221
IOPS conclusion update





33.897
  CR-0002  (Rel-13) v13.0.0





Source: Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.

Abstract: 

text from pCR S3-160088 moved to CR

Decision: 

The document was revised to S3-160312.



S3-160312
IOPS update to evaluation clause 8.1





33.897
  CR-0002  rev 1 (Rel-13) v13.0.0





Source: Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.

(Replaces S3-160221)

Decision: 

The document was agreed.



S3-160131
Analysis of the CT6 IOPS WID (CP-150835): Discussion and recommendations





Source: General Dynamics UK Limited

Abstract: 

This contribution discusses the objectives and provides recommendations on the CT6 Work Item considering aspects of Isolated E-UTRAN Operation for Public Safety.

Discussion: 

Noted without presentation given that the topic had been addressed already during the week according to the author.

A possible mechanism to identify the USIM application dedicated exclusively for IOPS is by means of the IOPS-specific PLMN ID. It is noted that an IOPS-capable Public Safety UE may be required to operate under a number of distinct IOPS networks” BT asked to be minuted that this was a mechanism with security implications which  were not  currently being addressed in SA3 , such as preventing  a Denial Of Service attack by an attacker impacting  a large number of users by switching them to a local  IOPS that does not exist in the area.

Decision: 

The document was noted.



S3-160087
IOPS - update to evaluation section





33.897 v..





Source: Nokia Networks, Alcatel-Lucent

Abstract: 

This pCR proposes a cleanup in clause 8 of the TR and adds another option of how the UICC can identify the local HSS by using the ‘key separation mechanism’. 

It is proposed using proprietary bits in the Authentication Management to identify a local HSS 

Decision: 

The document was withdrawn.



S3-160088
IOPS conclusion update





33.897 v..





Source: Nokia Networks, Alcatel-Lucent

Abstract: 

The 'subscriber key separation' mechanism to mitigation of compromise of local HSSs as described in clause 8 of TR 33.897 is referenced in the conclusion section and by this the ed.note is addressed and deleted.

Decision: 

The document was withdrawn.



7.15
Security Aspects of NB-IoT

S3-160029
LS on S1 signalling solutions for non-NB-IoT UEs





Source: RP-152296

Decision: 

The document was noted.



S3-160075
LS on questions on NB-IoT





Source: R3-160135

Decision: 

The document was noted.



S3-160243
Response to LS on questions on CIoT





Source: S2-160906

Decision: 

The document was noted.



S3-160005
Overview of the changes NB IoT proposed by SA2 and the suggested SA3 changes as a result





Source: VODAFONE Group Plc

Abstract: 

This document presents an overview the SA2 technically endorsed CRs for NB-IoT (as per the joint SA2 - SA3 Work item on NB-IoT) and presents potential changes in SA3 to complete this work.

Discussion: 

Huawei: Security will be terminated in the MME. I don’t believe in separate keys in this case.Nokia agreed with Huawei.

Ericsson: what's the reason for integrity protection of user plane?

Vodafone: we do it for network protection.

Huawei proposed to wait for CT1 since they haven't decided yet on prioritization.

Nokia proposed to state that SA3's independency of CT1's decision on how many NAS counts to use.

Decision: 

The document was noted.



S3-160043
Security analysis of data transport in Control Plane CIoT EPS optimisation





Source: Huawei, HiSilicon

Abstract: 

gives an analysis of input parameters of cryptographic algorithms for small data security carried in NAS message.

Decision: 

The document was noted.



S3-160007
CR to 33.401 to add NB-IoT keys and processes





33.401
  CR-0564  (Rel-13) v13.1.0





Source: VODAFONE Group Plc

Abstract: 

This CR adds the keys and processes for NB-IoT

Discussion: 

It was pointed out by Vodafone that the revision of this CR was done by Nokia by mistake without Vodafone's consent (it was a comment contribution).

Since offline discussions objected against this CR, Vodafone decided not to pursue it and treat Nokia's comments in 223 instead.

Nevertheless, they agreed with Nokia's comments.

Decision: 

The document was revised to S3-160223.



S3-160223
Comments on S3-160007 CR to 33.401 to add NB-IoT keys and processes





33.401
  CR-0564  rev 1 (Rel-13) v13.1.0





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-160007)

Discussion: 

The optionality of mBIOT bearer integrity protection  wasn't supported by Vodafone.

Decision: 

The document was revised to S3-160308.



S3-160308
Add NB-IoT keys and processes





33.401
  CR-0564  rev 2 (Rel-13) v13.1.0





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-160223)

Decision: 

The document was agreed.



S3-160076
Security aspects of UP solution with AS information stored in RAN





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

This paper analyses the security aspects of ‘User plane based solution with AS information stored in RAN‘ detailed in clause 6.18 of TR 23.720

Discussion: 

Ericsson: RAN2 is currently discussing this issue. 

This is assuming that current PDCP security mechanisms can protect the REQUEST message, but our understanding is that this is not possible. We differ in how much we can reuse the existing mechanisms.

Decision: 

The document was noted.



S3-160157
Security for  RRC Connection Suspend and Resume procedure in solution 18 for Narrow Band CIoT





Source: Ericsson

Decision: 

The document was noted.



S3-160225
Comments to S3-160157





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Comments to S3-160157

Decision: 

The document was noted.



S3-160145
CR UP based enhanced AS Solution





33.401
  CR-0567  (Rel-13) v13.1.0





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

description of security context handling in CONNECTED to SUSPENDED and SUSPENDED to CONNECTED state transitions

Decision: 

The document was postponed.



S3-160213
Security for RRC suspend and resume 





33.401
  CR-0571  rev 1 (Rel-13) v13.1.0





Source: Ericsson

(Replaces S3-160160)

Decision: 

The document was postponed.



S3-160078
draft_CR UP based enhanced AS solution





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

description of security context handling in CONNECTED to SUSPENDED and SUSPENDED to CONNECTED state transitions

Decision: 

The document was withdrawn.



S3-160160
Security for RRC suspend and resume 





33.401
  CR-0571  (Rel-13) v13.1.0





Source: Ericsson

Decision: 

The document was revised to S3-160213.



S3-160337
LS clarifications on RRC Resume





Source: Alcatel-Lucent

Decision: 

The document was approved.



7.16
Other areas

8
Studies

8.1 
Security Assurance Methodology for 3GPP Network Elements

8.2 
Subscriber Privacy Impact in 3GPP

Nokia commented that in future privacy impact should better be analyzed in relation to a study or work item, not purely on its own

S3-160120
Adding a Type of Personal Data





Source: China Mobile Com. Corporation

Decision: 

The document was revised to S3-160276.



S3-160276
Adding a Type of Personal Data





Source: China Mobile Com. Corporation

(Replaces S3-160120)

Decision: 

The document was approved.



S3-160121
Some Security Requirement Supplement when Collecting PII





Source: China Mobile Com. Corporation

Decision: 

The document was revised to S3-160333.



S3-160333
Some Security Requirement Supplement when Collecting PII





Source: China Mobile Com. Corporation

(Replaces S3-160121)

Decision: 

The document was approved.



S3-160117
Adding Two Types of Mitigation Techniques





Source: China Mobile Com. Corporation

Decision: 

The document was revised to S3-160318.



S3-160318
Adding Two Types of Mitigation Techniques





Source: China Mobile Com. Corporation

(Replaces S3-160117)

Decision: 

The document was approved.



S3-160146
Privacy identification process





Source: China Unicom

Discussion: 

TNO proposed to reword: privacy impact assessment instead of privacy identification. Make it F.5.

Decision: 

The document was merged.



S3-160136
pCR to TR 33.849





33.849 v1.0.0





Source: Gemalto N.V.

Abstract: 

pCR to TR 33.849

Decision: 

The document was revised to S3-160334.



S3-160334
pCR to TR 33.849





33.849 v1.0.0





Source: Gemalto N.V.

(Replaces S3-160136)

Decision: 

The document was approved.



S3-160073
Clean-up and conclusions of Privacy Subscriber Impact Study





33.849 v1.0.0





Source: TNO, Nokia Networks, TeliaSonera, Alcatel Lucent

Abstract: 

This pCR provides an entirely updated TR that cleans up the existing text and provides a concluding session.

Decision: 

The document was revised to S3-160335.



S3-160335
Clean-up and conclusions of Privacy Subscriber Impact Study





33.849 v1.0.0





Source: TNO, Nokia Networks, TeliaSonera, Alcatel Lucent

(Replaces S3-160073)

Decision: 

The document was approved.



S3-160148
Presentation of TR33.849 to TSG





Source: China Unicom

Decision: 

The document was approved.



S3-160336
Draft TR 33.849





Source: TNO

Decision: 

The document was approved.



8.3 
IMS Enhanced Spoofed Call Prevention and Detection

8.4 
Battery Efficient Security for very low Throughput Machine Type Communication Devices

S3-160006
pCR to 33.863 for editorial updates





33.863 v0.4.0





Source: VODAFONE Group Plc

Abstract: 

This pCR collates many Rapporteur updates to tidy up TR 33.863 ready for issue. 

Discussion: 

Vodafone commented that the main motivation behind this was to have the TR ready for approval for the next plenary if possible.

It was agreed to revert the change of editor's note to Notes.

The changes will go directly into the TR.

Decision: 

The document was approved.



S3-160060
pCR to TR33.863 Editorials





Source: Alcatel-Lucent , Nokia Networks

Abstract: 

Editorial corrections

Decision: 

The document was approved.



S3-160064
pCR to TR 33.863: Sec.5.3 VPLMN Support





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Clause 5.3 Issue 3: VPLMN Specific Needs” does not present any threats, term “end-to-middle security” is not defined.

Discussion: 

Orange queried whether LI was asked about the regulations. It was commented that normally LI extract these issues by themselves from SA3's work.

It was pointed out that tdoc 172 treated these LI issues as well.

The LI Chairman commented that SA3-LI is not working on this now, but a LS would push them to respond.

Alcatel-Lucent commented that the impact on LI is already considered directly in SA3-LI, no need for an LS.

Vodafone committed to contribute directly in LI through his delegate in this group.

Alex (BT) commented that LI doesn’t pick up items automatically.

Vodafone objected removing 5.3.

ALU: 5.3 doesn’t provide any threat description.

5.3 was agreed to be restored and an editor's note on LI issues was also added.

Decision: 

The document was revised to S3-160301.



S3-160301
pCR to TR 33.863: Sec.5.3 VPLMN Support





Source: Alcatel-Lucent, Nokia Networks

(Replaces S3-160064)

Decision: 

The document was approved.



S3-160170
pCR to TR 33.863 - resolution of Editor's Note in clause 6.2.1





33.863 v0.4.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160061
pCR to TR33.863 Sec 6.1.2.1 Flow Diagram





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Correction to Fig 6.1.2.1-1

Decision: 

The document was approved.



S3-160062
pCR to TR 33.863 Sec 6.1.2.2 Flow Diagram





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Clause 6.1.2.2 Flow Diagram needs correction

Decision: 

The document was approved.



S3-160063
pCR to TR 33.863 Sec 6.1.2.3 Flow Diagram





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

Clause 6.1.2.3-1 Flow Diagram is missing.

Decision: 

The document was approved.



S3-160171
pCR to TR 33.863 - resolution of Editor's Note in clause 6.2.3





33.863 v0.4.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was revised to S3-160302.



S3-160302
pCR to TR 33.863 - resolution of Editor's Note in clause 6.2.3





33.863 v0.4.0





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-160171)

Decision: 

The document was approved.



S3-160072
Removal of Editor’s Note in Section 6.3.2.1 of 33.863





33.863 v0.4.0





Source: TNO

Abstract: 

At meeting #81 a solution text stirred discussion about whether the subscription profile is available to the S-GW and/or the P-GW. Our study did not reveal standards text that the S-GW or the P-GW can obtain the subscription profile and so we propose to r

Discussion: 

ALU didn’t agree with removing the statement. Removing the editor's note was correct.

Decision: 

The document was revised to S3-160303.



S3-160303
Removal of Editor’s Note in Section 6.3.2.1 of 33.863





33.863 v0.4.0





Source: TNO

(Replaces S3-160072)

Decision: 

The document was approved.



S3-160172
pCR to TR 33.863 - resolution of Editor's Note in clause 6.4.2.3





33.863 v0.4.0





Source: Nokia Networks, Alcatel-Lucent

Decision: 

The document was approved.



S3-160068
End-to-end solution improvements





33.863 v0.4.0





Source: TNO

Abstract: 

A set of improvements are proposed to the existing End-to-End solution in the TR 33.863

Decision: 

The document was approved.



S3-160058
pCR to 33.863 – Introducing user plane security protocol





Source: Juniper Networks

Decision: 

The document was revised to S3-160304.



S3-160304
pCR to 33.863 – Introducing user plane security protocol





Source: Juniper Networks

(Replaces S3-160058)

Discussion: 

Added some editor's notes as suggested as Nokia Networks.

Decision: 

The document was approved.



S3-160077
End-to-end addition for solutions 1 and 2





33.863 v0.4.0





Source: TNO

Abstract: 

In this document, we show how solutions #1 and #2 can be extended to also do end-to-end encryption and propose a new solution section.

Discussion: 

Vodafone: What happens in a country that doesn’t allow ciphering?

TNO: then it becomes more complex, this option would not be preferred.

Decision: 

The document was revised to S3-160305.



S3-160305
End-to-end addition for solutions 1 and 2





33.863 v0.4.0





Source: TNO

(Replaces S3-160077)

Decision: 

The document was approved.



S3-160199
pCR to TR33.863 - Addition of new solution based on NB IoT work





33.863 v0.4.0





Source: VODAFONE Group Plc

Abstract: 

This pCR adds a new solution based on the NB IoT work in 3GPP.

Discussion: 

Nokia: accepting this would not have the TR prepared for approval.

Qualcomm: this adds more work in form of CRs.

Vodafone was OK with noting this if the spec was sent for approval.

The group was fine with not proceeding with this document's proposal.

Decision: 

The document was noted.



S3-160008
pCR to TR 33.863 - adds conclusion section contents





33.863 v0.4.0





Source: VODAFONE Group Plc

Abstract: 

This pCR proposes text for the conclusion section

Decision: 

The document was revised to S3-160306.



S3-160306
pCR to TR 33.863 - adds conclusion section contents





33.863 v0.4.0





Source: VODAFONE Group Plc

(Replaces S3-160008)

Discussion: 

It was commented whether the TR would contain a conclusion.

Erik (SA Chairman) proposed to write the conclusion as remaining issue on the cover sheet.

TNO: do we need a conclusion? This is not normative.

Qualcomm: 80% complete without a conclusion?

The Chairman commented that this a SA3 only study, no dependence on other work. He proposed to keep it open until the group can have a conclusion.

Qualcomm: we don’t have a complete solution.

After this discussion it was decided to send this spec for information, not for approval, for the SA next meeting.

Decision: 

The document was approved.



S3-160009
pCR to TR33.863 - add text to section 6.2.3 Evaluation of Solution #2: “End-to-middle security based on AKA”





33.863 v0.4.0





Source: VODAFONE Group Plc

Abstract: 

pCR to add text  to section 6.2.3 Evaluation of Solution #2: “End-to-middle security based on AKA”

Decision: 

The document was withdrawn.



S3-160015
pCR to TR 33.863 - addition of data usage rate and IoT traffic model to section 4





33.863 v0.4.0





Source: VODAFONE Group Plc

Decision: 

The document was withdrawn.



S3-160017
pCR to TR 33.863 - clarification of E2M key error cases in section 6.1.2.2





33.863 v0.4.0





Source: VODAFONE Group Plc

Decision: 

The document was withdrawn.



S3-160018
pCR to TR33.863 - addition of section 6.2.1.7 UE derivation of CK', IK'





33.863 v0.4.0





Source: VODAFONE Group Plc

Decision: 

The document was withdrawn.



S3-160059
Draft WI to implement End to Middle security features following TR 33.863





Source: VODAFONE Group Plc

Decision: 

The document was withdrawn.



S3-160016
pCR to TR33.863 - Add diagrams to candidate solutions in section 6





33.863 v0.4.0





Source: VODAFONE Group Plc

Abstract: 

superseded by S3-160062, S3-160063 and S3-160064

Decision: 

The document was withdrawn.



S3-160295
Last draft TR 33.863





Source: Rapporteur (Vodafone)

Discussion: 

Going to the Plenary for Information.

Decision: 

The document was approved.



S3-160307
Cover sheet TR 33.863





Source: Rapporteur (Vodafone)

Decision: 

The document was approved.



8.5
Study on architecture enhancements for LTE support of V2X services

S3-160030
Reply LS on V2X message characteristics





Source: S1-154509

Discussion: 

ORANGE: why do they talk about certificates? It's SA3's job.

BT: there are existing solutions.

The Chairman commented that it's unusual that RAN2 responds about security questions.

Orange: we don’t need to use any of the existing solutions. This is just a guidance for the number of bytes for RAN2, but this is not a guidance for SA3.

Interdigital: the guidance is 20ms, half a second is not adequate for safety. They don’t send a certificate but a chain of certificates.

The LS was postponed given that there is no work done for this yet.

Decision: 

The document was postponed.



S3-160091
V2X_SEC_skeleton





Source: Huawei, Hisilicon

Decision: 

The document was approved.



S3-160089
V2X Scope and References





Source: Huawei

Abstract: 

This contribution proposes scope and references for the V2X security TR 33.885

Decision: 

The document was approved.



S3-160090
V2X Abbreviations and Definitions





Source: Huawei, Hisilicon

Abstract: 

This contribution proposes some definitions and abbreviations for the V2X security TR 33.885.

Discussion: 

BT: we can reference other documents, there is a lot of work out there, e.g. ITS.

Huawei: during the course of the study we can add other things.

Orange: we are adding definitions and abbreviations that are not used yet anywhere in the document.

Orange finally agreed seeing that the other pCRs contained these definitions.

Decision: 

The document was approved.



S3-160042
LTE-V key issue about V2X communication security





Source: HUAWEI,HiSilicon

Abstract: 

adds key issue about V2X communication security to the Technical Report 33.885 “Study on Security Aspect for LTE support of V2X services”

Discussion: 

Interdigital: anonymity should be required. Also, messages protected how? Confidentiality, integrity? Alcatel-Lucent supported this.

BT: a vehicle is not an UE. We shouldn't repeat work that is done everywhere else, we are not protecting a SIM here. BT proposed to bring references for the next meeting.

Mireille: transmission can be any kind of communication.

LG: messages are actually just broadcast.

A note was agreed on the meaning of the transmission (unicast, broadcast,etc). 

Interdigital: we should define the term anonymity. It was proposed to change it to pseudo anonymity.

Decision: 

The document was revised to S3-160340.



S3-160340
LTE-V key issue about V2X communication security





Source: HUAWEI,HiSilicon

(Replaces S3-160042)

Decision: 

The document was approved.



S3-160092
Security framework for V2V communication





Source: Huawei, HiSilicon

Abstract: 

This contribution discusses the suitability of ProSe security for V2V use case. And it is proposed that the security framework of ProSe security can be enhanced for V2V.

Discussion: 

Orange: we need more info on the architecture to conclude whether we can use Prose here. It's too early.

Nokia supported Orange. Let's start V2X communication as a key issue.

Orange: we need to work on the authentication framework.

It was agreed that additional details will be brought into the next meeting.

BT: this mechanism may not be appropriate.

Decision: 

The document was noted.



S3-160093
Key issue of authorization of LTE-V2X service in the MNO network





Source: Huawei, HiSilicon

Abstract: 

this contribution proposes a key issue of authorization of LTE-V2X service in the MNO network.

Discussion: 

Qualcomm: PC5 doesn’t go to E-UTRAN.

BT: it protects the network only, not the vehicle. 

Orange: remove the reference to PC5.

Nokia supported the requirements.

All the concerns were addressed in the revision.

Decision: 

The document was revised to S3-160341.



S3-160341
Key issue of authorization of LTE-V2X service in the MNO network





Source: Huawei, HiSilicon

(Replaces S3-160093)

Decision: 

The document was approved.



S3-160190
Key issue of V2X entities secure environment





Source: Huawei, HiSilicon

Discussion: 

It was queried about the definition of secure environment in this context.

Qualcomm: V2X entities may have other environments that need protecting, not only UICC in MNOs.

Decision: 

The document was revised to S3-160342.



S3-160342
Key issue of V2X entities secure environment





Source: Huawei, HiSilicon

(Replaces S3-160190)

Decision: 

The document was approved.



S3-160343
draft TR 33.885





Source: Rapporteur (Huawei)

Decision: 

The document was left for email approval and approved.



8.6
Other study areas

Show of hands by companies on who wanted to start 5G work on this meeting

Deutsche Telekom, Nokia, China Mobile, ALU, Intel, TNO, ZTE, NTT-Docomo, NEC, Vodafone, Broadcom, Telecom Italia, Interdigital, Thales, Samsung, Juniper, Ericsson and BT.

Who didn’t want to start 5G this meeting:

Orange, Gemalto, Huawei, LG.

S3-160039
5G Security and topics of interest for SA3





Source: INTERDIGITAL COMMUNICATIONS

Abstract: 

Abstract: 5G, being not just a “better and faster” 4G, presents SA3 with the opportunity to improve 3GPP Security.

This contribution proposes topics of interest for upcoming SA3 Work on 5G Security. It is TCG TMS input to SA3#82.

Discussion: 

Nokia commented that we should tie the scope with the SA2 work.

BT commented that a lot of this info is covered beyond 3GPP.

Decision: 

The document was noted.



S3-160110
Discussion on the way forward of 5G security





Source: China Mobile Com. Corporation, CATR, ZTE Corporation

Discussion: 

BT was against following the three proposals in parallel.

Orange: too early to talk about remote key provisioning in 3GPP.It's an old discussion and likely not to be concluded in 3GPP.

Thales agreed with part of the document, it can be a good start point for the future.

Broadcom:: what happens with non 3GPP accesses?

Decision: 

The document was noted.



S3-160111
Proposal for Study on Security of Next Generation Mobile Network





Source: China Mobile Com. Corporation, CATR, ZTE Corporation

Decision: 

The document was merged.



S3-160112
Discussion on network domain security protection





Source: China Mobile Com. Corporation, TeliaSonera, CATR, China Unicom, ZTE Corporation

Discussion: 

Nokia commented that the virtualization part belongs to the 5G study and not in here. They didn’t fully understand the problem either.

BT: Zb is mandatory to implement for vendors, optional to use by operators.

China Mobile: the point is that there is no indication of where to use the IPSEC. Orange commented that the IF is used between Network Elements.

Deutsche Telekom: 3GPP is the wrong place to define these aspects. This is a multidimensional problem, very much dependent on the operator's decisions. Some answers could be found in the 5G study. Orange supported this. China Mobile agreed that some of this could be included in the 5G study.

China Mobile commented that a low layer solution could replace IPSEC.

Decision: 

The document was noted.



S3-160113
New SID about enhanced network domain security





Source: China Mobile Com. Corporation, TeliaSonera, CATR, China Unicom, ZTE Corporation

Decision: 

The document was noted.



S3-160194
Structuring the work around 5G security 





Source: Ericsson LM

Decision: 

The document was noted.



S3-160200
Study on Next Generation Security Enablers





Source: Ericsson, AT&T, BT Group, Telstra

Decision: 

The document was revised to S3-160231.



S3-160203
Discussion on 5G Security





Source: Huawei, HiSilicon

Decision: 

The document was noted.



S3-160211
Sample New SID on security aspects of Next Generation Systems





Source: Huawei, HiSilicon

Discussion: 

Orange insisted that one more meeting cycle would be appropriate but they agree in principle with this SID, tying it to the SA2 SID.

BT: there is information around, research and so on that we can use to start the work.

Ericsson: SA3 cannot have their own timeline; it is difficult to adjust it with SA2's planning.

Qualcomm: this timeline looks realistic.

NTT-Docomo: better to start soon to influence SA2's decisions. Study and normative work can overlap.

Decision: 

The document was noted.



S3-160309
Sample New SID on security aspects of Next Generation Systems





Source: Huawei, HiSilicon

Decision: 

The document was withdrawn.



S3-160231
Study on Next Generation Security Enablers





Source: Ericsson, AT&T, BT Group, Telstra

(Replaces S3-160200)

Discussion: 

Gemalto considered to wait for further progress in SA1 and SA2. Otherwise the work will be based on assumptions.

AT&T: don’t wait for SA2 or we won’t deliver anything in a timely manner. Do it in parallel with SA2 managing their architecture options.

Vodafone: We can start work on preparing an evaluation on the architecture options. Topics like NFV edges will give us a start.

Orange sympathised with Gemalto. SA2 has very high level requirements. It is appropriate to wait a one meeting cycle, not more time. NFV work is up to ETSI, not in 3GPP scope.

Nokia: SA2 has two meetings before our next meeting, but we have only two more meetings to go and we will lose one of those meetings.

Qualcomm: The study doesn’t need to end at the end of this year.

Huawei agreed with Qualcomm.

BT: we can do our analysis now, don’t depend on SA2.

Orange: we can change SA1 requirements after they are done.

Thales: there is a lot of interest, it is time to start work.

BT proposed a show of hands to see who wanted to start work.

Decision: 

The document was revised to S3-160278.



S3-160278
Study on Next Generation Security Enablers





Source: Ericsson, AT&T, BT Group, Telstra

(Replaces S3-160231)

Discussion: 

Broadcom: why not non-3GPP accesses?

Orange: we need SA1 for this, to figure out whether we need to cover non 3GPP accesses. Besides, we need an architecture for this case.

Interdigital: SA1 defines service requirements, not a system.

Orange: SA1 will guide us on what is relevant in 3GPP.

Qualcomm: we are also a stage one group for security requirements.

Nokia proposed to add security standalone issues in the objectives that may be not covered somewhere else but not in conflict by the requirements from other security groups.

TIM: much cleaner to have a separate work item for those crucial standalone security items.

Deutsche Telekom: creating other work items will delay the work. This is the work item that should look forward and we should keep it together.

BT: there would be lot of duplication in that case. They supported Deutsche Telekom.

Vodafone: one TR approach makes it very hard.

NTT-Docomo: a second TR to gather the topics that will not make it into Rel-14. 

Nokia: we only have three SA3 meetings to do this. A second study is guaranteed. Guenther didn’t support having a second TR.

The Chairman commented that the scope of a second TR is not clear.

Orange and China Mobile supported the one TR approach.

The Chairman clarified that SA3 just adds new names to the SA2 wide Study Item to the already existing, not only companies that attend SA3.

It was clarified that the study is not Release bound, it gets a Release number when finished, Nokia commented that the work will not finish in December 2016, there will be more to be done.

Decision: 

The document was agreed.



S3-160267
Enhanced protections using Physical Layer Security





Source: Thales

Discussion: 

Orange: Between the UE and eNodeB?

Thales: yes.

Vodafone: I don’t want to be narrowed in the current system, I want to have other possibilities like this one.

Thales: secrecy coding provides high level security that can be used in other wireless communications, not only narrow-band IoT.

It was recommended to bring new areas earlier to give more time to the companies to study them.

Decision: 

The document was noted.



S3-160310
New SID NextGen





Source: Vice Chair (NTT-Docomo)

Decision: 

The document was withdrawn.



9
Review and Update of Work Plan 

S3-160002
SA3 Work Plan





Source: MCC

Decision: 

The document was noted.



S3-160041
Work Plan Input from Rapporteurs





Source: ETSI

Decision: 

The document was revised to S3-160347.



S3-160347
Work Plan Input from Rapporteurs





Source: ETSI

(Replaces S3-160041)

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-160004
SA3 meeting calendar





Source: MCC

Discussion: 

SA3#87 co-located with SA2, 15-19 May 2017?

SA3#89 option 1 week 46

SA3#89 option 2 week 48

Ad-hoc on week 39, possibly.

Decision: 

The document was revised to S3-160346.



S3-160346
SA3 meeting calendar





Source: MCC

(Replaces S3-160004)

Decision: 

The document was noted.



11
Any Other Business

This was the last meeting of Katharina (Ericsson). She was given a book and a applause from the attendees who wished her the best in future endeavours.

The Chairman thanked everybody for the hard work during this week; with this the meeting was closed.
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	revised
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	BlackBerry UK Limited
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	S3-160041
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	Huawei, HiSilicon
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	S3-160255
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	Corrections to 6.1.3.4.2.2 
	Huawei, HiSilicon
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	BlackBerry UK Limited
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	S3-160253
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	BlackBerry UK Limited
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	S3-160254

	S3-160052
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	Alcatel-Lucent
	revised
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	S3-160056
	Status of SCAS requirements vs test cases in TS 33.117
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	S3-160326

	S3-160057
	TCG progress report for MPWG and TMS WG
	INTERDIGITAL COMMUNICATIONS
	noted
	
	

	S3-160058
	pCR to 33.863 – Introducing user plane security protocol
	Juniper Networks
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	S3-160304

	S3-160059
	Draft WI to implement End to Middle security features following TR 33.863
	VODAFONE Group Plc
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	S3-160060
	pCR to TR33.863 Editorials
	Alcatel-Lucent , Nokia Networks
	approved
	
	

	S3-160061
	pCR to TR33.863 Sec 6.1.2.1 Flow Diagram
	Alcatel-Lucent, Nokia Networks
	approved
	
	

	S3-160062
	pCR to TR 33.863 Sec 6.1.2.2 Flow Diagram
	Alcatel-Lucent, Nokia Networks
	approved
	
	

	S3-160063
	pCR to TR 33.863 Sec 6.1.2.3 Flow Diagram
	Alcatel-Lucent, Nokia Networks
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	S3-160064
	pCR to TR 33.863: Sec.5.3 VPLMN Support
	Alcatel-Lucent, Nokia Networks
	revised
	
	S3-160301

	S3-160065
	Proposal for text for the generic network product class description and definition of generic network product
	Huawei, HiSilicon
	revised
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	S3-160066
	Proposal for text for the assets of generic network product
	Huawei, HiSilicon
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	S3-160327

	S3-160067
	Proposal for text for the generic threats of generic network product
	Huawei, HiSilicon
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	S3-160068
	End-to-end solution improvements
	TNO
	approved
	
	

	S3-160069
	Proposal for text for Network Product Class description for the MME
	Huawei, HiSilicon
	revised
	
	S3-160227

	S3-160070
	Proposal for text for the assets and threats specific to the MME
	Huawei, HiSilicon
	approved
	
	

	S3-160071
	Adding timer to TS 33.303 one-to-one communication
	TNO
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	S3-160072
	Removal of Editor’s Note in Section 6.3.2.1 of 33.863
	TNO
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	S3-160303

	S3-160073
	Clean-up and conclusions of Privacy Subscriber Impact Study
	TNO, Nokia Networks, TeliaSonera, Alcatel Lucent
	revised
	
	S3-160335

	S3-160074
	Correction to FigF.4-1
	Alcatel-Lucent, Nokia Networks
	withdrawn
	
	

	S3-160075
	LS on questions on NB-IoT
	R3-160135
	noted
	
	

	S3-160076
	Security aspects of UP solution with AS information stored in RAN
	Alcatel-Lucent, Nokia Networks
	noted
	
	

	S3-160077
	End-to-end addition for solutions 1 and 2
	TNO
	revised
	
	S3-160305

	S3-160078
	draft_CR UP based enhanced AS solution
	Alcatel-Lucent, Nokia Networks
	withdrawn
	
	

	S3-160079
	LWA CR: proposal to clean ENs
	Alcatel-Lucent, Nokia Networks
	endorsed
	
	

	S3-160080
	Security Aspects of LTE-WiFi Aggregation
	Alcatel-Lucent, Nokia Networks, Intel
	withdrawn
	
	

	S3-160081
	LWIP: Discussion paper on Security Solution
	Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Broadcom, BlackBerry
	noted
	
	

	S3-160082
	LWIP: draft_CR to 33.401
	Alcatel-Lucent, Nokia networks, AT&T, Sprint, Intel, Broadcom
	withdrawn
	
	

	S3-160083
	Discussion paper on DRB differentiation
	Alcatel-Lucent, Nokia Networks
	endorsed
	
	

	S3-160084
	LWIP: draft_reply LS on DRB differentiation
	Alcatel-Lucent, Nokia Networks
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	S3-160274

	S3-160085
	Update of IOPS Annex
	Nokia Networks, Alcatel-Lucent, Qualcomm, General Dynamics UK Ltd.
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	S3-160270

	S3-160086
	LWIP: draft_LS to RAN2 on LWIP parameters to UE
	Alcatel-Lucent, Nokia Networks
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	S3-160274

	S3-160087
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	Nokia Networks, Alcatel-Lucent
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	S3-160088
	IOPS conclusion update
	Nokia Networks, Alcatel-Lucent
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	S3-160089
	V2X Scope and References
	Huawei
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	S3-160090
	V2X Abbreviations and Definitions
	Huawei, Hisilicon
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	S3-160091
	V2X_SEC_skeleton
	Huawei, Hisilicon
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	S3-160092
	Security framework for V2V communication
	Huawei, HiSilicon
	noted
	
	

	S3-160093
	Key issue of authorization of LTE-V2X service in the MNO network
	Huawei, HiSilicon
	revised
	
	S3-160341

	S3-160094
	Provision of group session key for media plane security
	Huawei, HiSilicon
	noted
	
	

	S3-160095
	Configuration of not applying confidentiality protection in one-to-one communication
	Huawei, Hisilicon
	revised
	
	S3-160257

	S3-160096
	Configuration of security parameters for group member discovery and one-to-one communication
	Huawei, Hisilicon
	not pursued
	
	

	S3-160097
	PDCP security header for signalling before the security is established in one-to-one communication
	Huawei, Hisilicon
	merged
	
	S3-160257

	S3-160098
	Security Event Log pre-condition 
	Huawei, Hisilicon 
	revised
	
	S3-160323

	S3-160099
	Security Key Agreement for  ProSe UE-2-UE Direct Communication
	Intel Corporation (UK) Ltd
	withdrawn
	
	

	S3-160100
	Security Key Agreement for  ProSe UE-2-UE Direct Communication
	Intel Corporation (UK) Ltd
	revised
	
	S3-160258

	S3-160101
	S_MIME based protection for MCPTT
	Alcatel-Lucent, Nokia Networks, Motorola Solutions, Inc
	noted
	
	

	S3-160102
	IDENTITY based key management for S_MIME
	Alcatel-Lucent,Nokia Networks, Motorola Solutions
	revised
	
	S3-160313

	S3-160103
	KMS based key management for S_MIME
	Alcatel-Lucent, Nokia Networks, Motorola Solutions
	noted
	
	

	S3-160104
	Corrections to clause 7.4.1 and 7.6.1
	Huawei, Hisilicon
	approved
	
	

	S3-160105
	Applying authenticated encryption to cellular IOT
	China Mobile Com. Corporation
	revised
	
	S3-160280

	S3-160106
	Comparison of authenticated encryption
	China Mobile Com. Corporation
	revised
	
	S3-160281

	S3-160107
	Preventing unauthorized modification of user data
	China Mobile Com. Corporation, Huawei
	revised
	
	S3-160279

	S3-160108
	Adding DOS resist requirement
	China Mobile Com. Corporation, ZTE Corporation
	not pursued
	
	

	S3-160109
	Clarification in 6.1.3.3.1
	China Mobile Com. Corporation, ZTE Corporation
	revised
	
	S3-160264

	S3-160110
	Discussion on the way forward of 5G security
	China Mobile Com. Corporation, CATR, ZTE Corporation
	noted
	
	

	S3-160111
	Proposal for Study on Security of Next Generation Mobile Network
	China Mobile Com. Corporation, CATR, ZTE Corporation
	merged
	
	S3-160278

	S3-160112
	Discussion on network domain security protection
	China Mobile Com. Corporation, TeliaSonera, CATR, China Unicom, ZTE Corporation
	noted
	
	

	S3-160113
	New SID about enhanced network domain security
	China Mobile Com. Corporation, TeliaSonera, CATR, China Unicom, ZTE Corporation
	noted
	
	

	S3-160114
	Cleanup of Editor’s Note in clause 5.4 
	TeliaSonera AB
	merged
	
	S3-160279

	S3-160115
	A method to activate integrity protection of user data.
	Huawei, HiSilicon
	revised
	
	S3-160218

	S3-160116
	modifications on the figure of flows for securing model B restricted discovery
	ZTE Corporation
	agreed
	
	

	S3-160117
	Adding Two Types of Mitigation Techniques
	China Mobile Com. Corporation
	revised
	
	S3-160318

	S3-160118
	security requirements of ProSe direct discovery
	ZTE Corporation
	revised
	
	S3-160265

	S3-160119
	overview of ProSe direct discovery in network coverage
	ZTE Corporation
	not pursued
	
	

	S3-160120
	Adding a Type of Personal Data
	China Mobile Com. Corporation
	revised
	
	S3-160276

	S3-160121
	Some Security Requirement Supplement when Collecting PII
	China Mobile Com. Corporation
	revised
	
	S3-160333

	S3-160122
	Mandatory support for enhanced GPRS security in an IoT MS
	TeliaSonera AB
	not pursued
	
	

	S3-160123
	Hiding MCPTT application Information in SIP messages
	BlackBerry UK Limited
	noted
	
	

	S3-160124
	pCR Hiding MCPTT application Information in SIP messages
	BlackBerry UK Limited
	revised
	
	S3-160249

	S3-160125
	Protecting the MCPTT Location Object in SIP messages
	BlackBerry UK Limited
	revised
	
	S3-160250

	S3-160126
	pCR Hiding MCPTT application Information in SIP messages
	BlackBerry UK Limited
	noted
	
	

	S3-160127
	Evaluation of application plane signalling protection
	BlackBerry UK Limited
	noted
	
	

	S3-160128
	Allowing per user profiles per MCPTT User in the IMS network
	BlackBerry UK Limited
	noted
	
	

	S3-160129
	Allowing per user profiles per MCPTT User in the IMS network
	BlackBerry UK Limited
	noted
	
	

	S3-160130
	To clarify session lifetime introduced in clause 5.2.5.3  “User sessions”
	TELECOM ITALIA S.p.A.
	approved
	
	

	S3-160131
	Analysis of the CT6 IOPS WID (CP-150835): Discussion and recommendations
	General Dynamics UK Limited
	noted
	
	

	S3-160132
	MCPTT: OpenID Connect
	Gemalto N.V.
	merged
	
	S3-160240

	S3-160133
	pCR to TS 33.117 v110, clause 5.1.4 (new) "Documentation Requirements"
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160134
	Resolving note and expected format of evidence to requirement 5.2.3.4.1.2 “Accounts shall allow unambiguous identification of the user.”
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160135
	Resolving note and expected format of evidence to requirement 5.2.3.4.2.2 “Predefined accounts shall be deleted or disabled.”
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160136
	pCR to TR 33.849
	Gemalto N.V.
	revised
	
	S3-160334

	S3-160137
	Resolving note and expected format of evidence to requirement 5.2.3.4.2.3 “Predefined or default authentication attributes shall be deleted or disabled.”
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160138
	pCR to TS 33.117 v110, clause 5.2.3.4.3.1 "Password Structure
	Nokia Networks, Alcatel-Lucent
	revised
	
	S3-160228

	S3-160139
	pCR to TS 33.117 v110, clause 5.2.3.4.3.2 "Password Changes"
	Nokia Networks, Alcatel-Lucent
	revised
	
	S3-160317

	S3-160140
	pCR to TS 33.117 v110, clause 5.2.3.4.3.3 " Protection against brute force and dictionary attacks "
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160141
	pCR to TR 33.860
	Gemalto N.V.
	revised
	
	S3-160284

	S3-160142
	pCR to TS 33.117 v110, clause 5.2.3.6.2 " Log transfer to centralized storage"
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160143
	pCR to TS 33.117 v110 on editorials in clause 5.2.4.1.1.2 "Handling of ICMP"
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160144
	Correction to fig F.4-1
	Alcatel-Lucent, Nokia Networks
	agreed
	
	

	S3-160145
	CR UP based enhanced AS Solution
	Alcatel-Lucent, Nokia Networks
	postponed
	
	

	S3-160146
	Privacy identification process
	China Unicom
	merged
	
	S3-160335

	S3-160147
	Leaving certain FC values in Key Derivation Function in TS 33.220 for proprietary use
	Nokia Networks, Alcatel-Lucent
	noted
	
	

	S3-160148
	Presentation of TR33.849 to TSG
	China Unicom
	approved
	
	

	S3-160149
	Clarifying terms related to RA and CA in TS 33.310
	Nokia Networks, Alcatel-Lucent, Deutsche Telekom
	revised
	
	S3-160251

	S3-160150
	Security Solution to support LWA
	Alcatel-Lucent, Nokia Networks, Intel
	revised
	
	S3-160273

	S3-160151
	Resynchronisation mechanism in GBA push
	Ericsson
	revised
	
	S3-160256

	S3-160152
	pCR for group key distribution
	Motorola Solutions UK Ltd.
	approved
	
	

	S3-160153
	pCR for encapsulation of group key associated parameters
	Motorola Solutions UK Ltd.
	revised
	
	S3-160245

	S3-160154
	Discussion of changes to LWA draft CR 
	Ericsson LM
	noted
	
	

	S3-160155
	Sending Remote UE identity from Relay to MME
	Ericsson
	withdrawn
	
	

	S3-160156
	Sending Remote UE identity from Relay to MME
	Ericsson
	withdrawn
	
	

	S3-160157
	Security for  RRC Connection Suspend and Resume procedure in solution 18 for Narrow Band CIoT
	Ericsson
	noted
	
	

	S3-160158
	Security aspects of LTE-WLAN aggregation
	Ericsson LM
	merged
	
	S3-160273

	S3-160159
	CR for LWIP Security Support
	Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Boradcom,
	revised
	
	S3-160277

	S3-160160
	Security for RRC suspend and resume 
	Ericsson
	revised
	
	S3-160213

	S3-160161
	Security of legacy WLAN using IPSec Tunnelling
	Ericsson
	endorsed
	
	

	S3-160162
	Adding Key Issue on Spatial Replay for ProSe Discovery
	Ericsson LM
	revised
	
	S3-160338

	S3-160163
	Discussion of indicator for using enhanced GPRS security in a mixed environment
	Nokia Networks, Alcatel-Lucent
	noted
	
	

	S3-160164
	pCR on indicator for using enhanced GPRS security in a mixed environment
	Nokia Networks, Alcatel-Lucent, Huawei
	revised
	
	S3-160289

	S3-160165
	Discussion of bidding down when using enhanced GPRS security 
	Nokia Networks, Alcatel-Lucent
	noted
	
	

	S3-160166
	pCR on bidding down in the context of enhanced GPRS security 
	Nokia Networks, Alcatel-Lucent, Huawei
	revised
	
	S3-160286

	S3-160167
	Discussion of user plane integrity in GPRS in a mixed environment
	Nokia Networks, Alcatel-Lucent
	noted
	
	

	S3-160168
	Tracking of IMSI based on WLAN MAC Address
	Samsung
	partially approved
	
	

	S3-160169
	Proposal for pre-normative text for EASE_EC_GSM on ciphering and integrity mode negotiation 
	Nokia Networks, Ericsson, Alcatel-Lucent, Huawei
	revised
	
	S3-160287

	S3-160170
	pCR to TR 33.863 - resolution of Editor's Note in clause 6.2.1
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160171
	pCR to TR 33.863 - resolution of Editor's Note in clause 6.2.3
	Nokia Networks, Alcatel-Lucent
	revised
	
	S3-160302

	S3-160172
	pCR to TR 33.863 - resolution of Editor's Note in clause 6.4.2.3
	Nokia Networks, Alcatel-Lucent
	approved
	
	

	S3-160173
	MCPTT Group Call (Off-network) 
	Samsung
	revised
	
	S3-160244

	S3-160174
	Proposal for pre-normative text for the EASE_EC_GSM on Authentication and key agreement 
	Ericsson LM
	approved
	
	

	S3-160175
	Discussion of proposed updates to UE-to-network relay solution in S3-152578
	QUALCOMM Incorporated
	noted
	
	

	S3-160176
	Proposal for pre-normative text for the EASE_EC_GSM on protection of GMM messages 
	Ericsson LM
	approved
	
	

	S3-160177
	Security for UE-to-network relay communications
	QUALCOMM Incorporated
	revised
	S3-152578
	S3-160255

	S3-160178
	Proposal for pre-normative text for the EASE_EC_GSM on Algorithms for ciphering and integrity protection 
	Ericsson LM
	approved
	
	

	S3-160179
	Spatial Replay Protection Mechanisms for ProSe Discovery
	Ericsson LM
	noted
	
	

	S3-160180
	Proposal for pre-normative text for the EASE_EC_GSM on key derivation
	Ericsson LM
	approved
	
	

	S3-160181
	[TS 33.179] Solution for MCPTT user service authorization
	Samsung
	merged
	
	S3-160241

	S3-160182
	New solution on GIA to LLC binding  
	Ericsson LM
	revised
	
	S3-160282

	S3-160183
	New solution on implementation of the integrity protection in the LLC layer  
	Ericsson LM
	revised
	
	S3-160283

	S3-160184
	Protection for restricted discovery to reduce processing at the monitoring UE-side
	Qualcomm Incorporated
	revised
	S3-152362
	S3-160266

	S3-160185
	Protection of public safety restricted discovery 
	Qualcomm Incorporated
	revised
	
	S3-160262

	S3-160186
	[DRAFT] Reply-LS on enhanced GPRS in relation to Cellular IoT
	Ericsson LM
	revised
	
	S3-160290

	S3-160187
	[DRAFT] Reply-LS on New GPRS algorithms for CIoT
	Ericsson LM
	revised
	
	S3-160291

	S3-160188
	Providing details of the replay protection and XML signalling for public safety discovery
	Qualcomm Incorporated
	agreed
	
	

	S3-160189
	Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things
	Ericsson LM
	revised
	
	S3-160285

	S3-160190
	Key issue of V2X entities secure environment
	Huawei, HiSilicon
	revised
	
	S3-160342

	S3-160191
	Discussion of proposed updates to the public safety discovery solution
	Qualcomm Incorporated
	noted
	
	

	S3-160192
	[TR 33.879] MCPTT user service authorization solution
	Samsung
	noted
	
	-

	S3-160193
	PSK should be used to perform 4-way handshake
	Huawei, HiSilicon
	noted
	
	

	S3-160194
	Structuring the work around 5G security 
	Ericsson LM
	noted
	
	

	S3-160195
	pCR to use PSK in 4-way handshake
	Huawei, HiSilicon
	noted
	
	

	S3-160196
	Open Issue of Tunnelling Attacks
	Ericsson LM
	not pursued
	
	

	S3-160197
	Specifying the derivation of KD-sess for ProSe one-to-one communications
	Qualcomm Incorporated
	revised
	
	S3-160259

	S3-160198
	Clarify the meaning of delay in 5.2.3.4.3.3 and 5.2.3.4.5
	Huawei, HiSilicon
	revised
	
	S3-160311

	S3-160199
	pCR to TR33.863 - Addition of new solution based on NB IoT work
	VODAFONE Group Plc
	noted
	
	

	S3-160200
	Study on Next Generation Security Enablers
	Ericsson, AT&T, BT Group, Telstra
	revised
	
	S3-160231

	S3-160201
	Security Solution for LWIP
	Qualcomm Incorporated
	endorsed
	
	

	S3-160202
	Deletion of ENs in LWA draft CR
	Qualcomm Incorporated
	endorsed
	
	

	S3-160203
	Discussion on 5G Security
	Huawei, HiSilicon
	noted
	
	

	S3-160204
	MCPTT: Defining the MIKEY message format
	CESG
	revised
	
	S3-160247

	S3-160205
	MCPTT: Definition of KMS interface
	CESG
	approved
	
	

	S3-160206
	MCPTT: Generation of MIKEY-SAKKE UserID
	CESG
	approved
	
	

	S3-160207
	MCPTT: Support for Private Call with Floor Control
	CESG
	revised
	
	S3-160246

	S3-160208
	MCPTT: Computation of GUK-ID
	CESG
	approved
	
	

	S3-160209
	MCPTT: Addition of a detailed security profile for SRTP/SRTCP
	CESG
	revised
	
	S3-160248

	S3-160210
	Removal of public safety media security from TS 33.303
	CESG
	revised
	
	S3-160260

	S3-160211
	Sample New SID on security aspects of Next Generation Systems
	Huawei, HiSilicon
	noted
	
	-

	S3-160212
	Introduction of LWIP securirty solution
	Ericsson LM
	merged
	
	S3-160277

	S3-160213
	Security for RRC suspend and resume 
	Ericsson
	postponed
	S3-160160
	

	S3-160214
	pCR for editorials in 5.2.3.2.1
Protecting data and information – general 
	NTT DOCOMO INC.
	approved
	
	

	S3-160215
	pCR for clarification in 5.2.3.2.2 Protecting data and information – unauthorized viewing
	NTT DOCOMO INC.
	revised
	
	S3-160314

	S3-160216
	pCR for clarification in 5.2.3.2.3 Protecting data and information in storage
	NTT DOCOMO INC.
	revised
	
	S3-160315

	S3-160217
	pCR against 33.117 for deletion of requirement references, threat references and objective references and for capitalization of test case names
	NTT DOCOMO INC.
	approved
	
	

	S3-160218
	A method to activate integrity protection of user data.
	Huawei, HiSilicon, Nokia Networks, Alcaltel-Lucent
	revised
	S3-160115
	S3-160288

	S3-160219
	Comments on S3-160167 regarding subscription parameter for UP integrity
	TeliaSonera AB
	noted
	
	

	S3-160220
	IOPS update to evaluation section 8.1
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	revised
	
	S3-160271

	S3-160221
	IOPS conclusion update
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	revised
	
	S3-160312

	S3-160222
	Comments to S3-160087 S3-160088 on IOPS
	Gemalto N.V.
	noted
	
	

	S3-160223
	Comments on S3-160007 CR to 33.401 to add NB-IoT keys and processes
	Nokia Networks, Alcatel-Lucent
	revised
	S3-160007
	S3-160308

	S3-160224
	Mitigating the compromise of an IOPS Local HSS: A discussion of capabilities of ‘subscriber key separation’ in reply to S3-160085
	General Dynamics UK Limited
	noted
	
	

	S3-160225
	Comments to S3-160157
	Alcatel-Lucent, Nokia Networks
	noted
	
	

	S3-160226
	Proposal for text for the generic network product class description and definition of generic network product
	Huawei, TELECOM ITALIA S.p.A.
	revised
	S3-160065
	S3-160328

	S3-160227
	Proposal for text for Network Product Class description for the MME
	Huawei, TELECOM ITALIA S.p.A.
	revised
	S3-160069
	S3-160329

	S3-160228
	SCAS: pCR to TS 33.117 v110, clause 5.2.3.4.3.1 "Password Structure"
	Nokia Networks, Alcatel-Lucent
	revised
	S3-160138
	S3-160316

	S3-160229
	LS on GSM LI Specification Withdrawal
	SA3-LI
	noted
	-
	-

	S3-160230
	LS on impact on S8HR of regulations implementing WTO GATS Annex on Telecommunications
	SA3-LI
	noted
	-
	-

	S3-160231
	Study on Next Generation Security Enablers
	Ericsson, AT&T, BT Group, Telstra
	revised
	S3-160200
	S3-160278

	S3-160232
	Report from last SA meeting
	WG Chairman
	noted
	S3-160003
	-

	S3-160233
	Agenda
	WG Chairman
	approved
	S3-160000
	-

	S3-160234
	Reply LS on RCC.14 Device Management Protocol
	S4-160158
	noted
	-
	-

	S3-160235
	LS to SA on request of MCC support
	BT Group
	approved
	-
	-

	S3-160236
	Reply LS to CT4 LS on progress of the work on Diameter Base Protocol Update
	S5-161308
	noted
	-
	-

	S3-160237
	Reply to: Liaison Statement to 3GPP regarding RCC.14 device management protocol for IMS Voice configuration
	ORANGE
	approved
	-
	-

	S3-160238
	Reply to: LS on MCPTT Group Management Parameters
	Motorola Solutions
	approved
	-
	-

	S3-160239
	33.179 Identity Management Functional Model
	Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks
	approved
	S3-160011
	-

	S3-160240
	33.179 Editorial Clarifications
	Motorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks
	approved
	S3-160010
	-

	S3-160241
	33.179 MCPTT User Authorisation
	MotorMotorola Solutions Danmark A/S,Alcatel-Lucent,Nokia Networks
	approved
	S3-160012
	-

	S3-160242
	[TR 33.879] MCPTT user service authorization solution
	Samsung
	withdrawn
	-
	-

	S3-160243
	Response to LS on questions on CIoT
	S2-160906
	noted
	-
	-

	S3-160244
	MCPTT Group Call (Off-network) 
	Samsung
	approved
	S3-160173
	-

	S3-160245
	pCR for encapsulation of group key associated parameters
	Motorola Solutions UK Ltd.
	approved
	S3-160153
	-

	S3-160246
	MCPTT: Support for Private Call with Floor Control
	CESG
	approved
	S3-160207
	-

	S3-160247
	MCPTT: Defining the MIKEY message format
	CESG
	approved
	S3-160204
	-

	S3-160248
	MCPTT: Addition of a detailed security profile for SRTP/SRTCP
	CESG
	approved
	S3-160209
	-

	S3-160249
	pCR Hiding MCPTT application Information in SIP messages
	BlackBerry UK Limited
	approved
	S3-160124
	-

	S3-160250
	Protecting the MCPTT Location Object in SIP messages
	BlackBerry UK Limited
	approved
	S3-160125
	-

	S3-160251
	Clarifying terms related to RA and CA in TS 33.310
	Nokia Networks, Alcatel-Lucent, Deutsche Telekom
	agreed
	S3-160149
	-

	S3-160252
	Reply to: LS on Remote UE identities available to the UE-to-Network Relay UE
	Ericsson
	approved
	-
	-

	S3-160253
	Overview of 802.1X based method for authentication over WLAN in LTE-WLAN Aggregation
	BlackBerry UK Limited, Broadcom Corp.
	noted
	S3-160050
	-

	S3-160254
	CR to 33.401 to add LWA solution
	BlackBerry UK Limited
	not pursued
	S3-160051
	-

	S3-160255
	Security for UE-to-network relay communications
	QUALCOMM Incorporated,Ericsson
	agreed
	S3-160177
	-

	S3-160256
	Resynchronisation mechanism in GBA push
	Ericsson
	agreed
	S3-160151
	-

	S3-160257
	Configuration of not applying confidentiality protection in one-to-one communication
	Huawei, Hisilicon
	agreed
	S3-160095
	-

	S3-160258
	Security Key Agreement for  ProSe UE-2-UE Direct Communication
	Intel Corporation (UK) Ltd
	agreed
	S3-160100
	-

	S3-160259
	Specifying the derivation of KD-sess for ProSe one-to-one communications
	Qualcomm Incorporated
	agreed
	S3-160197
	-

	S3-160260
	Removal of public safety media security from TS 33.303
	CESG
	agreed
	S3-160210
	-

	S3-160261
	Clarification  on authorisation check in the Public Safety Discovery and correction to  Figure 6.6.4.1-1
	Huawei, HiSilicon
	agreed
	S3-160044
	-

	S3-160262
	Protection of public safety restricted discovery 
	Qualcomm Incorporated
	agreed
	S3-160185
	-

	S3-160263
	Corrections to 6.1.3.4.2.2 
	Huawei, HiSilicon
	agreed
	S3-160046
	-

	S3-160264
	Clarification in 6.1.3.3.1
	China Mobile Com. Corporation, ZTE Corporation
	agreed
	S3-160109
	-

	S3-160265
	security requirements of ProSe direct discovery
	ZTE Corporation
	agreed
	S3-160118
	-

	S3-160266
	Protection for restricted discovery to reduce processing at the monitoring UE-side
	Qualcomm Incorporated
	agreed
	S3-160184
	-

	S3-160267
	Enhanced protections using Physical Layer Security
	Thales
	noted
	-
	-

	S3-160268
	Input to CT1/SA3 joint meeting
	CESG
	noted
	-
	-

	S3-160269
	LS on sending additional LSBs of the UTC based counter in discovery messages
	Qualcomm
	approved
	-
	-

	S3-160270
	Update of IOPS Annex
	Nokia Networks, Alcatel-Lucent, Qualcomm, General Dynamics UK Ltd.
	agreed
	S3-160085
	-

	S3-160271
	IOPS conclusion update
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	agreed
	S3-160220
	-

	S3-160272
	Reply to: Reply LS for request for clarifications for WLAN deployments for LWA
	Alcatel-Lucent
	approved
	-
	-

	S3-160273
	Security Solution to support LWA
	Alcatel-Lucent, Nokia Networks, Intel,Ericsson
	agreed
	S3-160150
	-

	S3-160274
	Reply to: Reply LS to S3-152467 on IPsec tunnelling mechanism for LTE-WiFi aggregation
	Alcatel-Lucent
	approved
	-
	-

	S3-160275
	Reply to: LS on IPsec tunnelling mechanism for LTE-WiFi aggregation
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-160276
	Adding a Type of Personal Data
	China Mobile Com. Corporation
	approved
	S3-160120
	-

	S3-160277
	CR for LWIP Security Support
	Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Boradcom,Ericsson
	agreed
	S3-160159
	-

	S3-160278
	Study on Next Generation Security Enablers
	Ericsson, AT&T, BT Group, Telstra
	agreed
	S3-160231
	-

	S3-160279
	Preventing unauthorized modification of user data
	China Mobile Com. Corporation, Huawei
	approved
	S3-160107
	-

	S3-160280
	Applying authenticated encryption to cellular IOT
	China Mobile Com. Corporation
	approved
	S3-160105
	-

	S3-160281
	Comparison of authenticated encryption
	China Mobile Com. Corporation
	approved
	S3-160106
	-

	S3-160282
	New solution on GIA to LLC binding  
	Ericsson LM
	approved
	S3-160182
	-

	S3-160283
	New solution on implementation of the integrity protection in the LLC layer  
	Ericsson LM
	approved
	S3-160183
	-

	S3-160284
	pCR to TR 33.860
	Gemalto N.V.
	approved
	S3-160141
	-

	S3-160285
	Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things
	Ericsson LM, Nokia Networks, Alcatel-Lucent, Huawei, HiSilicon, Telia Sonera, Orange
	agreed
	S3-160189
	-

	S3-160286
	pCR on bidding down in the context of enhanced GPRS security 
	Nokia Networks, Alcatel-Lucent, Huawei
	approved
	S3-160166
	-

	S3-160287
	Proposal for pre-normative text for EASE_EC_GSM on ciphering and integrity mode negotiation 
	Nokia Networks, Ericsson, Alcatel-Lucent, Huawei
	approved
	S3-160169
	-

	S3-160288
	A method to activate integrity protection of user data.
	Huawei, HiSilicon, Nokia Networks, Alcaltel-Lucent
	approved
	S3-160218
	-

	S3-160289
	pCR on indicator for using enhanced GPRS security in a mixed environment
	Nokia Networks, Alcatel-Lucent, Huawei
	approved
	S3-160164
	-

	S3-160290
	Reply-LS on enhanced GPRS in relation to Cellular IoT
	Ericsson LM
	approved
	S3-160186
	-

	S3-160291
	LS on New GPRS algorithms for CIoT
	Ericsson LM
	approved
	S3-160187
	-

	S3-160292
	Latest draft TR 33.860
	Rapporteur (Ericsson)
	approved
	-
	-

	S3-160293
	pCRs on conclusion for TR 33.860
	Ericsson
	approved
	-
	-

	S3-160294
	cover sheet TR 33.860
	Rapporteur (Ericsson)
	approved
	-
	-

	S3-160295
	Last draft TR 33.863
	Rapporteur (Vodafone)
	approved
	-
	-

	S3-160296
	Way forward for MCPTT
	CESG
	noted
	-
	-

	S3-160297
	Resulting solution (TR 33.879)
	CESG
	approved
	-
	-

	S3-160298
	Resulting solution (TS 33.179)
	CESG
	approved
	-
	-

	S3-160299
	Draft TR 33.879
	Rapporteur (CESG)
	approved
	-
	-

	S3-160300
	Draft TS 33.179
	Rapporteur (CESG)
	approved
	-
	-

	S3-160301
	pCR to TR 33.863: Sec.5.3 VPLMN Support
	Alcatel-Lucent, Nokia Networks
	approved
	S3-160064
	-

	S3-160302
	pCR to TR 33.863 - resolution of Editor's Note in clause 6.2.3
	Nokia Networks, Alcatel-Lucent
	approved
	S3-160171
	-

	S3-160303
	Removal of Editor’s Note in Section 6.3.2.1 of 33.863
	TNO
	approved
	S3-160072
	-

	S3-160304
	pCR to 33.863 – Introducing user plane security protocol
	Juniper Networks
	approved
	S3-160058
	-

	S3-160305
	End-to-end addition for solutions 1 and 2
	TNO
	approved
	S3-160077
	-

	S3-160306
	pCR to TR 33.863 - adds conclusion section contents
	VODAFONE Group Plc
	approved
	S3-160008
	-

	S3-160307
	Cover sheet TR 33.863
	Rapporteur (Vodafone)
	approved
	-
	-

	S3-160308
	Add NB-IoT keys and processes
	Nokia Networks, Alcatel-Lucent
	agreed
	S3-160223
	-

	S3-160309
	Sample New SID on security aspects of Next Generation Systems
	Huawei, HiSilicon
	withdrawn
	-
	-

	S3-160310
	New SID NextGen
	Vice Chair (NTT-Docomo)
	withdrawn
	-
	-

	S3-160311
	Clarify the meaning of delay in 5.2.3.4.3.3 and 5.2.3.4.5
	Huawei, HiSilicon
	approved
	S3-160198
	-

	S3-160312
	IOPS update to evaluation clause 8.1
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	agreed
	S3-160221
	-

	S3-160313
	IDENTITY based key management for S_MIME
	Alcatel-Lucent,Nokia Networks, Motorola Solutions
	approved
	S3-160102
	-

	S3-160314
	pCR for clarification in 5.2.3.2.2 Protecting data and information – unauthorized viewing
	NTT DOCOMO INC.
	approved
	S3-160215
	-

	S3-160315
	pCR for clarification in 5.2.3.2.3 Protecting data and information in storage
	NTT DOCOMO INC.
	approved
	S3-160216
	-

	S3-160316
	SCAS: pCR to TS 33.117 v110, clause 5.2.3.4.3.1 "Password Structure"
	Nokia Networks, Alcatel-Lucent
	approved
	S3-160228
	-

	S3-160317
	pCR to TS 33.117 v110, clause 5.2.3.4.3.2 "Password Changes"
	Nokia Networks, Alcatel-Lucent
	approved
	S3-160139
	-

	S3-160318
	Adding Two Types of Mitigation Techniques
	China Mobile Com. Corporation
	approved
	S3-160117
	-

	S3-160319
	Minutes Joint meeting SA3/CT1
	MCC
	noted
	-
	-

	S3-160320
	Question for SA3 on HTTP infrastructure
	C1ah-160084
	noted
	-
	-

	S3-160321
	CT1 Question for SA3
	C1ah-160078
	noted
	-
	-

	S3-160322
	INFORMATION: MCPTT server role in TS 24.379
	C1ah-160046
	noted
	-
	-

	S3-160323
	Security Event Log pre-condition 
	Huawei, Hisilicon 
	approved
	S3-160098
	-

	S3-160324
	SCAS: Mapping TR.33.806 Annex D.4.3.4 test case to TS’s.   
	Alcatel-Lucent
	approved
	S3-160054
	-

	S3-160325
	SCAS: Mapping TR.33.806 Annex D.4.3.2.x test cases to TS’s
	Alcatel-Lucent
	approved
	S3-160055
	-

	S3-160326
	Status of SCAS requirements vs test cases in TS 33.117
	Alcatel-Lucent, Nokia Networks
	noted
	S3-160056
	-

	S3-160327
	Proposal for text for the assets of generic network product
	Huawei, HiSilicon
	approved
	S3-160066
	-

	S3-160328
	Proposal for text for the generic network product class description and definition of generic network product
	Huawei, TELECOM ITALIA S.p.A.
	approved
	S3-160226
	-

	S3-160329
	Proposal for text for Network Product Class description for the MME
	Huawei, TELECOM ITALIA S.p.A.
	approved
	S3-160227
	-

	S3-160330
	Draft TS 33.117
	Rapporteur (NTT-Docomo)
	approved
	-
	-

	S3-160331
	Draft TR 33.926
	Rapporteur (Huawei)
	approved
	-
	-

	S3-160332
	LS on status of SCAS documents
	NTT-Docomo
	approved
	-
	-

	S3-160333
	Some Security Requirement Supplement when Collecting PII
	China Mobile Com. Corporation
	approved
	S3-160121
	-

	S3-160334
	pCR to TR 33.849
	Gemalto N.V.
	approved
	S3-160136
	-

	S3-160335
	Clean-up and conclusions of Privacy Subscriber Impact Study
	TNO, Nokia Networks, TeliaSonera, Alcatel Lucent
	approved
	S3-160073
	-

	S3-160336
	Draft TR 33.849
	TNO
	approved
	-
	-

	S3-160337
	LS clarifications on RRC Resume
	Alcatel-Lucent
	approved
	-
	-

	S3-160338
	Adding Key Issue on Spatial Replay for ProSe Discovery
	Ericsson LM
	approved
	S3-160162
	-

	S3-160339
	Draft TR 33.833
	Rapporteur(Qualcomm)
	approved
	-
	-

	S3-160340
	LTE-V key issue about V2X communication security
	HUAWEI,HiSilicon
	approved
	S3-160042
	-

	S3-160341
	Key issue of authorization of LTE-V2X service in the MNO network
	Huawei, HiSilicon
	approved
	S3-160093
	-

	S3-160342
	Key issue of V2X entities secure environment
	Huawei, HiSilicon
	approved
	S3-160190
	-

	S3-160343
	draft TR 33.885
	Rapporteur (Huawei)
	approved
	-
	-

	S3-160344
	Cover sheet TR 33.879
	Rapporteur (CESG)
	approved
	-
	-

	S3-160345
	Cover sheet TS 33.179
	Rapporteur (CESG)
	approved
	-
	-

	S3-160346
	SA3 meeting calendar
	MCC
	noted
	S3-160004
	-

	S3-160347
	Work Plan Input from Rapporteurs
	ETSI
	noted
	S3-160041
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-160151
	Resynchronisation mechanism in GBA push
	Ericsson
	33.223
	0029
	-
	Rel-13
	F
	TEI13
	revised

	S3-160256
	Resynchronisation mechanism in GBA push
	Ericsson
	33.223
	0029
	1
	Rel-13
	B
	eProse-EXT-SA3
	agreed

	S3-160177
	Security for UE-to-network relay communications
	QUALCOMM Incorporated
	33.303
	0089
	3
	Rel-13
	B
	eProSe-Ext-SA3
	revised

	S3-160255
	Security for UE-to-network relay communications
	QUALCOMM Incorporated,Ericsson
	33.303
	0089
	4
	Rel-13
	B
	eProSe-Ext-SA3
	agreed

	S3-160184
	Protection for restricted discovery to reduce processing at the monitoring UE-side
	Qualcomm Incorporated
	33.303
	0099
	1
	Rel-13
	C
	eProSe-Ext-SA3
	revised

	S3-160266
	Protection for restricted discovery to reduce processing at the monitoring UE-side
	Qualcomm Incorporated
	33.303
	0099
	2
	Rel-13
	C
	eProSe-Ext-SA3
	agreed

	S3-160044
	Clarification  on authorisation check in the Public Safety Discovery and correction to  Figure 6.6.4.1-1
	Huawei, HiSilicon
	33.303
	0109
	-
	Rel-13
	F
	eProse-EXT-SA3
	revised

	S3-160261
	Clarification  on authorisation check in the Public Safety Discovery and correction to  Figure 6.6.4.1-1
	Huawei, HiSilicon
	33.303
	0109
	1
	Rel-13
	F
	eProse-EXT-SA3
	agreed

	S3-160046
	Corrections to 6.1.3.4.2.2 
	Huawei, HiSilicon
	33.303
	0110
	-
	Rel-13
	F
	eProSE-Ext-SA3
	revised

	S3-160263
	Corrections to 6.1.3.4.2.2 
	Huawei, HiSilicon
	33.303
	0110
	1
	Rel-13
	F
	eProSE-Ext-SA3
	agreed

	S3-160071
	Adding timer to TS 33.303 one-to-one communication
	TNO
	33.303
	0111
	-
	Rel-13
	B
	eProSe-Ext-SA3
	not pursued

	S3-160095
	Configuration of not applying confidentiality protection in one-to-one communication
	Huawei, Hisilicon
	33.303
	0112
	-
	Rel-13
	F
	eProse-EXT-SA3
	revised

	S3-160096
	Configuration of security parameters for group member discovery and one-to-one communication
	Huawei, Hisilicon
	33.303
	0113
	-
	Rel-13
	F
	eProse-EXT-SA3
	not pursued

	S3-160097
	PDCP security header for signalling before the security is established in one-to-one communication
	Huawei, Hisilicon
	33.303
	0114
	-
	Rel-13
	F
	eProse-EXT-SA3
	merged

	S3-160257
	Configuration of not applying confidentiality protection in one-to-one communication
	Huawei, Hisilicon
	33.303
	0114
	1
	Rel-13
	F
	eProse-EXT-SA3
	agreed

	S3-160100
	Security Key Agreement for  ProSe UE-2-UE Direct Communication
	Intel Corporation (UK) Ltd
	33.303
	0115
	-
	Rel-13
	B
	eProSe-EXT-SA3
	revised

	S3-160258
	Security Key Agreement for  ProSe UE-2-UE Direct Communication
	Intel Corporation (UK) Ltd
	33.303
	0115
	1
	Rel-13
	B
	eProSe-EXT-SA3
	agreed

	S3-160108
	Adding DOS resist requirement
	China Mobile Com. Corporation, ZTE Corporation
	33.303
	0116
	-
	Rel-13
	B
	eProSE-Ext-SA3
	not pursued

	S3-160109
	Clarification in 6.1.3.3.1
	China Mobile Com. Corporation, ZTE Corporation
	33.303
	0117
	-
	Rel-13
	F
	eProSE-Ext-SA3
	revised

	S3-160264
	Clarification in 6.1.3.3.1
	China Mobile Com. Corporation, ZTE Corporation
	33.303
	0117
	1
	Rel-13
	F
	eProSE-Ext-SA3
	agreed

	S3-160116
	modifications on the figure of flows for securing model B restricted discovery
	ZTE Corporation
	33.303
	0118
	-
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-160118
	security requirements of ProSe direct discovery
	ZTE Corporation
	33.303
	0119
	-
	Rel-13
	F
	eProSe-Ext-SA3
	revised

	S3-160265
	security requirements of ProSe direct discovery
	ZTE Corporation
	33.303
	0119
	1
	Rel-13
	F
	eProSe-Ext-SA3
	agreed

	S3-160119
	overview of ProSe direct discovery in network coverage
	ZTE Corporation
	33.303
	0120
	-
	Rel-13
	F
	eProSe-Ext-SA3
	not pursued

	S3-160144
	Correction to fig F.4-1
	Alcatel-Lucent, Nokia Networks
	33.303
	0121
	-
	Rel-13
	F
	eProSe-ext-SA3
	agreed

	S3-160156
	Sending Remote UE identity from Relay to MME
	Ericsson
	33.303
	0122
	-
	Rel-13
	F
	-
	withdrawn

	S3-160185
	Protection of public safety restricted discovery 
	Qualcomm Incorporated
	33.303
	0123
	-
	Rel-13
	C
	eProSe-Ext-SA3
	revised

	S3-160262
	Protection of public safety restricted discovery 
	Qualcomm Incorporated
	33.303
	0123
	1
	Rel-13
	C
	eProSe-Ext-SA3
	agreed

	S3-160188
	Providing details of the replay protection and XML signalling for public safety discovery
	Qualcomm Incorporated
	33.303
	0124
	-
	Rel-13
	C
	eProSe-Ext-SA3
	agreed

	S3-160196
	Open Issue of Tunnelling Attacks
	Ericsson LM
	33.303
	0125
	-
	Rel-13
	B
	eProSe-Ext-SA3
	not pursued

	S3-160197
	Specifying the derivation of KD-sess for ProSe one-to-one communications
	Qualcomm Incorporated
	33.303
	0126
	-
	Rel-13
	C
	eProse-EXT-SA3
	revised

	S3-160259
	Specifying the derivation of KD-sess for ProSe one-to-one communications
	Qualcomm Incorporated
	33.303
	0126
	1
	Rel-13
	C
	eProse-EXT-SA3
	agreed

	S3-160210
	Removal of public safety media security from TS 33.303
	CESG
	33.303
	0127
	-
	Rel-13
	C
	eProSe-Ext-SA3
	revised

	S3-160260
	Removal of public safety media security from TS 33.303
	CESG
	33.303
	0127
	1
	Rel-13
	C
	eProSe-Ext-SA3
	agreed

	S3-160149
	Clarifying terms related to RA and CA in TS 33.310
	Nokia Networks, Alcatel-Lucent, Deutsche Telekom
	33.310
	0084
	-
	Rel-13
	F
	TEI13
	revised

	S3-160251
	Clarifying terms related to RA and CA in TS 33.310
	Nokia Networks, Alcatel-Lucent, Deutsche Telekom
	33.310
	0084
	1
	Rel-13
	F
	TEI13
	agreed

	S3-160007
	CR to 33.401 to add NB-IoT keys and processes
	VODAFONE Group Plc
	33.401
	0564
	-
	Rel-13
	B
	CIoT
	revised

	S3-160223
	Comments on S3-160007 CR to 33.401 to add NB-IoT keys and processes
	Nokia Networks, Alcatel-Lucent
	33.401
	0564
	1
	Rel-13
	B
	CIoT
	revised

	S3-160308
	Add NB-IoT keys and processes
	Nokia Networks, Alcatel-Lucent
	33.401
	0564
	2
	Rel-13
	B
	CIoT
	agreed

	S3-160051
	CR to 33.401 to add LWA solution
	BlackBerry UK Limited
	33.401
	0565
	-
	Rel-13
	B
	LTE_WLAN_radio-Core
	revised

	S3-160254
	CR to 33.401 to add LWA solution
	BlackBerry UK Limited
	33.401
	0565
	1
	Rel-13
	B
	LTE_WLAN_radio-Core
	not pursued

	S3-160085
	Update of IOPS Annex
	Nokia Networks, Alcatel-Lucent, Qualcomm, General Dynamics UK Ltd.
	33.401
	0566
	-
	Rel-13
	F
	FS_IOPS_Sec
	revised

	S3-160270
	Update of IOPS Annex
	Nokia Networks, Alcatel-Lucent, Qualcomm, General Dynamics UK Ltd.
	33.401
	0566
	1
	Rel-13
	F
	FS_IOPS_Sec
	agreed

	S3-160145
	CR UP based enhanced AS Solution
	Alcatel-Lucent, Nokia Networks
	33.401
	0567
	-
	Rel-13
	B
	CIOT
	postponed

	S3-160150
	Security Solution to support LWA
	Alcatel-Lucent, Nokia Networks, Intel
	33.401
	0568
	-
	Rel-13
	B
	LTE_WLAN_radio-Core
	revised

	S3-160273
	Security Solution to support LWA
	Alcatel-Lucent, Nokia Networks, Intel,Ericsson
	33.401
	0568
	1
	Rel-13
	B
	LTE_WLAN_radio-Core
	agreed

	S3-160158
	Security aspects of LTE-WLAN aggregation
	Ericsson LM
	33.401
	0569
	-
	Rel-13
	B
	LTE_WLAN_radio-Core
	merged

	S3-160159
	CR for LWIP Security Support
	Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Boradcom,
	33.401
	0570
	-
	Rel-13
	B
	LTE_WLAN_radio_legacy-Core
	revised

	S3-160277
	CR for LWIP Security Support
	Alcatel-Lucent, Nokia Networks, AT&T, Sprint, Intel, Boradcom,Ericsson
	33.401
	0570
	1
	Rel-13
	B
	LTE_WLAN_radio_legacy-Core
	agreed

	S3-160160
	Security for RRC suspend and resume 
	Ericsson
	33.401
	0571
	-
	Rel-13
	B
	-
	revised

	S3-160213
	Security for RRC suspend and resume 
	Ericsson
	33.401
	0571
	1
	Rel-13
	B
	CIOT
	postponed

	S3-160212
	Introduction of LWIP securirty solution
	Ericsson LM
	33.401
	0572
	-
	Rel-13
	B
	LTE_WLAN_radio_legacy-Core
	merged

	S3-160220
	IOPS update to evaluation section 8.1
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	33.897
	0001
	-
	Rel-13
	F
	FS_IOPS_Sec
	revised

	S3-160271
	IOPS conclusion update
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	33.897
	0001
	1
	Rel-13
	F
	FS_IOPS_Sec
	agreed

	S3-160221
	IOPS conclusion update
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	33.897
	0002
	-
	Rel-13
	F
	FS_IOPS_Sec
	revised

	S3-160312
	IOPS update to evaluation clause 8.1
	Nokia Networks, Alcatel-Lucent, General Dynamics UK Ltd.
	33.897
	0002
	1
	Rel-13
	F
	FS_IOPS_Sec
	agreed

	S3-160122
	Mandatory support for enhanced GPRS security in an IoT MS
	TeliaSonera AB
	43.020
	0035
	-
	Rel-13
	B
	EASE_EC_GSM
	not pursued

	S3-160189
	Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things
	Ericsson LM
	43.020
	0036
	-
	Rel-13
	B
	EASE_EC_GSM
	revised

	S3-160285
	Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things
	Ericsson LM, Nokia Networks, Alcatel-Lucent, Huawei, HiSilicon, Telia Sonera, Orange
	43.020
	0036
	1
	Rel-13
	B
	EASE_EC_GSM
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-160019
	
	LS on MCPTT Group Management Parameters
	C1-160622
	replied to
	S3-160238

	S3-160020
	
	Reply LS on RCC.14 Device Management Protocol
	C1-160761
	noted
	

	S3-160021
	
	LS on Remote UE identities available to the UE-to-Network Relay UE
	C1-160763
	replied to
	S3-160252

	S3-160022
	
	Reply-LS on enhanced GPRS in relation to Cellular IoT
	C1-160767
	replied to
	S3-160290

	S3-160023
	
	LS on progress of the work on Diameter Base Protocol Update
	C4-152375
	noted
	

	S3-160024
	
	LS on extension to field length of PDCP Sequence Number
	R2-156977
	noted
	

	S3-160025
	
	Reply LS for request for clarifications for WLAN deployments for LWA
	R2-157123
	replied to
	S3-160272

	S3-160026
	
	Reply LS to S3-152467 on IPsec tunnelling mechanism for LTE-WiFi aggregation
	R2-157126
	replied to
	S3-160274

	S3-160027
	
	LS on WLAN mobility set configuration for LWA
	R3-152905
	noted
	

	S3-160028
	
	Liaison Statement to 3GPP regarding RCC.14 device management protocol for IMS Voice configuration
	GSMA RILTE
	replied to
	S3-160237

	S3-160029
	
	LS on S1 signalling solutions for non-NB-IoT UEs
	RP-152296
	noted
	

	S3-160030
	
	Reply LS on V2X message characteristics
	S1-154509
	postponed
	

	S3-160031
	
	LS on New WI on LTE-WLAN RAN Level Integration supporting legacy WLAN
	S2-154407
	noted
	

	S3-160032
	
	LS on IPsec tunnelling mechanism for LTE-WiFi aggregation
	S2-154408
	noted
	S3-160275

	S3-160033
	
	LS on Mobile Equipment Identity Signalling over WLAN
	S2-154415
	noted
	

	S3-160034
	
	Reply LS on ProSe UE Relaying Support
	S2-154426
	noted
	

	S3-160035
	
	Reply LS on proposed extension to GUSS to include AS address
	S2-154450
	noted
	

	S3-160036
	
	Reply LS on NBIFOM Clarifications
	S2-154459
	noted
	

	S3-160037
	
	LS to WGs on Application Architecture related SI/WI proposals not related to Critical Communications
	SP-150848
	noted
	

	S3-160038
	
	LS on CT4 assumptions on AAA-1, MCPTT-2 and CSC-13 reference points
	C4-160019
	noted
	

	S3-160075
	
	LS on questions on NB-IoT
	R3-160135
	noted
	

	S3-160229
	
	LS on GSM LI Specification Withdrawal
	SA3-LI
	noted
	

	S3-160230
	
	LS on impact on S8HR of regulations implementing WTO GATS Annex on Telecommunications
	SA3-LI
	noted
	

	S3-160234
	
	Reply LS on RCC.14 Device Management Protocol
	S4-160158
	noted
	

	S3-160236
	
	Reply LS to CT4 LS on progress of the work on Diameter Base Protocol Update
	S5-161308
	noted
	

	S3-160243
	
	Response to LS on questions on CIoT
	S2-160906
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-160235
	LS to SA on request of MCC support
	SA
	SA3-LI
	

	S3-160237
	Reply to: Liaison Statement to 3GPP regarding RCC.14 device management protocol for IMS Voice configuration
	GSMA RILTE,CT1
	SA2,SA4
	S3-160028

	S3-160238
	Reply to: LS on MCPTT Group Management Parameters
	CT1,SA6
	-
	S3-160019

	S3-160252
	Reply to: LS on Remote UE identities available to the UE-to-Network Relay UE
	CT1
	SA3-LI
	S3-160021

	S3-160269
	LS on sending additional LSBs of the UTC based counter in discovery messages
	CT1
	-
	

	S3-160272
	Reply to: Reply LS for request for clarifications for WLAN deployments for LWA
	RAN2,RAN3
	SA2
	S3-160025

	S3-160274
	Reply to: Reply LS to S3-152467 on IPsec tunnelling mechanism for LTE-WiFi aggregation
	RAN2,RAN3
	-
	S3-160026

	S3-160290
	Reply-LS on enhanced GPRS in relation to Cellular IoT
	CT1
	GERAN
	S3-160022

	S3-160291
	LS on New GPRS algorithms for CIoT
	ETSI SAGE
	-
	-

	S3-160332
	LS on status of SCAS documents
	GSMA FSAG SECAG
	-
	

	S3-160337
	LS clarifications on RRC Resume
	RAN2,SA2
	-
	


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-160278
	Study on Next Generation Security Enablers
	Ericsson, AT&T, BT Group, Telstra
	SID new
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