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Abstract of the contribution: The contribution discussed the choice of encryption algorithms in minimal security capability of Cellular IoT UEs. A pCR for the living document is also proposed.
1 Analysis
The living document of Cellular IoT (S3-142566) mentioned that:

‘It is believed that restricting the choice of encryption algorithms for Cellular IoT UEs to GEA3 and GEA4, while forbidding the use of GEA0 (NULL encryption), GEA1, and GEA2, would vastly improve the security level for Cellular IoT UEs, compared to current GPRS security.’
GEA0 was ruled out from the allowed encryption algorithm list for cellular IoT UEs. However, in some countries, cipher is turned off in GPRS network, i.e., GEA0 is the only algorithm which is allowed to be used in these countries. If GEA0 is forbidden to be used for Cellular IoT UEs, Cellular IoT service cannot be deployed in these countries. And if roaming case is in scope of cellular IoT, cellular IoT UEs cannot access the network when they roamed to the countries where GEA0 is the only allowed encryption algorithm.

Based on the above analysis, it is proposed to include GEA0 in the allowed encryption algorithm list.
2 Proposal
We kindly ask SA3 to accept the following PCR to living doc S3-142566.
******************************************Begin of the First change*************************************************

4.2 Strong encryption

Requirements in TS 43.020: As opposed to the situation in the CS domain, the encryption algorithms GEA1, GEA2 have not been made public, so we cannot point to any public sources about the strengths of these algorithms. But GEA1 is believed so weak that its implementation in mobile stations has been prohibited in TS 43.020. GEA2 and GEA3 are mandated for all 2G UEs, GEA4 is permitted by TS 43.020.
Although GEA0 cannot provide confidentiality, it is the only allowed encryption algorithm in some GPRS networks. In order that IoT services can be deployed in these GPRS networks, GEA0 has to be included in the allowed algorithm list for Cellular IoT UEs.
The use of GEA4 requires the use of UMTS AKA, cf. section 4.1. GEA4 clearly is much stronger than GEA3, due to its key length of 128 bits. On the other hand, there are currently no network deployments of GEA4, to our knowledge. This may make it difficult to mandate the use of GEA4 from the start of Cellular IoT. But it is also likely that the 64 bits of key length of GEA3 may become insufficient over the lifetime of a Cellular IoT terminal. 

It is believed that restricting the choice of encryption algorithms for Cellular IoT UEs to GEA0 (NULL encryption),  GEA3 and GEA4, while forbidding the use of GEA1, and GEA2, would vastly improve the security level for Cellular IoT UEs, compared to current GPRS security. 
Starting with GEA3 as the minimum encryption requirement can be justified, in our view, if a secure and automated means of instructing Cellular IoT UEs to use GEA4 from a certain point onwards is available. 

*******************************************End of the First change*************************************************
