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1. Introduction
This contributions aims to solve the following Editor’s Note in clause 6.3.2.2 of 3GPP TR 33.872
Editor’s Note: It is for ffs how user authentication and authorization in step 3 of the call flow works in IMS_WebRTC registration scenarios 2 and 3 when WWSF is authenticating the user. It is ffs whether the credentials used between WIC and WWSF can be re-used between user and authorization server for TURN.
2. Analysis 

There are two parts to this Editor Note:
1. It is for ffs how user authentication and authorization in step 3 of the call flow works in IMS_WebRTC registration scenarios 2 and 3 when WWSF is authenticating the user.
In the call flow depicted in Figure 6.3.2.2-1, “Implicit” grant type is used as an example to demonstrate how TURN authentication can be done using OAuth access token. In this grant type, the user is authenticated directly by the WAF and access token is directly provided to the WebRTC IMS Client (WIC) by the WAF. WWSF does not play any role in user authentication.

In IMS_WebRTC registration scenarios 2 and 3, WWSF authenticates the user only when “Client Credentials” grant type is used to obtain the access token from the WAF (Authorization server). In this grant type, WAF verifies that the WWSF, which is playing the role of an OAuth client, has the necessary credentials to obtain the access token. The user is not directly authenticated by WAF.  It is assumed that the WWSF has authenticated the user prior to sending the token request.
It is important to note that TURN authentication is required only at the time of placing the call. It is independent of the authentication process that happens at the time of IMS registration. It is also important to note that access token format for TURN authentication is not the same as what is used for user authentication during IMS registration. It based on a self-contained token format discussed in the IETF draft draft-ietf-tram-turn-third-party-authz-05. 
Let us suppose that “Client Credentials” grant is used for both IMS registration and for TURN authentication during call setup.

When “Client Credentials” grant type is used for TURN authentication, the resulting sequence of actions will be similar to registration scenarios 2 and 3 described above. The WWSF will perform the role of the OAuth client.  
1. When user initiates a WebRTC call, WWSF “may” decide to authenticate the user again via user’s “web credentials”.  The WWSF may decide to skip this step if it’s sign-in window for the WIC user is still active (from the registration cycle).
2. Once the user is successfully authenticated and appropriate authorization obtained from the user, the WWSF will request access token from the authorization server.
3. The authorization server (WAF) authenticates WWSF and issues TURN specific access token to it. 
4. WWSF provides WIC the access token, which is then used by WIC to authenticate with the TURN server.

Step 3 and 4 is optional if WWSF already has an access token available with it. 
Conclusion:

This Editor Note can be removed. It is also proposed that a new section be added to TR 33.872 describing TURN authentication when client credentials grant is used.
2. It is ffs whether the credentials used between WIC and WWSF can be re-used between user and authorization server for TURN.
When “Implicit grant type” is used in both IMS registration scenarios (scenarios 2 and 3) and OAuth based TURN authentication, user is authenticated directly with the authorization server in both cases. Same set of credentials, for ex., user’s web identity, can be reused for both IMS registration and TURN authentication. 

When “client credentials” is used, user authentication is peformed by the WWSF and not by the authorization server. The authorization server only authenticates the WWSF.

In both grant types described above, the authorization server (WAF) or WWSF, depending on the authorization flow used, authenticates the user via “web credentials”, i.e. credentials as commonly used for access to web based services, for example a username and password. 

Conclusion:
This Editor Note can be removed. 

3. pCR to TR 33.872
************* BEGIN CHANGES **************************

6.3.2.3
OAuth Client Credentials grant based TURN Authentication in WebRTC

Figure 6.3.2.3-1 illustrates aTURN authentication flow in IMS_WebRTC based on OAuth Client Credentials grant.

Following is the mapping of various roles in IMS_WebRTC when “Client Credentials” grant is used:

a) The Browser, executing ICE Agent on behalf of the WIC, is the TURN client.
b) The WWSF is the OAuth client (of confidential type)
c) The WAF is the authorization server that issues the access token to WWSF. 

d) The TURN server is the resource server that receives the access token from the TURN client.
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  Figure 6.3.2.3-1: TURN authentication based on OAuth Client Credentials grant
The details of the signalling flows are as follows:

0. WWSF registers with the WAF 

Before WWSF can request access to the protected resource in TURN server, it must first register with the WAF  associated with the TURN server. The field client_type is set as confidential.

In response, the WAF will assign a unique client ID and client password to the WWSF.

Step 0 is completed independently in advance of the following steps.
NOTE 1: The mechanism used by the WWSF to register with the WAF is at the discretion of the implementation and is outside the scope of 3GPP.
1. User clicks on a button to make a WebRTC call

The user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The browser downloads and initializes WIC from the WWSF. 

At some point in time the user clicks on a button to make a WebRTC call. 
NOTE 2: The WIC registers with the IMS through any of the registration scenarios specified in Annex X of TS 33.203 before the user places a call.
2. User authentication and authorization

WWSF authenticates the user and obtains authorization from the user to setup a WebRTC call. 
NOTE 3: WWSF should skip this step if it has authenticated and obtained user’s authorization during IMS registration, and IMS registration is still considered active.
3. Request Access token

WWSF starts the OAuth process. It issues HTTP GET to request access token from the OAuth server. It includes all the required parameters like registered client_id, client password, TURN server name in the aud parameter etc. The field grant_type is set to client_credentials.
4. WIC gets the access token

Authorization server authenticates the client (WWSF) and generates an access token and a session key. Access token is structured according to the format in RFC 7376 [6]. It contains a unique session key encrypted with the corresponding AS-RS key for the TURN server, and HMAC value of the encrypted portion of the token. 
The access token, session key and key identifier (kid) is returned back to the WWSF. The WWSF in turn provides these values to the WIC.
5. Configure RTCPeerConnection object in the browser
The WIC creates a WebRTC connection with RTCPeerConnection. 
The RTCPeerConnection interface is the WebRTC component (API) that handles efficient streaming of data between two peers. Following TURN related information is configured via this API - TURN Server URI, key id (as username), session key (as credential) and access token.
6. WebRTC uses TURN to obtain “relayed transport address” on the TURN server

NOTE 4: This step is executed by WebRTC API inside the browser and is outside the scope of 3GPP.   
The WebRTC API executing inside the browser uses TURN protocol draft-ietf-oauth-pop-architecture-00 [7] and TURN extensions for third party authorization RFC 7376 [6] to allocate and obtain “relayed transport address” from the TURN server. The TURN client uses access token and session key to authenticate itself with the server. 

All communication between the WIC and TURN server is now integrity protected with the session key.
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