3GPP TSG SA WG3 (Security) Meeting #78
S3-151159
Sorrento, Italy, 26 – 30 January 2015

revision of S3-151019
Source:
Ericsson
Title:
SCAS: Clarification/Improvements of traffic separation requirements
Document for:
Discussion/approval
Agenda Item:
7.11 Security Assurance Specification for 3GPP Network Products
Work Item / Release:
SCAS / Rel-13 
Abstract of the contribution: This contribution proposes to improve and merge the existing logging requirements and move the improved requirements to annex B.
1 Introduction 
This contribution proposes new requirement text (and test cases) for annex B for the traffic separation requirement. The requirement in section 6 (introduced at SA3#77 with a contribution from Ericsson) and the one in DT list (annex C) are overlapping and have been merged. Word comments are used to indicate how the requirements have been considered in annex B.
2 Discussion
The 2 requirements on traffic separation in clause 6.15 and Req 3.42-3 have been merged and added to annex B.
3 Proposals
As discussed in clause 2.
4 pCR 

***
BEGIN CHANGES
***
6.15 


Security requirements on MME traffic separation
-
Requirement Name: MME traffic separation of O&M traffic with control plane traffic 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support physical or logical separation of O&M and control plane traffic. See RFC 3871 [9] for further information. 
-
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References:  Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface, Security threats caused by lack of MME traffic isolation
-
Test Case: 
Alternative 1: Test case for logical separation
· Pre-conditions: The MME is powered on. And :
1) MME is located in a network and connected with one router.
2) The tester has known that VLAN1 is transferred management traffic and VLAN2 is transferred signalling traffic on MME.
· Steps taken to perform the test:
1) The tester uses a tool to capture package on the router’s port. The captured package id is set VLAN1 in the tool.
2) The tester uses a tool to capture package on the router’s port. The captured package id is set VLAN2 in the tool.
· Expected results:
1) When the captured package id is set VLAN1 in the tool, the tester captures only management package and does not capture signaling package.
2) When the captured package id is set VLAN2 in the tool, the tester captures only signaling package and does not capture management package.
Alternative 2: Test case for physical separation
· Pre-conditions: The MME is powered on. And :
1) MME is located in a network and connected with two routers (i.e. router1 and router2).
2) The tester has known that management traffics are transferred to router1 and signalling traffics are transferred to router2.
· Steps taken to perform the test:
1) The tester uses a tool to capture package on the router1’s port.
2) The tester uses a tool to capture package on the router2’s port.
· Expected results:
1) The tester captures only management package on the router1’s port and does not capture signaling package.
2) The tester captures only signaling package on the router1’s port and does not capture management package.
NOTE: This is a detailed requirement.
***
NEXT CHANGE
***
B.4.6
Network Devices
Editor’s note: relates to clause 7.3, 7.4, 7.5 and Req.s 3.42-1,3,4,5,6 from DT’s catalogue.  

B.4.6.1
Traffic separation

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:
The MME shall support physical or logical separation of O&M and control plane traffic. See RFC 3871 [9] for further information.

Threat References: Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface, Security threats caused by lack of MME traffic isolation
Security Objective references: tba.
Test case: tba
***
NEXT CHANGE
***
C.6.2.
System hardening


 Req 3.42-1            Any services and protocols that are not secure and not used must be disabled.

Many network devices offer services which may not be used in operator networks on account of known security vulnerabilities such as non-encrypted transmission or inadequate authentication, etc. These services must be completely disabled. The services not to be used are:

· FTP

· TFTP

· Telnet

· rlogin, RCP, RSH

· HTTP

· SNMPv1 and v2

· SSHv1

· TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)

· Finger

· BOOTP server

· Discovery protocols (CDP, LLDP)

· IP Identification Service (Identd)

· PAD

· MOP

As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be diverted to a port on which the encrypted HTTPS protocol is used.

Discovery protocols such as the Cisco Discovery Protocol (CDP) or the Link Layer Discovery Protocol (LLDP) must be completely disabled. These protocols may be used in well-founded, exceptional cases. However, it must be ensured that the protocols are only active on internal links. Discovery protocols must be disabled on interfaces to customers or devices.

Should additional services be available on a network devices, a check should be carried out in each case to establish whether the services are necessary for the operation of the network devices. Otherwise these services shall be dis­ abled.

Motivation: The protocols named display various security vulnerabilities. A large proportion of the protocol messages is transmitted in plain text, for example. An attacker who is able to record such communication is then able to obtain confidential data such as user names and passwords. Another vulnerability inherent in the aforementioned services is the susceptibility to denial-of-service attacks (DoS). These can be used by attackers to compromise network device availability.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Unauthorized use of services or resources

· Disruption of availability

· Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.42-3
            Management traffic must be separated from signalling and commercial traffic.

Data traffic for the management of a network device must be physically or logically separated from any other traffic. Physical separation is, for example, a separate dedicated interface via which the network device is connected to a sep­ arate management network. Logical separation can be achieved via VPNs or VLANs. In this case, traffic is transmitted within the same physical network as other traffic but is logically separate. Thus direct access to the management of the network device from the production network i.e., possible access by customers, is therefore prevented.

Motivation: The management services and traffic are an attractive target for attackers. By recording management traffic, an attacker may obtain important information which can be used to prepare and carry out attacks. Direct ac­ cessibility of the management services by customers or from within the Internet increases the risk of a successful at­ tack against a network device. Since system administration with high-level access rights normally takes place via such services, an attacker might compromise the entire network device via this and, in doing so, gain unauthorized access to the network device and any networks connected to it.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Disruption of availability


 Req 3.42-4            The accessibility of management services must be restricted to legitimate systems.

Access can be restricted, for example, through filters, access lists or a local firewall. The restriction must be as strict as posible.This means to host or network adresses to achive that the managment services can only be reached from legit­ imated systems.

Motivation: Management services enable access to network devices in order to perform operational tasks. In the event of a successful attack, an attacker may gain access to confidential information or even to the entire system. By restrict­ ing the accessibility to legitimate systems, the group of potential attackers can be reduced, and thus also the likeliness of a successful attack.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Disruption of availability


 Req 3.42-5            Management services must be permanently connected to an address.

The management services (e.g., SSH, HTTPS or SNMP) that are active on a network device must be permanently con­ nected to an address of the network device. Hence the required separation of management traffic from control and user traffic is the appropriate adress from the management address range. This ensures that the relevant traffic always comes from a fixed sender address and on the other side the management servicve can be reached under the same address at any time.

Motivation: Without the implementation of this measure, it cannot be clearly foreseen with which sender address pack­ ets of the management services of the network device are sent out or on which address management services are reachable. This causes a number of disadvantages. Thus recognition of attacks in logging and monitoring and the analysis of the data arising therefrom is made much more difficult. In addition, a permanent sender address is import­ ant for implementing filters and firewall rules and for checking the authenticity of keys and certificates when using cryptographic procedures to secure management services and traffic.

For this requirement the following threats are relevant:

· Denial of executed activities

· Attacks can go unnoticed


 Req 3.42-6            Unused interfaces must be disabled.

Unused interfaces of a network device shall be disabled. It must be assured that  interfaces remain inactive after a reboot.
Motivation: Unused interfaces are usually not taken into account in the configuration process of a network device. As a result, these interfaces are operated with the manufacturer’s default configuration. This may enable an attacker who has direct physical access to such a network device to gain unauthorized access to the system or to networks connec­ ted to it.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Disruption of availability

***
END OF CHANGES
***
�Covered by B.4.6.1


�Covers requirement in 6.15 and DT requirement 3.41-3


�Covered by B.4.6.1





