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1 Discussion
This contribution follows the approach described in TD S3-151026, adopts the template described in TD S3-151025 and proposes to add (to the new Annex D of TR 33.806) some new test cases of requirements already listed in Annex B. 

2 Concrete proposal 

++++ Beginning of first change ++++
B.3.3.2.2
Protecting data and information in storage

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

The following rules apply for: 

· Client systems: encryption or obfuscation of authentication data, no persistent storage, limitation of access rights.

· Server systems: hashing of authentication data with PBKDF (Password-based Key Derivation Function) like scrypt or bcrypt or when this is not possible hashes with salt
.

Editor’s note: The required level of detail is ffs.  

· Stored files: An example is the use of checksum or cryptographic methods to validate if e.g. firmware images, patches, drivers or kernel modules are free of manipulations
.
Security Objective references: tba.


++++ End of first change ++++
++++ Beginning of second change ++++
Annex D:
Requirements Test Cases
	Test ID: TC_STR_CRYPTO_ALGO_1

	

	Test Name: Strong approved cryptographic algorithms

	Requirements: 

 Requirements Reference-  Protecting data and information in storage

	Purpose:

	Verify that MME protects the storage of sensitive data via cryptographic algorithms and that these ones have been correctly selected and implemented

	Procedure and execution steps:
Pre-Conditions:

	· The vendor shall detail how sensitive information are stored.

· The vendor shall detail the list of cryptographic algorithm supported by the MME

· The vendor shall detail how random number are generated (e.g. the used number generator)

· The vendor shall detail the cryptographic utilities supported by the MME to verify, for example, the file integrity (e.g. openssl, sha256 command line utilities).

Execution Steps

Check, from documentation supplied by the vendor, that:

1. Only NIST approved algorithms are used (such as AES, RSA public key cryptography and SHA-256 or better for hashing) instead of proprietary encryption algorithms. 

2. Non-standard cryptographic implementations/libraries have been used 

3. Weak algorithms, such as MD5, DES/SHA1 are not used. 

4. NIST approved modes are used. For example CBC, CTR are modes of operation to provide confidentiality for AES, Triple DES, and CAST5.

5. Algorithms have been choosen in appropriate way

a. hash function are nout used for encryption  

b. encryption algorithm are not used for hashing 

6. An algorithm has not been used unappropriately

a. insecure encryption modes (AES EBC) 

b. Initial vector not randomly choosen

7. All random numbers are generated in a cryptographically strong fashion, especially those used for cryptographic parameters (keys, IV’s, MAC tags), random file names, random GUIDs, and random strings. 
a. Verify that poor random number generators are not used such as c: rand(), Java: java.util.Random().

b. Verify that a seed is used with the random number generator 

c. Verify that the seed change every time the random number generator is invoked    

8. Authenticated Encryption of data is used to assure confidentiality and also integrity and authenticity protection. Verify that checksumming techniques or appropriate encryption modes are used to validate if stored files are free of manipulations by means, fro example, command line utilities.

9. Verify that hashing of authentication data is impelemented using a PBKDF (Password-based Key Derivation Function) like scrypt or bcrypt or when this is not possible hashes with salt.

	Expected Results:

Only robust and public algorithms are used and they are implemented correctly.

	Expected format of evidence:

	NA 


	Test ID:TC_KEY_STORAGE_ENCR_1

	

	Test Name: Encryption key storage



	Requirements: 

 Requirements Reference-  - Protecting data and information in storage

	Purpose:

	Verify that the encryption keys are adequately protected and replaced in case where  a key is compromised

	Procedure and execution steps:
Pre-Conditions:
· The vendor shall detail how cryptographic keys are stored in the MME (e.g. which crypto algorithm is used, if the kye storage is password-protects an so on) 
· The vendor shall detail the concrete procedures to handle a key compromise
· The vendor shall detail if a key lifecycle is implemented and in this case shall detail how manage keys through the lifecycle
· The vendor shall detail the rules used to configure the passwords protecting the keys.

· The MME must be turned on

· The tester shall have the provileges to manage the MME key storage.
Execution Steps:
1. Verify that the cryptographic keys are protected as much as is possible with file system permissions. They should be read only and only the application  or users directly accessing them should have these rights. The tester should access to the MME with an user not privileged user and shall access to a key file unsuccefully.

2. Verify that, if a password is used to protect keys,the password strength is sufficient for the strength of the keys it is protecting. In particularThe tester shall define a password not matching the rules declared by the vendor.

3. The tester shall use an expired key for example to encrypt/decrypt a file

4. The tester shall try to renew a key and then try to reuse the old key. 

Editor’s Note:More tests can be added



	

	Expected Results:

Encryption keys are secure protected.

	Expected format of evidence:

	NA


	Test ID: TC_TMP_RST_STORAGE_1

	

	Test Name: Tamper-resistant storage

	Requirements: 

  Requirements Reference-  - Protecting data and information in storage

	Purpose:

	Verify that the system supplies utilities to detect tampering. In particular verify that The system can detect if:

· a file is tampered before its deployment (e.g. because the hash/checksum calculated on the received file does not match the original hash/checksum)

· a file stored is altered/tampered without changing the corresponding integrity check and eventually restore the file.

· the integrity checksum is improperly altered/tampered

	Procedure and execution steps:
Pre-Conditions:
•
The MME must be powered on.
· The tester shall have the privileges to deploy files to the MME

· One legal file named A and one illegal/tampered version of A (named B)  must be available.
· A tampered checksum of A must be available
•
The MME shall support utilites to verify the file integrity  (e.g gpg, openssl, sha256).

Execution Steps:
1. The tester logs into MME.

2. The tester uplods file A to the MME

3. Verify that  the file A is correctly deploed to the MME

4. The tester uplods file B to the MME

5. Verify that  the MME detects the tampred file B after its transfer is complete

6. The tester uplods file A with the wrong checksum to the MME

7. Verify that  the MME detects the invalid checksum of A after the file transfer is complete.

	

	Expected Results:
The system detect the tampering attempts



	Expected format of evidence:
Snapshot of each result

	


�copied from 3.01-7, 3rd para, unchanged. This covers 6.4, R2-3 and 6.8, R7-2d) as well. 


�taken from 3.01-7, 5th para. 


�Addressd within Annex D by TC_STR_CRYPTO_ALGO_1, TC_KEY_STORAGE_ENCR_1, TC_TMP_RST_STORAGE_1





