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Abstract of the contribution:
1
Introduction

In ProSe services, the one of the potential scenarios is EPC support for WLAN direct discovery and communication. Therefore, in this contribution security requirements for EPC support for WLAN direct discovery and communcation are suggested. 
2 
Proposal
The following text is proposed for inclusion in the TR 33.833 to support security protection for Proximity based Services WLAN direct communication which is supported by EPC. 
3
PCR 

*** 1st Change ***


5.x.y
Key Issue #x.y: Security for EPC support WLAN direct discovery and communication

5.x.y.1
Key issue details
The EPC support WLAN direct discovery and communication consist of the following procedures based on TS 23.303[20]. 

1. WLAN direct Group setup with assistance information from EPC 

2. WLAN direct group establishment and WLAN direct communication between UEs 

5.x.y.2
Security threats 

There are several threats to the communication between ProSe-enabled UEs and Prose Function, or  to the communication between ProSe-enabled UEs, such as eavesdropping and replay attack.

 5.x.y.3
Security requirements

Procedure 1 includes traffic between ProSe-enabled UEs and Prose Function, therefore the requirements for configuration of ProSe-enabled UEs shall be applied to this case. 

Procedure 2 includes traffic between the ProSe-enabled 
UEs, therefore, the communication data between ProSe-enabled UEs should be protected.

