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Abstract of the contribution: this contribution proposes an evaluation section to solution#6.2 description in section 6.1.2 of 3GPP TR 33.833
1. Introduction
This contribution provides an analysis of the solution#6.2 described in section 6.1.2 of TR 33.833 and proposes a section for evaluation of this solution. 
2. Analysis 

The solution described in section 6.1.2 aims to mutual authenticate the UE and ProSe Function and protect the reference point. But, GBA framework could also be used to protect the reference point between the UE and the ProSe Function. The ProSe Function would play the role of the NAF as defined in GBA framework specified in 3GPP TS 33.220. After the establishment of the NAF key (Ks_(ext/int)_NAF) between the UE and the ProSe function, PSK-TLS procedure could be performed between the UE and the ProSe function.  

The solution described relies on a direct interface between the ProSe Function and the HSS, and the usage of such a direct interface to the HSS was discussed several times in 3GPP SA3. When GBA was under definition several architectures were discussed and analyzed to lead to GBA architecture. HSS-related design guidelines for a security architecture was provided (cf SA3#29 meeting):
HSS-related design guidelines for a security architecture:

It is recommended that these guidelines are taken into account for all features currently being specified for 3GPP Release 6, and features in future releases. It is certainly not possible nor desirable to make any changes to earlier Releases. It is also clear that often a trade-off has to be made between these guidelines and other criteria, e.g. regarding service provision or the impact on other entities. However, it should be noted that the HSS is arguably one of the most valuable assets of an operator.

1.
The number of different types of interfaces to the HSS should be minimised in order to keep the complexity of the HSS low. This applies in particular to interfaces over which authentication vectors are retrieved from the HSS as they are highly security-critical.

2.
For reasons of HSS and AuC-performance, the overall number of authentication vectors requested from the authentication centre as well as the number of requests should be kept low. Mechanisms, which make economical use of authentication vectors, should be preferred. In particular, mechanisms, which avoid bursts in authentication vector requests, should be preferred.

3.
The number of nodes with access to authentication vectors should be limited in order to reduce the possibility of illegitimate access to authentication vectors.

4.
The number of authentication domains (e.g. CS and the PS domain, the IMS, 3G-WLAN interworking, presence and MBMS) as well as the number of nodes within a domain for which authentication vectors for one user are stored (e.g. 3GPP AAA servers) should be kept small. This is to avoid frequent re-synchronisation. Re-synchronisation problems do not occur if unused AVs are forwarded to other nodes where they are needed, as is the case e.g. with VLRs in the same PLMN. 

5.
Mechanisms should be designed in such a way that the effect of a compromise of authentication information in one authentication domain on other domains is minimised.

6.
Authentication information should be securely stored in nodes and securely transported between nodes.

Terminology: The notion of “authentication domain” is used here to denote a subsystem of a 3G network, which uses authentication vectors.

Following this HSS-related design guideline, the BSF was defined for GBA to avoid direct interface between a Application Servers and the HSS. 

Consequently, we propose to have a section in for this solution indicating that the use of direct access to the HSS should be avoided when an alternative solution, already specified, is available and fulfils the requirements. 

3. Proposal: pseudo-CR to 3GPP TR 33.833 on Security for ProSE

--------------------------------------------------------START of 1st CHANGE-----------------------------------------------------------

6.1.2
Solution #6.2: Security for configuration data transfer

6.1.2.1
General

This solution addresses key issue #1.1 in the current specification and and protects reference point PC3 in TR 23.303 [20]. The solution does hence not cover the case of provisioning ProSe APP configuration data directly from the ProSe APP server to the UE; a separate solution is needed to cover that case as well. This solution can solve the case when the ProSe APP server delegates the provisioning of its parameters to the ProSe Function. The ProSe APP server then transfers its ProSe APP configuration data to the ProSe Function over PC2, and the ProSe Function forwards also the ProSe APP configuration data to the UE over the PC3 reference points.

6.1.2.2
Overview of solution

The  UE is authenticated by using  Authentication and Key Agreement (AKA). The UE and ProSe Function are mutually authenticated using AKA procedures. After UE is authenticated, the reference point between UE and Prose Function is protected by IPSec. 

For Public-safety UEs that support certificates,  mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.

Editor’s note: Relationship between AKA and IPsec needs to explained. Applicability to visited networks is FFS.
6.1.2.3
Solution description: keys establishment procedure for PC3 
The ProSe function can interact with the HSS to retrieve the authentication data in order to authenticate the UE for ProSe service. The ProSe function retrieves the ProSe AV from the HSS and performs AKA with ProSe UE to share IK’||CK’ with the Prose UE, and uses the IK’||CK’ as the integrity protection and encryption keys needed for PC3 security protection.
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Figure 6.1.2.3-1: PC3 security protection keys establishment procedure
1, The ProSe UE sends its IMSI to the ProSe Function in the registration request message.

2, The ProSe Function includes UE’s IMSI and the ProSe Function’s ID in the ProSe authentication data request message to the HSS to retrieve the ProSe authentication vector.

3, After the HSS derives CK||IK, the HSS derives CK’||IK’ =KDF (CK||IK, Prose Function ID,SQN( AK).

4, The HSS sends the AV including CK’||IK’ to the ProSe Function.

5, The ProSe function sends ProSe authentication request to the ProSe UE,

6, The ProSe UE authenticates the network, derives CK||IK, and then the UE derives CK’||IK’=KDF(CK||IK, Prose Function ID,SQN( AK)

7, The ProSe UE sends ProSe authentication response to the ProSe function, which authenticates the UE.

8, The ProSe Function sends the registration response message.
Editor’s note: The Synchronization issue of the SQN and the HSS load are FFS.

Editor’s note: The Benefits of this solution need to be provided.

Editor’s note: The content of the AV needs to be provided.
6.1.2.4
Solution evaluation 
GBA framework could also be used to protect the reference point between the UE and the ProSe Function. The ProSe Function would play the role of the NAF as defined in GBA framework specified in 3GPP TS 33.220. After the establishment of the NAF key (Ks_(ext/int)_NAF) between the UE and the ProSe function, PSK-TLS procedure could be performed between the UE and the ProSe function. 
The solution described in this section relies on a direct interface between the ProSe Function and the HSS, and the usage of such a direct interface to the HSS was discussed several times in 3GPP SA3. When GBA was under definition several architectures were discussed and analyzed to lead to GBA architecture. HSS-related design guidelines for a security architecture was provided and the BSF (Bootstrapping Server Function) of GBA was created to avoid direct interface between Application Servers and the HSS. 
Direct access to the HSS should be avoided when an alternative solution, already specified, is available and fulfils the requirements. 

--------------------------------------------------------END of 1st CHANGE--------------------------------------------------------------

4. Conclusion

We kindly ask SA3 to review and agree this contribution. 

