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RAN sent an LS to SA3 in RP-140509 = S3-140725. This draft reply proposes answers to their questions
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RAN had the following action to SA3: 
TSG RAN kindly asks SA3 to confirm that there are no security issues with the signalling the IMEISV over S1 interface from the MME to the eNB.

SA3 would like to reply as follows: 

· The full IMEISV identifies an individual Mobile Equipment (ME).

· As the ME is often associated with a person over an extended period of time the full IMEISV also alllows identifying this person.

· The IMEISV therefore qualifies as privacy-sensitive data.

· As a general principle, the proliferation of privacy-sensitive data in a system should be avoided if the purpose of distributing this data in the system can be achieved by other means. 

· The LS states as the purpose of sending the IMEISV from the MME to the eNB “to treat problems with incorrect/ early implemented UEs”.

· SA3 kindly asks RAN and RAN3 to study further whether this purpose can be achieved by means other than sending the full IMEISV. The sending of the full IMEISV would be acceptable to SA3 only if it could be shown that no such other means were available. 

· Such possible other means raised in the discussion in SA3 included sending only the Type Allocation Code (TAC) and Software Version Number (SVN) parts of the IMEISV to the eNB, or sending only the TAC and SVN parts and some digits of the six-digit Serial Number (SNR) that may be required for identfying a particular terminal model. It would be sufficient to know which SNR digits are needed at maximum for identfying a particular terminal model. Only these would then be sent to the eNB. The latter would allow a rule in the MME that would not depend on the particular terminal model. 
· But SA3 acknowledges that a decision on which parts of an IMEISV would be sufficient to know for eNB for the intended purpose is outside the remit of SA3. It may be even outside the remit of 3GPP as it may be the responsibility of the GSMA. 
· Finally, SA3 would like to point to the ongoing “Study on Subscriber Privacy Impact in 3GPP” in SA3. This study shows the high importance SA3 attributes to privacy. The study is, however, in its initial phase. 
2. Actions:

To RAN and RAN3 groups
ACTION: 
SA3 kindly asks RAN and RAN3 to minimise the distribution of the IMEISV according to the intended purpose for privacy reasons and inform SA3 of any decision taken.
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