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1.
Discussion and proposal
SA3 received an LS from GSMA SG in S3-131048 informing us that the new NESAG GSMA subgroup will have the following scope of study:

“SG proposes that the administrative framework should study the following aspects:

· administrative structure and organisation

· 
accreditation process including scheduling, criteria and associated acceptable evidences to obtain accreditation (for development process and for testing labs)

· 
selection of partners and running of trials 

· 
dispute resolution process

· 
funding, operational capabilities and resources to maintain the related documentation”

NESAG proposes to take care of the writing of the requirements on the development process and the writing of the procedures to control these requirements. We believe that is an efficient approach to have these two activities under the control of the same body. Moreover, GSMA SG already holds an expertise on the accreditation and requirement aspects for secure development and lifecycle process in the UICC production site field.
Vendor development process and lifecycle management being a pretty “self-contained” area of requirements, it is likely that the requirements will be very similar whatever the network product class under consideration. There is thus only very little dependency with SA3 progress on the pilot network product class SAS. 

The current TR 33.805 put the responsibility of writing these requirements to SA3, we propose to update the TR 33.805 to endorse the proposal from GSMA SG and to inform them that we did so in the reply LS.
2.
pCR
********************** START OF FIRST CHANGE***************************
5.2.2.3
Vendor network product development and network product lifecycle management process document creation

Life cycle management consists in establishing discipline and control in the updates of network product during its development and maintenance. Life cycle management controls are important during normal improvement of network product as well as for vulnerability/security flaw remediation (documentation used to track vulnerability/security flaw, remediation procedure with relation to corrective actions for each identified the vulnerability/security flaw…). 
The vendor accreditation for network product development and network product life cycle management process will provide assurance for these aspects in SECAM.

Vendor network product development and network product lifecycle management process assurance requirements as well as related evaluation activities generic to all network product classes will be developed in a dedicated document. 
The requirements and evaluation activities for this task will be specified by the SECAM Accreditation Body; however Annex E of this document already provides an example set of requirements covering the four aspects below that could be included in the Vendor network product development and network product lifecycle management process assurance task:

-
Version and Configuration Management;
********************** END OF FIRST CHANGE***************************
********************** START OF SECOND CHANGE***************************
5.2.3.3
Audit and accreditation of Vendor network product development and network product lifecycle management process

The evaluation of the security relevant part of the Vendor network product development and network product lifecycle management process is done as part of the vendor accreditation process by the SECAM Accreditation Body. 
The network product development process and network product lifecycle management process document detailing the accreditation requirements and test cases is the one described in clause 5.2.2.3. 

The Vendor network product development and network product lifecycle management process assessment covers a Vendor's engineering processes and does not necessarily apply only to a single network product. That means that the results of one assessment may apply to more than one network product. The Accreditor mandated by the SECAM Accreditation Body should note in the accreditation where there is evidence to suggest that the scope of the validation is unlikely to apply to more than one network product.

Vendors can get their generic network product development and network product lifecycle management process or a subset of it accredited. A generic network product development and network product lifecycle management process is usually used during development of all or some products of the same Vendor. As different network product development and network product lifecycle management processes could be utilized within the organization of one Vendor, e.g. due to mergers or acquisitions, Vendors could obtain and hold accreditation for different generic network product development and network product lifecycle management processes.

Once the vendor gets accredited and as long as the accreditation has not expired, vendors are allowed to produce development process compliance declarations for the "network product development and network product lifecycle management process compliance validation" task (cf. 5.2.4.1) on their own.

At the beginning of a SECAM evaluation of a product, the Vendor will have to provide a development process compliance declaration to the compliance tester containing a rationale showing that the generic accredited process was effectively applied in the network product development and network product lifecycle management of the network product under evaluation (see 5.2.4.2 for details). 

NOTE 1: 
The requirements on the process and acceptable evidences ("test cases") as well as the definition of way to get an accreditation for these requirements is under the responsibility of the SECAM Accreditation Body which will have to deal with the cost/complexity/assurance trade-off. 
It should be avoided that vendors need to obtain a large number of accreditations for their network product development and network product lifecycle management process.

NOTE 2:
The Vendor is expected employ Industry related good working practices, aligned to the relevant parts of the ISO/IEC 27000 series. Although these areas will not be formally audited by the Accreditor mandated by the SECAM Accreditation Body, it is unlikely a Vendor would be able to provide satisfactory evidence for meeting the SECAM requirements without having such policies and working practices in place. Moreover, the test cases for the SECAM requirements are expected to leave room to the vendor to reuse evidences from these previous accreditations and thus reduce costs.

********************** END OF SECOND CHANGE***************************
*** NEXT CHANGE ****
5.2.8
Summary of SECAM deliverables

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	
	

	
	
	Security Assurance Specifications for the network product class listed in clause 4.4
	

	
	
	Test methodology and skills requirements
	

	
	
	Testing laboratories accreditation and monitoring rules
	SECAM Accreditation Body / GSMA

	
	
	Network product development and network product lifecycle management Process Assurance requirements
	

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Audit and accreditation
	Vendor network product development and network product lifecycle management process certificate

Security Compliance testing laboratories certificate

Basic Vulnerability Testing laboratories certificate

Enhanced Vulnerability testing laboratories certificate
	SECAM Accreditation Body / GSMA

	Evaluation
	SAS instantiation
	Instantiation of SAS
	Vendor

	
	Vendors Development process compliance
	For the accreditation:

Design documentation [free-form]

Operational guidance [free-form]

Version and configuration management plan [free-form]

Flaw remediation documentation [free-form]

Process to ensure code quality documentation [free-form]

Vendor's development sites protection [free form]

Before any network product evaluation:

Network Product Development and network product lifecycle management process self-evaluation report providing evidences that the network product was developed under the accredited process [free-form]
	

	
	Security compliance testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	Vendor or third-party



	
	Basic Vulnerability Testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	

	
	Enhanced Vulnerability Analysis
	Test procedures  [following Test methodology]

Test results [following SAS output format indications]
	

	Self-declaration
	Self-declaration
	Self-declaration
	vendor

	Monitoring, dispute resolution
	
	Informal guidance document. Accreditation revocation list
	SECAM Accreditation Body / GSMA

	Dispute resolution
	 -
	Operator claims


	


*** END OF CHANGES ***
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