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Abstract of the contribution: This contribution enhances solution 2 to mitigate against attacks on restricted discovery
Discussion
There is a need for additional details to be added to solution 2 for security of discovery. This contribution attempts to organize the solution into separate aspects and bring details on proposed solutions.

Solution description
Solution 2 of the TR briefly describes measures for mitigation against several attacks involving discovery identifiers. Herein we generalize this solution, provide more details,  and separate the mitigation from the risk in different sections.
It is proposed that SA3 accept the below pCR for inclusion into the TR.
It is further proposed to send an LS to RAN1 to ask about “system-time” parameters (see subclause 6.2.4 of the below pCR). A proposal for this LS is in S3-131093.

Proposed pCR
****** First Change *******
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

ProSe Discovery: a process that identifies that a UE that is ProSe-enabled is in proximity of another, using E-UTRA.

ProSe UE-to-Network Relay: is a form of relay in which a ProSe-enabled Public Safety UE acts as a communication relay between a ProSe-enabled Public Safety UE and the ProSe-enabled network using E-UTRA.

ProSe UE-to-UE Relay: is a form of relay in which a ProSe-enabled Public Safety UE acts as a ProSe Communication relay between two other ProSe-enabled Public Safety UEs.

ProSe-enabled UE: a UE that supports ProSe Discovery, ProSe Communication and/or ProSe-assisted WLAN direct communication.
ProSe UE Identity: A unique identity allocated by EPS which identifies the ProSe enabled UE. It can be assigned to a UE at any moment in time for a configurable duration, can be stored at the UE, but its value cannot be assigned by the user, and is subject to operator assignment and re-assignment.

ProSe Application Identity: An identity identifying application related information for the ProSe enabled UE. There can exist more than one ProSe Application Identities per UE.
ProSe Application Key: A key associated with a ProSe Application Identity, meant to be used for restricted discovery.
Proximity: proximity is determined ("a UE is in proximity of another UE") when given proximity criteria are fulfilled. Proximity criteria can be different for discovery and communication.

****** Next Change *******
6.2
Solution 2: Security for discovery

6.2.1
General

This solution addresses key issue 3 in the current document and is the security part of solution D1 in TR23.703 [4].

6.2.2
Tracking of UEs using restricted discovery identifiers

The risk of tracking of a UE by passive receivers in proximity exists if the same announced  ProSe identifier ( i.e., ProSe UE Identity or ProSe Application Identity) is sent OTA time and again in periodic announcements.
 To mitigate against this attack, and also against the attack of section 6.2.3, the ProSe identifiers announced/broadcasted over the air by a UE should change from announcement to announcement, in a manner not easily predictable by any passive receiver.  Naturally, given this is restricted discovery, the UEs that have been authorized to discover a UE are able to understand the next OTA ProSe identifier the UE in question uses.




6.2.3. Impersonation of/replay attacks on restricted discovery identifiers

The risk of impersonating a UE by passive receivers in proximity exists if the same announced  ProSe identifier ( i.e., ProSe UE Identity or ProSe Application Identity) is sent OTA time and again in periodic announcements. An announced ProSe identifier could thus be replayed by another UE at a later time.
To address the impersonation/replay attack risk, the same solution as for the tracking risk can be employed. Furthermore with restricted discovery, the ProSe Identifier will only be available to a known set of other users and hence could only be transmitted by such users. Hence amongst a set of trusted users, the risk of impersonation attacks (after aforementioned mitigation) is small. In addition, for some actions following discovery, e.g. ProSe communications, there may be some authentication signalling exchanged, whereby impersonation can be detected before any user data is actually exchanged.
6.2.4. Protecting restricted discovery identifiers
A class of solutions that readily suggest themselves involve using a fresh/non-repeatable known value in order to generate new and different ProSe identifiers used over the air (OTA) from the ProSe identifiers and/or ProSe Application keys given by the higher layers. Necessarily, the construction of OTA identifiers must be non reversible, i.e. a passive attacker should not be able to determine the underlying higher-layer ProSe identifier and/or ProSe Application key only from the knowledge of the OTA identifier.
The requirement on non-reversible construction of OTA IDs suggests using a one-way function. This can be applied for example at the MAC layer, taking input directly from the application. To summarize, the MAC layer should apply a one-way hash, such as HMAC-SHA1, to the ProSe ID and/or ProSe Application key from the application,  and only use its output for OTA announcements (the output is part of the discovery frame defined by RAN2). The inputs to this function depend on the next requirement.
The requirement on non-repeatability suggests using either an explicitly-sent or an implicitly-known fresh value. This value can be augmented with a “internal-clock” time value that each UE can be expected to have. Of course, this internal clock time value may be inaccurate but it can probably be assumed to be known within a reasonably short time, e.g. it could be synchronised via several means (e.g., as part of authorization to use discovery, via eNB configuration or even GPS signals). This internal clock can serve the purpose of ensuring non-repeataility of OTA information.
The MAC layer computes the information to be used in OTA announcements as follows:  Input to the hash function:  the ProSe ID provided by the application layer as cleartext input, and the fresh value mentioned above, padded with zeros, as key.
The following are options for the fresh value:
Option 1: Explicitly send a nonce. An announcing UE concatenates the OTA ProSe ID to a fresh nonce it generates for each announcement. The OTA ProSe ID is computed from the Application ProSe ID and/or ProSe Application key as follows:
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For a fixed OTA discovery frame, there is a trade-off between the size of the Nonce parameter and likelihood of collisions with other transmitted ProSe IDs. Replay protection in this case is provided by the “internal clock”.
Option 2: Use known system time data. What is broadcast over the air consists only of the output of the hash function,  and changes with system time.
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It is expected that a system time/counter(s) or another such value(s) are known to all UEs while in network coverage, as it is provided by the eNB(s) and are necessary for discovery to work in the first place. For Public Safety UEs out of coverage, some form of timing synchronization is required. This subject has been extensively discussed in RAN1, the current conclusion being that some timing information is available to UEs both in and out of coverage. 
Details on the availability and properties of system time or other like values are in scope of RAN1 and RAN2.

Editor’s note: This will need to be reviewed as the RAN groups make more progress on their work  

Editor’s note: Implications on time synchronization are FFS.
The receiver of such OTA ProSe ID must compare it to locally-generated OTA ProSe IDs corresponding to all the ProSe IDs/Keys that are of interest to that UE. The receiving UE has the exact same information to generate the OTA ProSe ID as the announcer UE (this includes Time values).
Editor Note: The benefits of the proposed solution should be weighed against the cost of increased computation at the receiver UE.
Editor Note: The overhead introduced by OTA ProSe ID and the Nonce Value in the discovery message needs to be considered against the size limit of the discovery message.
Given the advantage of Option 2, we propose to use this option, provided RAN1/RAN2 can provide suitable system time. 
Further refinements/clarifications will be added once RAN2 decides on the format/length of the discovery message, and RAN1 conveys system time details.
6.2.5 UE to UE authorization for restricted discovery

In restricted discovery, the ProSe identifier used by the UE to be discovered should only be meaningful to a select set of other UEs.

A simple way to achieve the access control required by restricted discovery involves obtaining ProSe IDs (that is, ProSe UE Identities, ProSe Application Identities, and/or ProSe Application Keys) for OTA announcements, and disseminating those only to the specified set of UEs. A network function provides a UE with the ProSe ID it can use to be discovered.  This ProSe ID is a sensitive parameter and may not/should not be correlated with the application user ID and/ or subscriber IDs. 
In order to revoke discovery access of a UE (e.g. “unfriend” operation in social networking applications), a new ProSe ID for that application can be obtained in the same way that the original ProSe ID was obtained, and then disseminated as before to all the UEs in the current set of authorized UEs – which obviously no longer includes the revoked UE. A periodic retrieval of the current ProSe IDs of the UEs of interest is necessary in order to ensure that the announcer and monitorer are in sync for discovery. 
There are several approaches to this dissemination operation. From SA3 perspective, the requirement is only that the process of dissemination should ensure that these sensitive parameters are not disclosed to untrusted third parties, since their knowledge constitutes a grant of access. 

****** End of Changes *******
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