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Abstract of the contribution:

This contribution proposes a security architecture for GCSE_LTE.  
1 Introduction
In TR 23.768 v0.4.1 an architecture diagram showing a composite view of different solutions is described. 
This document proposes corresponding the security architecture for GCSE_LTE for helping to analyse the security threats. It  is a merger of S3-130965 and S3-131106 and presents an overview to the security architecture. The figure shows a rather high level view of the corresponding security architecture for GCSE_LTE for helping to analyse the security threats and to simplify the contextual information. 
Since some architectural decisions in SA2 are not made yet, this picture allows defining several levels of zoom into the security architecture. When SA3 knows which security problems to tackle and which interfaces we have to look at in EPC etc., we just go deeper to those security-relevant functional entities with the relevant reference points (depending on the study case). 
2 Proposal

We kindly ask SA3 to accept the following merge of S3-130965 and S3-131106. 
******************************************Begin of First Change********************************************************
X Overview of Security Architecture
The GCSE_LTE security architecture described in Figure X is based on the system architecture given in TR 23. 768 and gives a high-level view for helping to analyse the security threats and to simplify the contextual information. 

Note, this figure allows defining several levels of zoom to the security-relevant functional entities with the relevant reference points depending on the overall architecture decisions taken in SA2.
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Figure X: Security architecture for GCSE_LTE composite view

The above figure defines the potential high level security architecture for GCSE_LTE. Five different areas are defined. 
A) 
Security for GCSE_LTE communication between the UE and 3GPP network can be further divided to:

A1)   Security for GCSE_LTE communication between the UE and E-UTRAN. Security for unicast delivery and multicast delivery should be considered separately.

A2)   Security for GCSE_LTE communication between the UE and EPC. 

A3)   Security for GCSE_LTE communication between the UE and MuSe. Only security for multicast delivery should be considered. BM-SC and MBMS-GW in the core network is used for MuSe in Rel-12.
B) 
Security for GCSE_LTE communication within MuSe, i.e., between the MBMS-GW and BM-SC in Rel-12. 

C) 
Security for GCSE_LTE communication between MuSe and GCSE AS, i.e., between the BM-SC and GCSE AS in Rel-12. 

D)
Security for GCSE_LTE communication between UE and GCSE AS. The interface between UE and GCSE AS is out of 3GPP scope in Rel-12.
E) Security for GCSE_LTE communication between 2 ProSe enabled public safety UE, one connected to the network (UE-to-Network-Relay) 

Editor’s Note: The area E) may be covered by ProSe TR and out of scope of the present document.

*****************************************End of First Change***********************************************************
