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Abstract of the contribution: Description of USAT-based pairing to restrict USIM to specific UEs in 3GPP TS 33.187 under the condition that this solution is selected. 
1. Introduction
This pseudo-CR to 3GPP TS 33.187 provides the description of USAT application pairing for USIM restriction to MTC Devices in case that 3GPP SA3 discussion during SA3#73 San Francisco meeting would conclude that UE-based security procedure with USAT application pairing should be specified. 
This description corresponds to the description given in 3GPP TR 33.868 for USAT application pairing.

3. Proposal pseudo-CR to TS 33.187 
************************************ START of 1st CHANGE *************************************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications (MTC)".

[3]
3GPP TS 23.682: “Architecture Enhancements to facilitate communications with Packet Data Networks and Applications”.

[4]
3GPP TS 29.368: "Tsp interface protocol between the MTC Interworking Function (MTC-IWF) and Service Capability Server (SCS)".

[5]
3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[6]
3GPP TS 23.142: "Value-added Services for SMS (VAS4SMS); Interface and signalling flow".

[xx]
3GPP TS 31.115: "Remote APDU Structure for (U)SIM Toolkit applications".
[xy]
3GPP TS 31.116: "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[yx]
ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications”.
[yy]
ETSI TS 102 226: "Smart cards; Remote APDU structure for UICC based applications”.
[zz]
3GPP TS 31.111: "Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)".
************************************ END of 1st CHANGE ***************************************

************************************ START of 2nd CHANGE *************************************

9
Security Procedures for Restricting the USIM to specific UEs

<This section specifies the security procedure for USIM binding to specific UEs>

9.1
UE-based procedure with USAT application pairing

USAT application pairing is successful when the IMEI or IMEISV retrieved from the terminal matches the value or the range of values the UICC is configured with. USAT application pairing fails if the terminal does not support USAT command PROVIDE LOCAL INFORMATION. After a UICC reset, the USIM shall have its PIN in a blocked state before USIM application selection. The PIN is unblocked and disabled after a successful USAT application pairing. An UE supporting USAT application pairing shall proceed to Profile download as specified in 31.111 [zz]. The USIM shall immediately send a proactive command PROVIDE LOCAL INFORMATION requesting the UE’s IMEI(SV). The UE shall then send the TERMINAL RESPONSE with its IMEI(SV) before starting USIM initialisation procedure.

The file EFIMEISV stores the IMEI(SV) or range of value to which the USIM is bound.

The file EFpairing stores the status of the last pairing check performed by the UICC. The UICC checks the combination of USIM and MTC ME and sets the status flag to “OK” in case of successful pairing check. The UICC also stores in the file EFpairing the IME(SV) value of the MTC ME. In case of unsuccessful pairing check, the USIM sets the status flag to “KO” and stores in the file EFpairing the IME(SV) value of the unauthorized MTC ME. 

The status flag of pairing check (with value “OK or “KO”) stored in the file EFpairing can be read by any terminal hosting the UICC. But, the IMEI(SV) value stored in the file EFpairing is protected by ADM right, only the operator can retrieve this information. The information stored in the file EFpairing  provide a mechanism to detect change of association between a USIM and a MTC ME. The information stored in the file EFpairing can be read out locally by the maintenance persons.

UICC OTA mechanism (as specified in 3GPP TS 31.115 [xx] / TS 31116 [xy] and ETSI TS 102 225 [yx] and TS 102 226 [1yy]) is used to update the file EF IMEISV stored in the USIM. This mechanism provides dynamic management of the pairing to change the allowed combinations of USIM and MTC ME(s) by adding or removing authorized IMEI(SV) values or IMEI(SV) ranges the file EF IMEISV. 

************************************ END of 2nd CHANGE ***************************************

