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Abstract of the contribution:
This contribution elaborates on the use of signing proxies. This is not a new solution, rather the use of signing proxies was first described when evaluating the NAS-based solution, cf. clause 8.3.4. In other parts of the TR, the possibility of their use is only briefly mentioned in clauses 6.1, 6.2, and Annex B. It is, however, important to understand that the use of signing proxies is by no means limited to a particular root key distribution solution. Signing proxies are therefore described in more detail, and in a way independent of the root key distribution solution, below. The companion pCR in S3-131074 compares their use to the implicit certificate approach in solution 6.
Start of pCR
*********************************************

7.x The use of signing proxies
The possibility of the use of signing proxies is briefly mentioned in clauses 6.1, 6.2, and Annex B. It is described in some more detail when evaluating the NAS-based solution in clause 8.3.4, cf. in particular Figure 8.3.4.1, but in terms particular to this root key distribution method. However, the use of signing proxies is by no means limited to a particular root key distribution solution. Signing proxies are therefore described in more detail, and in a way independent of the root key distribution solution, in this subclause. 

Function of a PWS signing proxy
A PWS signing proxy (SP) is an entity in the domain of a PWS regulator that signs PWS warning messages on behalf of CBEs. I.e. when the CBE wants to send a warning message, and the regulator enables PWS security in his domain, the CBE sends the warning message to the SP, the SP applies a digital signature and forwards the signed message to the CBC for distribution to UEs. 

Number of PWS signing proxies per regulatory domain
In principle, there is no limitation from a conceptual point of view. But, for the concept to be useful, the number would have to be as small as the number of root keys that can be practically distributed to UEs in a regulatory domain and can be stored by UEs (including low-end phones). Here, a root key is a public key used by the UE to verify signatures applied by a signing proxy. As the limiting factor is the number of (public, private) key pairs, signing proxies that are physically separate entities, e.g. for redundancy or load balancing purposes, but share the same (public, private) key pair are counted as one for this consideration.  

Interfaces of a PWS signing proxy

The SP has interfaces with CBEs and CBCs. 

· The interface between SP and CBE needs to be integrity-protected and provide message origin authentication so as to prevent unauthorized entities from generating warning messages that the SP would sign and forward. This could result in a UE accepting false warning messages even if PWS security was enabled in the UE. 

· The interface between SP and CBC needs to be integrity-protected and provide message origin authentication so as to prevent unauthorized entities from sending warning messages through the operator network to the UEs. The risk of an attack on the SP-CBC interface is a DoS attack on the operator network, but would not result in a UE accepting false warning messages when PWS security was enabled in the UE. 

Appropriate security measures on these interfaces could be e.g. IKE/IPsec with certificates or pre-shared keys, or physical security. The choice between certificates or pre-shared key would be up to the regulator and operator and may depend on the number of entities involved, which may greatly vary among regulatory domains. The certificates would be for use with IKE, i.e. be of type X.509. 

NOTE: The security requirements on any interface to a 3GPP network entity, e.g. the SP-CBC interface, is in scope of 3GPP specs, and there are examples in 3GPP specs that even security mechanisms are in scope, cf. e.g. the Tsp interface in MTC.

Signatures schemes that can be applied by a PWS signing proxy

The SP could use any signature scheme so that the resulting signature, together with further required security parameters, would fit to the maximum length available for security in a PWS message. 

Assume that 75 bytes is this maximum length. Then an ECDSA signature with a 128 bit security level would require a minimum of 512 bits (= 64 bytes) (cf. Table 6.2.4.1) and would fit into the maximum length. The remaining 11 (=75 ‑ 64) bytes should suffice to accommodate further security parameters such as PKID, timestamp, identifier for domain parameters (cf. clause 6.2.3.2), etc. 

As can be seen from the next paragraph, the reason for security information becoming short when using signing proxies is that you do not need any certificates as you distribute the public key used for verifying signatures generated by a signing proxy to UEs beforehand in the same way, in which you distribute CA root keys to UEs in the implicit certificate case.
No need for a Public Key Infrastructure with certificates when using a signing proxy
The SP would obtain a private key for signing from the regulator (or would generate a public-private key pair onboard). The corresponding public key for verifying the signatures would have to be distributed to the UE (let us call it a “raw” public key). No Certificate Authority (CA) issuing certificates would be required. 

The certificates potentially used for protecting the SP-CBC and SP-CBE interfaces are a different matter as they are standard technology used for IPsec VPNs.

Initial distribution of an SP public key to the UE
The problem of initial distribution of public keys to the UE is orthogonal to the question whether signing proxies are used. These methods include, but are not limited to:

· pre-installation of SP public keys globally available at manufacturing time with selective activation of the keys relevant for the home region afterwards, as already described for solution 6, 

· installation when the UE is first taken into use as described for solution 7, 

· OTA to the UICC as described in solution 8. 

· NAS-based scheme as described in solution 3.

Update and revocation of an SP public key
There are at least two ways of achieving this: 

· The same method as for initial public key distribution is used. 

· A different method is used. Again, such a method could be identical to one described in the context of other solutions in clause 7 of the present TR, e.g. one could use a special type of warning messages like for the implicit certificate approach, cf. clause 7.6.2. 
Signing proxies and support for roaming

This depends on the root key distribution method. If this method allows support for roaming without the use of signing proxies, it also will when signing proxies are used. 
Architectural aspects from operator point of view 
With the use of SPs, an operator network would have only a very small number of entry points from the regulatory domain that would need to be protected, namely the SP-CBC interfaces. Without a signing proxy, these entry points would consist in all CBE-CBC interfaces, of which there could be very many. 

NOTE: Of course, one could funnel all traffic from CBEs to CBCs through a hub in the regulator’s domain. The hub would just forward all signed warning messages transparently. The CBC would have a protected interface only with such a hub. But, if such architecture was envisaged anyway, then there would be no good architectural reason why this hub could not also assume the role of a signing proxy. 

Architectural aspects from regulator point of view 

In order to avoid signing proxies becoming bottlenecks or single points of failure, signing proxies could be made physically redundant while sharing the same (public, private) key pair. Sufficient performance of such distributed signing proxies would have to be ensured. The distributed signing proxies would have to be tightly secured. 

Further security impact on the operator network
There is none, apart from protecting the entry points. Just like with the implicit certificate approach, the use of SPs with ECDSA is transparent to the network if a root key distribution method is chosen that is transparent to the network. 

Further security impact on the regulator domain
CBEs need to be secured with the signing proxy approach so that it can be ensured that only authorised CBE entities can send warning messages to a signing proxy. 

Trust considerations

With the signing proxy approach, the CBEs, and associated agencies, in a regulatory domain need to trust the signing proxies, and the body operating them. 
Key management effort for the regulator
When using signing proxies secure distribution of the public keys generated by the small number of signing proxies is required.
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