3GPP TSG SA WG3 (Security) Meeting #73
S3-131072
4 – 8 November, 2013; San Francisco, USA
revision of S3-13abcd
Source:
Nokia Corporation, NSN
Title:
PWS security: notes on PWS signing proxies
Document for:



Discussion




Agenda Item:
7.10 PWS 
Work Item / Release:
Rel-12
Abstract of the contribution:
A PWS signing proxy is an entity in the domain of a PWS regulator that signs PWS warning messages on behalf of CBEs. Signing proxies were first described, without much detail, in the context of the NAS-based solution.  The present discussion paper motivates two companion pCRs in S3-131073 and S3-131074. These pCRs describe the use of signing proxies independent of the root key distribution scheme and compare it to the use of implicit certificates, respectively. 
Overview  
This contribution elaborates on the use of signing proxies. They were first described when evaluating the NAS-based solution in clause 8.3.4, cf. in particular Figure 8.3.4.1 reproduced below. In other parts of the TR, the possibility of their use is only briefly mentioned in clauses 6.1, 6.2, and Annex B. It is, however, important to understand that the use of signing proxies is by no means limited to a particular root key distribution solution. Signing proxies are therefore described in more detail, and in a way independent of the root key distribution solution, below. 
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From TR 33.869, Figure 8.3.4.1: Complexity of Multiple CBEs vs. Signing proxy
In the present discussion paper, we present the use of signing proxies as a complement or an alternative to the implicit certificate approach in solution 6. The reason for security information becoming short when using signing proxies is that you do not need any certificates as you distribute the public key used for verifying signatures generated by a signing proxy to UEs beforehand in the same way, in which you distribute CA root keys to UEs in the implicit certificate case. Both approaches have in common that they can satisfy the most stringent requirement on the maximum length of PWS security information appended to a warning message, which is 75 bytes (cf. clause 6.2.7). We are not aware of any other approaches that would be able to do so, when the number of CBEs in a domain is greater than the number of root keys that can, in practice, be distributed to UEs; this justifies comparing the use of signing proxies with the implicit certificate approach in this paper. 
NOTE: When the number of CBEs in a regulatory domain or MME domain is large, and neither implicit certificates nor signing proxies are used, then the number of CBE public keys that have to be distributed to UEs becomes similarly large, which is likely to be impractical for two reasons: first, low end phones may have difficulties with storing large numbers of root keys; second, the complexity of root key distribution, updating and revocation grows with the number of root keys, even if root keys are pre-installed in the UE at manufacturing time. 
We assume that there is only a small number of signing proxies per regulatory domain. In this way, only this small number of public keys per regulatory domain would have to be distributed to the UEs for verifying signatures applied by a signing proxy in that domain. Additionally, one public key on the UE for verifying signatures on key update and key revocation messages sent to the UE may be required.
In comparison, the implicit certificate approach requires a similar number of CA root keys per regulatory domain to be distributed to the UEs. This implies that our proposed use of signing proxy can employ the same methods for distributing the related public keys to the UE that the implicit certificate approach employs for the distribution of root keys to the UE. 
The use of signing proxies would have the following benefits (as shown in this paper below):
· No dedicated Public Key Infrastructure required for the purpose of PWS security;

· More flexibility in the use of signature algorithms; 
· in particular the use of the more mainstream ECDSA would become possible (signature length 64 bytes);
· more space would be available for security parameters sent in addition to the signature (11 bytes when ECDSA signature is used)
· Higher security level: 128 bit level with ECDSA compared to 112 bit level with implicit certificates.   
We believe it makes sense to leave the decision between the implicit certificate approach and the signing proxy approach currently open in 3GPP because

· the differences between the two approaches largely affect the regulator’s domain and not the operator’s domain; 
· there are no requirements for the regulator’s domain today;

· different regulators may want to make different choices in the future.

Detailed Description: 

What is a PWS signing proxy?
A PWS signing proxy (SP) is an entity in the domain of a PWS regulator that signs PWS warning messages on behalf of CBEs. I.e. when the CBE wants to send a warning message, and the regulator enables PWS security in his domain, the CBE sends the warning message to the SP, the SP applies a digital signature and forwards the signed message to the CBC for distribution to UEs. 

How many PWS signing proxies are there per regulatory domain?
In principle, there is no limitation from a conceptual point of view. But, for the concept to be useful, the number would have to be as small as the number of root keys that can be practically distributed to UEs in a regulatory domain and can be stored by UEs (including low-end phones). Here, a root key is a public key used by the UE to verify signatures applied by a signing proxy. As the limiting factor is the number of (public, private) key pairs, signing proxies that are physically separate entities, e.g. for redundancy or load balancing purposes, but share the same (public, private) key pair are counted as one for this consideration. 

What interfaces does a PWS signing proxy have?

The SP has interfaces with CBEs and CBCs. 
· The interface between SP and CBE needs to be integrity-protected and provide message origin authentication so as to prevent unauthorized entities from generating warning messages that the SP would sign and forward. This could result in a UE accepting false warning messages even if PWS security was enabled in the UE. 
· The interface between SP and CBC needs to be integrity-protected and provide message origin authentication so as to prevent unauthorized entities from sending warning messages through the operator network to the UEs. The risk of an attack on the SP-CBC interface is a DoS attack on the operator network, but would not result in a UE accepting false warning messages when PWS security was enabled in the UE.

Appropriate security measures on these interfaces could be e.g. IKE/IPsec with certificates or pre-shared keys, or physical security. The choice between certificates or pre-shared key would be up to the regulator and operator and may depend on the number of entities involved, which may greatly vary among regulatory domains. The certificates would be for use with IKE, i.e. be of type X.509. 
NOTE: The security requirements on any interface to a 3GPP network entity, e.g. the SP-CBC interface, is in scope of 3GPP specs, and there are examples in 3GPP specs that even security mechanisms are in scope, cf. e.g. the Tsp interface in MTC.
What signatures schemes can be applied by a PWS signing proxy?

The SP could use any signature scheme so that the resulting signature, together with further required security parameters, would fit to the maximum length available for security in a PWS message. 

Assume that 75 bytes is this maximum length. Then an ECDSA signature with a 128 bit security level would require a minimum of 512 bits (= 64 bytes) (cf. TR 33.869, Table 6.2.4.1) and would fit into the maximum length. The remaining 11 (=75 - 64) bytes should suffice to accommodate further security parameters such as PKID, timestamp, identifier for domain parameters (cf. TR 33.869, 6.2.3.2), etc. 
How does the security level of a PWS signing proxy using ECDSA compare to that of the implicit certificate approach?

As shown in the preceding entry, ECDSA 
with a 128 bit security level would be possible to be used with a SP. According to NIST, applying systems with a 128 bit security level is acceptable up to, including and beyond 2031, cf. TR 33.869, table 6.2.4.1. In order to meet the length constraint of 75 bytes, the implicit certificate approach has to rely on a 112 bit security level, cf. clause 7.6.3.3, for which, according to NIST, applying is acceptable until 2030, disallowed in 2031 and beyond.
Note that it is still ffs, whether 75 bytes is indeed the maximum size available for PWS security parameters appended to a warning message.  
Would a Public Key Infrastructure with certificates be required for PWS security when using a signing proxy?

No, the SP would obtain a private key for signing from the regulator (or would generate a public-private key pair onboard). The corresponding public key for verifying the signatures would have to be distributed to the UE (“raw” public key). No Certificate Authority (CA) issuing certificates would be required. 
The certificates potentially used for protecting the SP-CBC and SP-CBE interfaces are a different matter as they are standard technology used for IPsec VPNs.

How would an SP public key be initially distributed to the UE?
The problem of initial distribution of public keys to the UE is orthogonal to the question whether signing proxies are used. Any method that could be used for distributing root keys to UEs in the implicit certificate scheme could also be used for distributing SP public keys. These methods include, but are not limited to: 
· pre-installation of SP public keys globally available at manufacturing time with selective activation of the keys relevant for the home region afterwards, as already described for solution 6, 
· installation when the UE is first taken into use as described for solution 7, 
· OTA to the UICC as described in solution 8. 
· NAS-based scheme as described in solution 3.

How would an SP public key be updated or revoked?
There are at least two ways of achieving this: 
· the same method as for initial public key distribution is used, 
· special types of warning messages are used, quite similar to what has been proposed for the implicit certificate approach, cf. clause 7.6.2. In this case, the new public key would be carried in the payload (non-security part) of the warning message, while the signature would be applied by the entity responsible for public key updates, e.g. an SP dedicated to public key updates. 
The public key needed for verification of signatures on public key update messages by this dedicated SP would have to be initially distributed to the UE in addition to the public key(s) needed for verification of signatures on warning messages. The public/private key pair for key update messages can be expected to be long-lived as it will be rarely used. One could also require, again similar as in solution 6, that a UE accepts a new public key only after it successfully received two key update messages, one signed by this SP dedicated to key update messages and one signed by an SP for warning messages. 
In a similar way, a compromised key could be revoked using special types of warning messages. A key update message and a revocation message could also be combined into one message, i.e. when a new key is broadcast an old key is revoked in the same message. 
Both, key update messages and revocation messages, would have to be repeated at regular intervals so that a maximum number of UEs has a chance to receive them. 
NOTE: With the implicit certificate approach, the compromise of a private key in one CBE puts the integrity of the whole PWS in that regulatory domain at risk because a UE will accept any warning message signed by any of the CBEs in the domain. Hence, this approach also requires separate revocation messages in the case of a key compromise in one CBE so as to ensure that the compromised key cannot be used by an attacker to create false warning messages throughout the remaining lifetime of that key. It must also be ensured that the compromised key cannot be used by an attacker to revoke valid keys of other CBEs. It is true, though, that new public CBE keys do not need to be distributed separately, but are distributed together with the warning message. However, the distribution of new CA root keys does require separate messages. 
Does the SP approach support roaming?

It does in the same way as the implicit certificate approach: assume that public keys globally available are installed in the ME at manufacturing time. Then all those public keys, for which roaming with respect to PWS security is to be enabled, could be activated when a UICC is inserted. 

NOTE: For both the implicit certificate approach and the SP approach, a compromise of any key in any of the roaming areas would put all other roaming areas at risk unless special countermeasures (like network-independent location verification) are adopted. 
Architectural aspects from operator point of view - low number of entry points to the network
With the use of SPs, an operator network would have only a very small number of entry points from the regulatory domain that would need to be protected, namely the SP-CBC interfaces. Without a signing proxy, these entry points would consist in all CBE-CBC interfaces, of which there could be very many. (Remember that it was mentioned in SA3 discussions that the number of CBEs could be a three- or even four-digit number.)

NOTE: Of course, one could funnel all traffic from CBEs to CBCs through a hub in the regulator’s domain. The hub would just forward all signed warning messages transparently. The CBC would have a protected interface only with such a hub. But, if such architecture was envisaged anyway, then there would be no good architectural reason why this hub could not also assume the role of a signing proxy. 

Architectural aspects from regulator point of view 

As already mentioned above, signing proxies could be made physically redundant while sharing the same (public, private) key pair. Sufficient performance of such distributed signing proxies would have to be ensured. The distributed signing proxies would have to be tightly secured, of course, but the same is true for CBEs, and, given the small number of signing proxies compared to that of CBEs, this task would be far less burdensome than that of securing the CBEs.  
Further security impact on the operator network
There is none, apart from protecting the entry points. Just like with the implicit certificate approach, the use of SPs with ECDSA is transparent to the network if a root key distribution method is chosen that is transparent to the network. 

Further security impact on the regulator domain
With the implicit certificate approach, a compromise of a single CBE’s private key would suffice for an attacker to generate false warning messages accepted by all UEs in the regulatory domain as observed above. With potentially thousands of CBEs, the likelihood of a compromise of one of them is certainly greater than that of compromising a very small number of signing proxies. It is true, though, that CBEs need to be secured also with the signing proxy approach so that it can be ensured that only authorised CBE entities can send warning messages to a signing proxy. A detailed analysis comparing these two risks is FFS.
Trust considerations

With the implicit certificate approach, all CBEs, and associated agencies, in a regulatory domain need to trust a central certification authority (CA). This is true even for otherwise unrelated agencies in a regulatory domain, e.g. a large country. If each agency operated their own CAs, the purpose of minimising the number of CA root keys to be distributed to the UEs could not be achieved. With the signing proxy approach, the CBEs, and associated agencies, in a regulatory domain need to trust the signing proxies, and the body operating them. The difference between the two approaches hence lies not so much in the trust required in a central entity, but in the way of communicating with that central entity (only when keys and implicit certificates are distributed vs. always when warning message are to be signed). 
Key management effort for the regulator
With any approach, the regulator would have to secure the interfaces from the CBEs, probably with some sort of VPN, and provide the corresponding credentials to the CBEs. This is, however, standard IT technology. With the implicit certificate approach, however, the Certificate Authority of the regulator would have to generate implicit certificates on the signing keys of the CBEs, which is an additional effort and not standard IT technology. Furthermore, especially when the number of CBEs becomes relatively large, automated means of securely distributing the implicit certificates from the CA to the CBEs would have to be established. This CBE-related extra effort is not present in the signing proxy approach where only secure distribution of the public key for the small number of signing proxies is required .
  Do we propose a new solution for the TR?
This actually is not a new solution, but it is only made clear that the signing proxies that have been spelled out in conjunction with the NAS-based solution are in fact independent of any root key distribution method. Therefore, in our two companion pCRs, we propose to lift signing proxies from the context of the NAS-based solution and describe them in some more detail. We find the use of signing proxies attractive especially, but not only, when there are severe limitations on the warning message length. In such circumstances, they are, in particular, an alternative to using implicit certificates. 

The differences between the two approaches, implicit certificates and signing proxies, largely affect the regulator’s domain and not the operator’s domain, but there are no regulatory requirements currently available that would allow 3GPP to decide between the implicit certificate approach and the use of signing proxies. Furthermore, different regulators may want to make different choices in the future. Furthermore, from a security point of view, cryptographic diversity is desirable. Therefore, the TR should include an approach that allows the use of different cryptographic mechanisms while complying with the most stringent length requirements.  These are reasons for considering implicit certificates and signing proxies as alternatives or as complementary approaches in PWS security.
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