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Abstract of the contribution:

It needs to be analysed, what is the security impact of joining and leaving a group service.
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X.1
Key Issue #X:   Join or Leave a group

X.1.1
Key issue details

If a Public Safety enabled UE wants to join a GCSE group service it will register and authenticate in order to receive a group key. If a UE leaves a group, the group owner may want to update the key for the group members.  
X.1.2
Threats 

If a group member leaves the group, the rest of the group may not want the leaving member to gain access to any group communication anymore. If the leaving group member has still access to the group key it may tap and/or mis-use the broadcast information. The dispatcher of the group may not be aware of a member dropping out of the group if this happens without deregistration.

X.1.3
Security requirements

Editor’s Note: The following is FFS

A UE may not be allowed to follow any further traffic. Depending on the use case, if the group needs to establish a new group key or whether they do not care, if a member leaves the group communication as long as the member still belongs to the greater public safety community.

Efficient mechanisms to change a group key should be in place.
X.1.4
Solutions

Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
X.1.5 
Evaluation

