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Abstract of the contribution: 

Security credentials need to be allocated and stored in the UE. It needs to be analysed if security credentials created by the GCSE AS can use a similar security design as MBMS for secure storage.
pCR 
X.1
Key Issue #?: Securing keys in the UE

X.1.1
Key issue details

Security credentials need to be allocated and stored in the UE. Currently it is unclear, how a potential application layer solution could look like, i.e. how key management is done and how security credentials are managed. We explain here, how MBMS secures keys in UEs. 

It needs to be analysed if security credentials created by the GCSE AS can or should use a similar security design as MBMS for secure storage. 
MBMS background information on storage of security credentials:

TS 33.246 [7], Section 4.1.3:

UE includes a secure storage (MGV-S). This MGV-S may be realized on the ME or on the UICC. The MGV-F is implemented in a protected execution environment to prevent leakage of security sensitive information such as MBMS keys.  MGV-S stores the MBMS keys and MGV-F performs the functions that should not be exposed to unprotected parts of the ME.
In particular in ME based key management it shall be ensured that the keys are not exposed to unprotected parts of the ME when they are transmitted from the UICC to the MGV-S or during the key derivations.
TS 33.246, Definitions:

MRK = MBMS Request Key: used to authenticate the UE to the BM-SC when performing key requests.
MSK = MBMS Service Key: The MBMS Service key that is securely transferred (using the key MUK) from the BM-SC towards the UE. The MSK is not used directly to protect the MBMS User Service data (see MTK).

MTK = MBMS Traffic Key: A key that is obtained by the UICC or ME by calling a decryption function MGV-F with the MSK. The key MTK is used to decrypt the received MBMS data on the ME.

MUK = MBMS User Key: The MBMS user individual key that is used by the BM-SC to protect the point to point transfer of MSK's to the UE.
NOTE:
When a UICC is used, the keys MSK and MUK may be stored within the UICC or the ME depending on the UICC capabilities. When a SIM card is used, the keys MSK and MUK are stored within the ME.

MSK and MUK need to be stored in non-volatile memory of the ME or UICC and never leave the storage area. MRK and MTK are accessibly by the ME.

X.1.2
Threats 

X.1.3
Security requirements

X.1.4
Solutions
Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
X.1.5 
Evaluation

