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Abstract of the contribution:

A Public Safety UE is illegitimately used. Threats are listed for this key issue.

pCR
X.1 
Key Issue #?: Illegitimate access to UE / compromised UE

X.1.1
Key issue details

Public Safety UEs are given to a closed group of users, which can form sub-groups by joining group services. An attacker could gain access to one of the UEs. It may be interesting to distinguish whether the UE is involved in a group service already or not. E.g. one group service member loses its Public Safety UE, which may be involved in a group communication. Since devices are used for critical communication, the locking mechanism may not be enabled. Or the attacker gains access to the UE remotely and manages, e.g., to install malware on the UE.
X.1.2
Threats 

Someone gets their hands on a GCSE UE (e.g. device stolen or found). The UE is unlocked:

· The illegitimate user may be able to listen to group communication.

· The illegitimate user may note down or hand over information listen to in a manual way.

· The illegitimate user could try to start joining a new group.

· The illegitimate user may be able to manipulate data, e.g. modify/send data talk under the wrong user identity (identity theft).

· The illegitimate user may access (media) data stored on the UE and/or may resend data to a different group (of un-authorized users).

· The illegitimate user may reverse engineer the software of the UE and/or may access information stored in hardware.

· The illegitimate user manages to install malware on the UE and, in this way, gains access to encryption keys and or cleartext. 

X.1.3
Security requirements

Editor’s Note: FFS if the following may result in requirements: The rest of the group should be affected as little as possible. Can other group members and/or the GCSE AS detect illegitimate access? What is the risk model on which requirements need to be based on?
X.1.4
Solutions
Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
X.1.5 
Evaluation

