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Abstract of the contribution:

This contribution analyzes the enhanced security in critical scenarios.
1 Introduction 
SA1 gives some use cases description in TS 22.468 [x]. In “what I see” use case, it illustrates a situation where a policeman shares multimedia content (video and/or picture) with all the members of a pre-defined group (including the dispatcher and group members in the field). Also, in “harmonized multi-agency use case”, groups of fire fighters, police and ambulance are involved.

The group communication in some critical scenarios related to personal safty, even national security, if these communication comprised by the attackers, it will take huge damage. Consequently, the enhanced security that provides a mechanism for a Group Member encypt their communications in critical scenarios may need to be considered (e.g. offer a group key in the communications).
This contribution analyzes the enhanced security in critical scenarios. We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
X. Key issue #X:
Enhanced Security in Critical Scenarios

X.1 Issue details
SA1 gives some use cases description in TS 22.468 [x]. In “what I see” use case, it illustrates a situation where a policeman shares multimedia content (video and/or picture) with all the members of a pre-defined group (including the dispatcher and group members in the field). Also, in “harmonized multi-agency use case”, groups of fire fighters, police and ambulance are involved.

X.2 Threats
The group communication in some critical scenarios related to personal safty, even national security, if these communication comprised by the attackers, it will take huge damage.The consequences of a data compromise may be much higher than general internet traffic.
X.3 Security requirements
Enhanced security that provides a mechanism for an encypted group communications in critical scenarios need to be considered.
Editor's Note: The following features may have to be looked at: encryption using group keys or full mesh p2p encryption, source origin authentication or group-MAC.

***
END OF CHANGES
***
