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Abstract of the contribution:

This contribution analyzes the threat of key issue ‘Decision point for using PtP and/or PtM’ and also with security requirements.
1 Introduction 
In TR 23.768 [x], key issue #1 describes the Group Privacy considerations for PtP/PtM decision. This contribution analyzes the threat of this key issue and also with security requirements.
We kindly propose SA3 to agree the following PCR.

2 pCR 

***
BEGIN CHANGES
***
X. Key issue #X: Decision point for using PtP and/or PtM

X.1 Issue details
In TR 23.768 [x], key issue #1 describes the Group Privacy considerations for PtP/PtM decision.
Some entity in the network needs to take account of the Group's privacy settings before deciding to use PtM, e.g. 

-
Whether to NEVER establish PtM for that group;

-
Whether to perform a "fast" PtM activation over a single DRX period thereby risking some mobiles not discovering the broadcast but minimising the time that PtM can be detected;

-
Whether there are no restrictions on PtM for that group.
X.2 Threats
These Group's privacy settings has to be indicated to the entity that makes the policy decision. This indication could be sent on application layer or within the 3GPP EPS layer. If this indication is compromised by the attacker (e.g. an authorised user in the EPS network but that is not a member of the certain group) during transmission or when it is stored, the functionality/availability of Group communication will be degraded. For example, an attacker A is in the same cell (or just geographically closes) to those members who are in the Group 1. In order to get higher service experience of network, A impersonates the dispatcher of Group 1 and indicates to the application layer/the 3GPP EPS layer that Group 1 “NEVER establish PtM”. And then, the Group 1 will not receive any PtM resource before Group 1 awarded of that. 

Another threat related to privacy is that an NSPS group may not want to disclose its presence in a certain area. For example, a police investigation - or the life of policemen - may be endangered if criminals are able to detect that a group of police officers are present in a certain area.
X.3 Security requirements
The authenticity and integrity of signalling related to a Group's privacy settings must be guaranteed.
It must be possible to configure the PtM settings in the entities capable of PtM transmission in a way that minimizes the exposure of the groups’ presence. For example, the settings could be pre-configured.
Editor's Note: These security requirements may apply more generally and need to modify/update when the work progresses.
***
END OF CHANGES
***
