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Abstract of the contribution:

This contribution analyzes the key issue – privacy vs.system functionality and availability. 
1 Introduction 
One goal of this technical report is to presents privacy principles that SA3 should adhere to when designating new systems, security architectures and protocols. In the recently system design, the privacy issues appear to diversified trend, such as user consent for collecting measurements in the SON work and in the MDT work, UE tracking in SIMTC, user privacy in Proximity Service security, etc. These privacy issues are related to system functionality and availability, unless privacy issues are solved appropriate, the functionality and availability may be unreasonable constrained. On the one hand, when 3GPP designs new systems, security architectures and protocols, the privacy mechanism should be considered. On the other hand, the necessary privacy information that supporting system functionality/availability should not be over-protecting (e.g. in SON and MDT, if the user’s location is available to the system to some degree, the functionality cannot be provided). This is just like in normal security design, a countermeasure must be put in proportion to the threats it is intended to mitigate.
Consequently, we propose privacy requirements as follows.

New systems, security architectures and protocols design should take privacy protection as system functionality if the privacy is involved in the system.

The strength of privacy protection should not unreasonably restrict the system functionality and availability.

We kindly propose SA3 to agree the following PCR.
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***
BEGIN CHANGES
***
X. Key issue #X: Privacy vs. System functionality and Availability

X.1 Issue details
One goal of this technical report is to present privacy principles that SA3 should adhere to when designating new systems, security architectures and protocols. In recent system design, the privacy issues appear to be a diversified trend, for example, the need for user consent to collect measurements in the SON and MDT work, UE tracking in SIMTC, user privacy in Proximity Service security, etc. These privacy issues are related to system functionality and availability. Unless the privacy measures are solved in an appropriate way, the functionality and availability will be unnecessarily restricted. On the one hand, when 3GPP designs new systems, security architectures and protocols, the privacy mechanism should be considered. On the other hand, there must be a balance between the privacy required and the functionality the system provides. For example, for SON and MDT to work, users' location information may be accessible to parts of the system (even if this implies the need for user consent).
X.2 Threats
When 3GPP designs new systems, security architectures and protocols, if privacy protection procedure is not defined clearly, the system functionality and availability will be impacted. For example, if the users consent mechanism is not satisfied by the user, the functionality of SON and/or MDT will not be available.
X.3 Privacy requirements
New systems, security architectures and protocols design should take privacy protection as system functionality if the privacy is involved in the system.
The strength of privacy protection should not make the system functionality and availability unnecessarily restricted.
***
END OF CHANGES
***
