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Abstract of the contribution: This contribution contains a mechanism for deriving traffic keys to create a security context for 1-1 communication security.
Discussion

This contribution contains a solution for creating a full security context from a shared key to provide a full security solution for direct one-to-one communications. It is required as a simple mechanism for creating traffic keys is needed to allow the D2D AKA procedure to create a full D2D security context.
The D2D key derivation procedure has the following advantages of the existing solution:

· The solution mirrors the approach for creating an EPS security context from a shared session key, KASME. The only change is to simplify the EPS solution for use within the D2D environment.
·  As for EPS, the D2D key derivation procedure only requires a shared key to be produced from the key agreement procedure. No further information or functionality is required, such as sharing additional random values. Such steps may be taken as part of the AKA procedure, but they are taken independently of traffic key derivation. As a result, the choice of D2D AKA procedure is independent of the choice of the D2D procedure for traffic key derivation.

· It is entirely symmetric, meaning that the wider system does not have to define the ‘uplink’ and ‘downlink’ in a D2D context.

It is proposed that SA3 accept the pCR for inclusion in the TR.

Proposed pCR
6.X
Solution X: Traffic key derivation for direct one-to-one connections

6.X.1
General

This solution addresses part of key issue 5 in the current document and provides a mechanism for deriving traffic keys for solutions C3 and C4 in TR23.703 [4]. As such, from a shared session key it produces a full, shared D2D security context between a pair of D2D UEs.
6.X.2
Overview of solution

The solution provides a mechanism for creating D2D traffic keys from a shared D2D session key, mirroring and simplifying the approach used within the EPS.

As a result of performing a D2D AKA, a D2D session key will be shared between two UEs. The D2D session key is used to create the D2D traffic keys for protecting D2D communications. Based on these requirements, the D2D traffic key derivation function should as far as possible mirror the traffic key derivation function used within the EPS, as specified in TR 33.401 [?]. 

This solution proposes using a D2D key derivation function that is simply a reduced version of that used in EPS. D2D traffic keys are derived from the D2D session key in very similar manner to the derivation of EPS traffic keys from KASME for EPS security. As a result, D2D and EPS use the same types of keys, and the security context generated by both procedures is similar.
6.X.3
D2D security context
A D2D security context is a simplified EPS security context as specified in TR 33.401 [?]. An AKA procedure will derive a shared direct connection key, KD, from which traffic keys will be derived. KD takes the role of KASME in the EPS security context. Unlike EPS, there shall be a one-to-one correspondence between KD and the D2D traffic keys used for direct communications. Should re-keying of any key be required, a new D2D AKA procedure shall be performed to create a new KD, from which new traffic keys shall be derived.
The derviation of D2D traffic keys from a D2D session key is displayed in Figure 6.X.3-1.

Figure  6.X.3-1: D2D Security Context
KNASenc and KNASenc shall be derived from KD exactly as they are derived from KASME for an EPS Security context. KeNB shall also be derived from KD exactly as it is derived from KASME for an EPS Security context, except that NAS UPLINK COUNT shall be set to 0 (this is the value currently used for new security contexts and ensures the there is no security requirement to specify which direction is the uplink and which is the downlink). KUPenc, KUPint, KRRCenc, and KRRCint shall be derived from KeNB as for an EPS security context. Handover does not apply in this context, therefore NCC shall be zero and NH need not be generated.

The UE shall also store NAS COUNT and PDCP COUNT as part of the D2D security context as for an EPS security context. These values shall be used to indicate to the UE when re-keying should occur via a new AKA procedure.
It is recommended that the KDF function used in the above procedure is modified slightly from the function used for EPS, to ensure cryptographic separation of the D2D and EPS security contexts.

D2D security contexts will be unique per-pair of UEs, hence a D2D-enabled UE must be able to manage multiple D2D security contexts.
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