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Abstract of the contribution: This contribution contains a draft LS reply to the RAN2 LSes on dual connectivity.
1 Introduction 
RAN2 asks SA3 for feedback on the proposed protocol architectures for small cells in the LSes R2-133018 and R2‑133650. Ericsson provided an analysis of the architectures in S3-131006 and proposes that the draft LS below is sent as reply to the RAN2 LSes.
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1. Overall Description:

SA3 analysed the security aspects of the protocol architectures studied by RAN2 and came to the following conclusions:
Alternative 1A (regardless whether RRC messages are protected by the MeNB or the SeNB), and Alternative 3C when RRC messages can be protected by the SeNB:

-
Conclusion 1: Keys are transferred over Xn interface from MeNB to SeNB as needed.

-
Conclusion 2: The control part of the Xn interface shall be integrity and confidentiality protected. 

-
Conclusion 3: Cryptographically separate keys shall be used in the MeNB and SeNB.

-
Conclusion 4: The LTE key hierarchy needs to be extended.

-
Conclusion 5: The MeNB may know which keys are used in the SeNB, but not vice versa.

-
Conclusion 6: Security parameters such as algorithms selected by the SeNB for its DRBs need to be coordinated over the Xn interface. New IEs and/or code points need to be allocated in RRC to control security for the SeNB DRBs.

Alternative 3C when RRC messages can be protected by the SeNB:

-
All conclusions 1 to 6 from above.

-
Conclusion 8: Alternative 3C prohibits local break out of traffic in the SeNB.

Alternative 3C when RRC messages are only protected by the MeNB:

-
Conclusion 2: The control part of the Xn interface shall be integrity and confidentiality protected. 

-
Conclusion 7: The MeNB has to carry the bulk work load of DRB ciphering and backhaul IPsec protection for user plane data of both eNBs.

-
Conclusion 8: Alternative 3C prohibits local break out of traffic in the SeNB.
In summary, 
Alternative 3C with a two RRC connections and Alternatives 1A require some additional work to define new security protocol features, similar to what is done for X2 handovers. Alternative 3C with RRC security protection done in the MeNB does not need such extensions. Alternatives 3C prohibits local break out from the SeNB. In Alternative 3C the MeNB has to carry the bulk work load of all DRB ciphering and backhaul IPsec protection for user plane data of both eNBs.
2. Actions:

To RAN2 group.

ACTION: 
SA3 kindly asks RAN2 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:
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