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Abstract of the contribution: A CA/RA is used to enroll operator certificates to eNBs. SA5 asks in S5-131458 whether it is worthwhile to allow the CA/RA to be placed behind a SEG when the eNBs are connecting over an untrusted network such as the internet. The reason being, that the CA/RA would otherwise be directly exposed to the untrusted network. This contribution argues that it is worthwhile.
1 Introduction 
SA5 is defining a multi-vendor plug n' pay procedure for connecting eNBs to the operator's network. The name of the WI is MUPPET. 
The procedure includes all steps necessary to connect the eNB to the network, not only the certificate enrollment which is described in clause 9 of TS 33.310. For example, it includes the steps of physically plugging the eNB in to the network, retrieving IP configuration, enrolling an operator certificate in the eNB, connecting the eNB to the SEG, and then, connect it to the element manager behind the SEG.

The LS from SA5 in S5-131458 asks SA3 to consider the following case:

1. The eNB is powered on and gets initial IP configuration from the network.

2. The eNB, using vendor certificate, contacts a RA/CA server using CMPv2 to enrol for operator certificate.

3. The eNB, using the operator certificate, sets up a tunnel(s) to the OAM system. All further exchanges are protected by this or other tunnels.

4. … The procedure continues …
SA5 asks SA3 provide guidance according to the following LS-action:
"ACTION: SA5 would like to get guidance on whether SA3 believes providing the possibility to protect the CA/RA server behind a SeGw would be worthwhile for less trusted networks."
2 Analysis
2.1 Threat identified by SA5 and proposed deployment option
The option for deploying a CA/RA for this use case according to TS 33.310 is today to make the CA/RA directly accessible from the eNB site. If the eNB accesses the CA/RA from via the internet or some less trusted network, such as a mall-network, the CA/RA would have to be accessible from that network as well. This also implies that an attacker with access to the untrusted network will have access to at least one interface of the CA/RA as well (see step 1 of Figure 1).
Once the operator certificate is enrolled in the eNB, the eNB can use this to connect to a SEG. The eNB may then access the Element Manager through the SEG, as shown in step 2 of Figure 1. This means that the Element Manager does not need to expose any interfaces directly to the untrusted network; only entities which have successfully authenticated to the SEG can access the Element Manager. The traffic will in addition be protected by IPsec over the untrusted network.
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Figure 1. Today's possibility for CA/RA deployment and access to the Element Manager.
The threat SA5 has identified with TS 33.310 is that, for deployments where the eNB is enrolling the operator certificate over an untrusted network, the CA/RA is required to be accessible from that same untrusted network. Since a compromise of a CA/RA would have severe consequences, SA5 asks whether SA3 see a benefit in allowing the deployment option where also the CA/RA is located behind a SEG as depicted in Figure 2 (in particular, see the blue SEG in step 1). 
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Figure 2. Proposed option to allow deployments with a SEG separating the CA/RA interfaces from the untrusted network.
2.2 Threats and risks
The following threats have been identified if the CA/RA is accessible directly from an untrusted network:

1. CMPv2 used for the certificate enrollment provides the necessary security features to allow it to run over untrusted networks. There is therefore no problem from security protocol point of view.

2. DoS attacks against the CA/RA from the untrusted network. CA/RA is not so frequently accessed, so an attacker would need to DoS the CA/RA at the exact moment the CA/RA is needed by an enrolling entity. The incentive for an attacker to perform this attack is also questionable, so a DoS attack may not be so serious.
3. Misconfiguration of a CA/RA exposes other interfaces of the CA/RA than the CMPv2 interface to the untrusted network. This could, for example, be OAM interfaces. It could be argued that this should not happen, and if it does, these interfaces should be secure themselves anyhow  However, mistakes in network configuration are always possible, and certain network configurations may be done based on the assumptions that some interfaces are not exposed to the internet.
4. Exposing the CMPv2 interface of the CA/RA to the internet allows attackers direct access to it. If attackers manage to exploit a vulnerable implementation and compromise the node they can issue certificates to their own nodes and enroll these in the operator's PKI. As a result, they may get access to the operator's transport network. Again, vulnerable implementations should not exist, but the effect if something happens is very severe, so this is more a serious issue.
2.3 Requirements identified in other forum

The CAB Forum is a "voluntary organization of leading certification authorities (CAs) and vendors of Internet browser software and other applications." They have issued a set of requirements for CAs in general. In particular, the document Network and Certificate System Security Requirements is of interest. It provides, amongst other requirements, the following:

Each CA or Delegated Third Party SHALL:

…

d. Maintain and protect Issuing Systems, Certificate Management Systems, and Security Support Systems in at least a Secure Zone;

…

f. Configure each network boundary control (firewall, switch, router, gateway, or other network control device or system) with rules that support only the services, protocols, ports, and communications that the CA has identified as necessary to its operations;

Granted, these requirements are just a few of all requirements in the document, and there is nothing in this that forces 3GPP to make any particular choice. It does, however, show that other organization has thought about the issue, and has come to the conclusion that segmenting the network and provide boundary protection makes sense from security point of view.
2.4 Should it be possible to protect the CA/RA behind a SEG?

As discussed in previous clause, there are situations where it is risky to allow eNBs direct access to the CA/RA. To answer the question whether it is worthwhile to allow the deployment with a SEG protecting the CA/RA, a sketch of how it would work is required. 

When the eNB is connected to the IP access network, it only has vendor credentials installed. Therefore, these have to be used to authenticate to the SEG. This implies that there are two alternatives: either the CA/RA is protected behind an operator controlled SEG which have to have a vendor certificate installed, or, the CA/RA is protected behind a vendor controlled SEG. Both are possible, and reach the same protection goal. One of them may, however, be better suited than the other in certain deployments.
It should be noted that the SEG could be configured so that the vendor credentials only provides access to a segment of the network that hosts the CA/RA. To access the segment of the network where the Element Manager resides, operator credentials can be a requirement. 
If the CA/RA is protected behind a SEG, the following risks remain:
- Threat 1 becomes even less of a problem (even though it should be no problem to start with).

- Threat 2 is reduced. A SEG performs a simpler function than the CA/RA and it is likely a little harder to perform a DoS against a SEG than the CA/RA (even if not impossible).
- Threats 3 and 4 are eliminated, and this is the main gain of adding the SEG.  

It seems that adding a SEG would reduce the risk to the CA/RA in a significant way and should be allowed as one deployment option.
3 Conclusion and Proposal
As discussed above, it does seem worthwhile to allow the deployment option of using a SEG in front of the CA/RA when enrolling certificates to entities connected to an untrusted network such as the internet.

It is proposed that SA3 acknowledge this and replies to SA5 according to the draft LS in S3-131005.
If SA3 agrees to this, we can provide the necessary CRs to TS 33.310 for the next SA3 meeting.
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