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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This clause shall start on a new page.

The present document …

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]


[2]

 [3]

…

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions and Terminology
For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

Editor’s Note: This section should contain a definition for basic privacy related entities. Essential basic entities are at least:

· User

· Protocol Intermediary

· Communication Initiator

· Recipient

· Attacker

· Observer  (observer is an entity that observes the traffic, this can be for a legitimate purpose or illegitimate purpose)

· Eavesdropper (special case of observer, and eavesdropper is having malicious intends)

In addition, there need to define:

· Personal Data

· Identity

· Identifiable

· Location 

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Communication Model

Editor’s Note: This chapter will describe the communication model used in this document. We will have at least entities

· Starting/initiating a communication protocol by a communication initiator
, e.g. a particular node could take the role of a communication initiator

· Communication via a protocol intermediary which potentially acts upon the received data, e.g. an intermediary proxy could take the role of an intermediary.

· Receiving and processing at the Receiver, e.g. a mobile device or network node could take the role of a communication receiver.

5
Privacy Threats - Description of Key issues of Subscriber Privacy Impact in 3GPP
Editor's note:
This clause is intended to provide an overview of the security issues which impact of subscriber privacy in 3GPP. 
5.1
Key Issue 1
5.1.1
Issue Details
Editor's note:
This clause is intended to provide details of the privacy issues.
5.1.2
Threats
Editor's Note: This clause is intended to capture the relevant threats and impacts of the issue detailed above.

5.2
Key Issue 2

5.2.1
Issue Details

5.2.2
Threats

6
Privacy Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

7
Solutions / Threat Mitigation
Editor's Note: This clause is intended to describe solutions/threat mitigations which fulfil the security requirements for the key issue. 

8
Evaluation

Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions/threat mitigation approach. 

9 Privacy Guidelines
Editor's note: This section contains privacy guidelines to assist fulfilling the privacy requirements above.
Annex <A>:
<Annex title>

Annexes are labelled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex

Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. A.1.2 is formatted using Heading 2 style.

Bibliography

The Bibliography is optional. If it exists, it shall follow the last annex in the document.

The following material, though not specifically referenced in the body of the present document (or not publicly available), gives supporting information.

Bibliography format

-
<Publication>: "<Title>".

OR

<Publication>: "<Title>".
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