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Abstract of the contribution:
The intended privacy work is different to the usual security work, as SID outlines the intention to apply a privacy guideline model to other specifications and future topics. Therefore we discuss and propose a structure to reflect this approach. The approach orients itself at the RFC 6973 (Privacy Considerations for Internet Protocols).
1. Introduction

The objectives of the privacy study (S3-130881) are:

· Identify and understand privacy related key issues impacting 3GPP network
· Identify and potentially harmonize privacy requirements, e.g. MDT

· Identify existing/ongoing work relevant to 3GPP privacy issues in external standard bodies, for potential reuse in 3GPP, e.g. IETF 
· Identify privacy risk mitigation approaches and establish privacy handling guidelines/principle and/or best practices for 3GPP for future specifications
It is not an objective of the study to examine all existing 3GPP specifications in retrospect with respect to privacy.
A technical report that allows to be applied to future specifications and harmonize the privacy requirements needs to be abstract with respect to the real nodes. In other words, a privacy related terminology and data model allows applying the developed principle to new future work. Since 3GPP defines protocols, we propose also to take a protocol view on privacy report.
We propose to endorse the outline below and accept the accompanying draft Technical Report in S3-130992.

2. Privacy Terminology

We propose a chapter on Privacy Terminology in a new Technical Report. 

This section should contain a subsection for basic privacy related entities. Essential basic entities are at least:
· User

· Protocol Intermediary

· Communication Initiator

· Recipient

· Attacker
· Observer  (observer is an entity that observes the traffic, this can be for a legitimate purpose or illegitimate purpose)

· Eavesdropper (special case of observer, and eavesdropper is having malicious intends)

In addition, there need to a clear understanding on the data and potential attacks, which we would see in a separate terminology subsection at least:
· Personal Data
· Identity

· Identifiable

· Location 

3. Communication Model

We propose to take a protocol view on the privacy report. This implies that we will have entities

· Starting/initiating a communication protocol by a communication initiator
, e.g. a particular node could take the role of a communication initiator
· Communication via a protocol intermediary which potentially acts upon the received data, e.g. an intermediary proxy could take the role of an intermediary.
· Receiving and processing at the Receiver, e.g. a mobile device or network node could take the role of a communication receiver.
We propose to have in the technical report a chapter which outlines the details of used communication model and the potential role distribution.
4. Privacy Threats

We propose a chapter to identify clearly the threats in our communication model. These should be studied in detail before progressing to mitigations. In particular, we propose to study in subsections the following threats:

· Surveillance on protocol interfaces

· Correlation of personal data

· Identification

· Secondary use

We propose to put into this chapter generic subheadings with the working title key issues, where the name of the issue will be added in the progress of the work.

5. Privacy Requirements

We propose a chapter to catch potential privacy requirements for 3GPP based communication.
6. Threat Mitigation

We propose a chapter threat mitigation to identify which threat mitigation approaches already exist for the privacy threats in chapter 4 and the requirements derived from such threats in chapter 5. This chapter should investigate also usage of existing mechanisms for threat mitigation.

7. Evaluation

We propose a chapter to evaluate the proposed mitigation approaches with respect to effectiveness and impacts to the system.  

8. Privacy Guidelines

We propose the chapter privacy guidelines to assist fulfilling the privacy requirements from chapter 5.

