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Abstract of the contribution: This contribution analyses the security aspects of Small Cell Enhancements (SCE) user plane architectures under consideration in the RAN2.
1
Introduction

RAN2 LSs (R2-133018 and R2-133650) request SA3 to perform security analysis on the down-selected user plane architecture alternatives 1A and 3C. This contribution presents the security analysis on the RAN2 down-selected architectures and provides feedback on the feasibility of these solutions regarding security aspects.
2
Discussion

2.1 Dual Connectivity with Distributed PDCP (Option 1A)

2.1.1

Security Requirements
As the LS from RAN2 (R2-133018) indicates that, the eNBs are configured as Master eNB (MeNB) and Secondary eNB (SeNB), which means that the MeNB and the SeNB will satisfy the eNB security requirements specified in TS 33.401 (Section 5.3).
Observation 1: 
Security requirements given in Section 5.3 of TS 33.401 will apply to both the MeNB and the SeNB, therefore the MeNB and the SeNB are to be considered to have same level of security as the eNB.
2.1.2

Security Key for Dual connectivity with distributed PDCP

From the architecture options 1A, it is evident that 1A user plane architecture requires protection at the MeNB and also at the SeNB (distributed PDCP). For distributed PDCP, there are two possible approaches for security key usage: possibility to use same key for both the MeNB and the SeNB and other is to use separate keys. From security point of view, separate keys are to be used for dual connectivity with distributed PDCP for the following reasons:

· compromise of one node (MeNB/SeNB) should not lead to compromise of other node (SeNB/MeNB) 
· if same key is used between the UE, the MeNB and the SeNB, then there is high possibility to re-use the same key with the same PDCP COUNT and same radio bearer ID, which is against the security principle 
· It should be possible for the SeNB, to selected cryptographic algorithm according to a priority decided by the operator 
Proposal 1: 
To achieve acceptable level of security, Separate keys to be used for dual connectivity with distributed PDCP. 

Further baseline assumption for C-plane architecture that there is no termination for the RRC protocol in the SeNB towards the UE with dual connectivity (cf. R2-133018), it is required to protect only the user plane traffic and there is no need for the RRC signalling protection between the UE and the SeNB. For distributed PDCP approach, the UE and the MeNB will derive a new key (KSeNB) for the SeNB handling the Scell added to the Secondary Cell Group (SCG) and then the MeNB forwards it to the SeNB for deriving UP traffic protection key. Straight forward approach is to derive key for the SeNB from KeNB/NH, as shown Figure 1. Derivation of KSeNB then further KUPenc-SeNB is to in line with existing mechanism (Key derivation (traffic protection key) and Key forwarding).
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Figure 1: Possible key hierarchy in E-UTRAN including Dual Connectivity with distributed PDCP
Proposal 2: 
When adding a first Scell in the SeNB for a UE, the UE and the MeNB derives a new separate key for the SeNB UP traffic protection from KeNB/NH and then the MeNB forwards it to the SeNB.  
2.1.3

AS(UP encryption) algorithm selection by SeNB
In case, if the SeNB have different security capabilities compare to the MeNB, then similar to handover procedure (where there is no direct signalling between the target eNB and the UE during handover preparation phase), the SeNB selects the UP encryption algorithm according to a priority decided by the operator and indicates the selected algorithm to the UE through the MeNB (e.g, during Scell addition procedure). The exact messages to indicate the selected UP encryption algorithm depends on the decision/selection of RRC procedures and messages by RAN2.
Proposal 3:
If SeNB have different capabilities compare to the MeNB, then similar to the HO procedure (e.g, Scell addition procedure), the SeNB selected algorithm is indicated to the UE through the MeNB for dual connectivity.

2.1.4

Key Change on-the-fly 

Since the MeNB host the RRC layer, it is possible for the MeNB to initiate Key change on-the-fly procedure for the KSeNB (in turn, UP traffic protection key between the UE and the SeNB). The MeNB initiate the Key change on-the-fly procedure, by initiating intra SeNB HO for the following scenarios: local KUPenc-SeNB refresh (SeNB request MeNB for key refresh through Xn interface, when PDCP COUNTs between the SeNB and the UE is about to wrap around), when KeNB re-keying is performed in the MeNB. 
Proposal 4: 
A similar procedure to the Intra-cell HO  (e.g, Scell release and Scell addition) is initiated by the MeNB (mobility anchor for dual connectivity) to perform key change on-the-fly for the SeNB key refresh and for re-keying. 

2.1.5

Forward Security

Based on the existing definition of “Forward security” (in the context of KeNB) in TS 33.401, since the SeNB does not have the knowledge of any KeNB (cf. figure 1 of this document), there is no impact on forward security of KeNB.(i.e, existing mechanism will take care of KeNB forward security). 

It should be for studied, whether forward security is required between the MeNB and SeNB for the alternative option 1A for UP traffic protection. Since the RRC signalling protection for dual connectivity with distributed PDCP is always with the MeNB, it is for further study whether there is any benefit in having forward security.   
Observation 2: 
There is no impact on the forward security from KeNB context for dual connectivity with distributed PDCP.
Observation 3:
The need for forward security of the key shared between the MeNB and the SeNB for dual connectivity is FFS.
2.2 Alternative Option 3C

For the alternative option 3C, from security point of view, since the PDCP is not distributed, there is no security impact identified.

3
Conclusion:

Based on the analysis detailed in this contribution, for alternative option 1A, there are feasible solutions to the issues. Further there is no show-stopper security issues identified that is not feasible to be completed in Rel-12 timeframe. 
We request SA3 to include the above conclusion, in the reply LS to RAN2. Further companion contribution S3-130990 proposes a baseline reply LS to RAN2 for discussion and decision.   
