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1. Overall Description
SA3 would like to thank RAN2 for providing us with the LS on the security aspect of protocol architecture of small cell enhancements.  SA3 would like to provide the following to RAN2 on issues A and B respectively:
Issue A:

The architecture options 1A (section 8.1.1.1 of TR 36.842) and 2A (section 8.1.1.2 of TR 36.842) allocate PDCP at MeNB and SeNB. This requires separate ciphering at the PDCP layer of the eNBs in use (i.e. MeNB and SeNB). RAN2 would like to consult SA3 on the security aspects when considering allocation of PDCP protocols at MeNB and SeNB especially with regard to the need for additional security keys at the SeNB and management of security context at the SeNB in an architecture where RRC and S1-MME terminates at the MeNB. In addition, RAN2 would like to request SA3 views on UE’s handling of two security keys for MeNB and SeNB at the same time.
SA3’s response:
Since RAN2 has removed Option 2A for consideration, our reply is only applicable to Option 1A.

SA3 would like to point to our TS 33.401 on the handling of security context, specifically on the handling of KeNB during various HO procedures apply for both S1 and X2 HO involves MeNB and SeNB respectively.  
Since both MeNB and SeNB are expected to cipher the user plane separately, security context at MeNB and SeNB either need to be maintained concurrently and separately or completely synchronized.  We note the following:

1.  TS 33.401 specifies that there is one current security context for the UE at any given moment. If the UE is to maintain two (or more) concurrent distinct security contexts, this is a fundamental philosophical change to the principle of the LTE security handling. Further study would be needed to investigate the impact of security handling at the UE, MeNB and SeNB, impact of the key derivation at SeNB (e.g. whether MME sends the same KeNB to MeNB and SeNB or whether two different KeNB would be used), the difference in security capabilities and its handling in the MeNB and SeNB.  One potential advantage of this, of course, is that the current security handling procedures during mobility events could be re-used since MeNB handoff and/or SeNB handoff are expected to proceed independently. 

2.  If MeNB and SeNB share and same security context and are fully synchronized, it is foreseeable that the MeNB, being the master, would be expected to maintain the same security context only to a certain extent for both the MeNB and the SeNB. Some of the potential security impact to study includes whether maintaining one KASME with the MME for a particular security context and use KASME to derive the same KeNB for both MeNB and SeNB, distribution and synchronizing of the security context for MeNB SeNB using the same KeNB in normal operations and during mobility events, handling of forward and backward security at mobility events,  and similarly the handling of any security capability difference(s) between the MeNB and the SeNB. We also note that using the same KeNB in two different network elements contradicts the principles of LTE security.
SA3 would require sufficient time to fully analyze the security issues mentioned above for Option 1A and 2A and given the current workload for R12 items in SA3, it is unlikely that SA3 would be able to accomplish its analysis before the completion of R12.

Issue B:

Architecture options 2 and 3 (section 8.1.1 of TR 36.842) consider S1-U termination at MeNB. For the downlink, the traffic is first sent to the MeNB for this UE; the MeNB will then send (offload) some of this user data to the SeNB over a (new) Xn interface. Similar data path from SeNB to MeNB over Xn and then over S1-U from MeNB to S-GW will also be needed for the uplink for these architectural options.  Concerns were expressed in RAN2 that such a delivery of user traffic over the Xn interface could result in passing through the Security Gateway more than once in some deployment scenarios. RAN2 would like to request:
· RAN3 to investigate if such scenarios could occur and if so, their views on the impacts to Security Gateway.
· SA3 views on the impacts on security for such scenarios.
SA3’s response:
In both Options 2 and 3, since S1-U is terminated at MeNB, the security context is maintained at the MeNB for the UE and all security handling is done at the MeNB, including encryption, decryption, and key derivation during handoff. The user plane data that MeNB sends (offloads) to the SeNB over (new) Xn interface destined for a particular UE is expected to have been ciphered already and is completely agnostic to the SeNB. SeNB does not need to concern itself with any security handling as the user plane data is a mere pass-through. There is no foreseeable security impact on the MeNB for either option 2 or option 3.

2. Actions:

SA3 kindly asks RAN2 to take this reply into account.

3. Date of Next SA3 Meetings:

SA3#74 
20 -24 January 2014
Taipei, Taiwan

SA3#75
12 – 16 May 2014
Sapporo, Japan


