3GPP TSG SA WG3 (Security) Meeting #73
S3-130966
11-15 November 2013; San Francisco (US)
revision of S3-13abcd
Source:
Huawei, HiSilicon
Title:
Security requirements for GCSE_LTE
Document for:
Discussion and Approval
Agenda Item:
7.14
Work Item / Release:
GCSE_LTE/R12
Abstract of the contribution:

This contribution proposes security requirments for GCSE_LTE.  
1 Introduction
GC2 is used to define the interaction between GCSE AS and BM-SC provided by the 3GPP EPS layer. The security requirements for GC2 need to be considered.

2 Analysis
Interface between the BM-SC and the GCSE AS (GC2) is used to request the setup of the Multipoint Service. To ensuring the Multipoint Service setup request is from an authentic GCSE AS to an authentic BM-SC, the BM-SC and the GCSE AS should be able to mutually authenticate each other.
As defined in TR 23.768, the following information needs to be exchanged between the GCSE AS and BM-SC on the GC2 control plane interface:

From BM-SC to GCSE AS

-
Service information (e.g., TMGI(s), IP address(es)/port(s) of the eMBMS media) 

-
Information regarding the bearer state (for e.g, if the bearer was successfully established etc)

-
Information needed to route media packets from GCSE AS to the BM-SC (e.g., IP address(es), port(s))

From GCSE AS to BM-SC

-
MBMS Service area where the group call is targeted 

-
Session information (e.g., session start time, QoS etc)

If the information includingTMGI and IP address(es)/port(s) sent from BM-SC to GCSE AS is tampered by attackers, UEs can not receive correct eMBMS media packets. If MBMS Service area information from GCSE AS to BM-SC is tampered by attackers, eMBMS media packets will be broadcasted in wrong area. In order to avoid above attacks, the signalling messages between the BM-SC and the GCSE AS should be integrity protected.
If confidentiality protection is not provided to GC2 interface, attackers can eavesdrop and obtain TMGI and IP address(es)/port(s) sent over GC2. Since TMGI and IP address(es)/port(s) is related to GCSE group’s privacy information, it should not be exposed to attackers.The signalling messages between the BM-SC and the GCSE AS should be confidentiality protected.
3 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

X Security requirments
The BM-SC and the GCSE AS should be able to mutually authenticate each other.
The signalling messages between the BM-SC and the GCSE AS should be integrity and confidentiality protected.

******************************************End of First Change***********************************************************
















































