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Abstract of the contribution: this document discusses the security aspects of protocol architectures for small cell enhancements and proposes a reply LS to RAN2.
1. Introduction

RAN2 sent an LS (R2-133018) followed up with another LS (R2-133650) to SA3 informing SA3 about selection of architectures (architecture 1A and 3C) for small cell enhancements. RAN2 requested SA3 views on two issues A and B listed below.   

Issue A: “...RAN2 would like to consult SA3 on the security aspects when considering allocation of PDCP protocols at MeNB and SeNB especially with regard to the need for additional security keys at the SeNB and management of security context at the SeNB in an architecture where RRC and S1-MME terminates at the MeNB. In addition, RAN2 would like to request SA3 views on UE’s handling of two security keys for MeNB and SeNB at the same time.”

Issue B: “...Concerns were expressed in RAN2 that such a delivery of user traffic over the Xn interface could result in passing through the Security Gateway more than once in some deployment scenarios. RAN2 would like to request:
· SA3 views on the impacts on security for such scenarios.”

2. Architectures under consideration.
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Figure 1: User plane architecture 1A
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Figure 2: User plane architecture 3C

In option 1A: MeNB controls the addition of SeNB and initiation of offloading, (control plane between MeNB and SeNB not shown). When a particular radio bearer is offloaded to SeNB, the S1-U for that RB, as well PDCP, RLC, MAC layers are also instantiated at SeNB. Ciphering for the offloaded bearer is also done at SeNB.

In option 3C: MeNB controls the addition of SeNB and initiation of offloading. But PDCP layer remains at MeNB, as additional PDCP instance; only RLC, MAC layers are offloaded. Hence there is no separate S1U at SeNB. The Service Access Point (SAP) between the PDCP layer at the MeNB and RLC layer at the SeNB is extended over the Xn interface. The bearer associated with this additional instance of PDCP may be split between the MeNB RLC and SeNB RLC, effectively switching Xn on and off.
3. Security Impact Analysis:
3.1. Architecture 1A

MeNB and SeNB maintain two independent PDCP terminations at two different cells, and therefore, according to the current key hierarchy, the UE will assume that two different KeNBs (MKeNB and SKeNB) are also used to compute two different simultaneous KUPenc, one for each eNB.  These two different KUPenc keys for two different eNB connections will have to co-exist in the UE. Each eNB will serve its respective connection using one KeNB, with no difference from the current security framewok.
Because there is only one S1-MME that is terminated between the MME and MeNB, currently the MME can only provide the MKeNB. With some minor enhancements, the MKeNB and SKeNB can be provided by the MME, preserving full security separation between MeNB and SeNB similar to current vertical key derivation scheme. Alternatively the SKeNB can be derived by the MeNB for the SeNB from the current MKeNB similar to horizontal key derivation. This approach allows the MeNB to know security associations maintained by each assigned SeNB. This is similar to the current next hop forward secrecy within a range of SeNBs managed by the MeNB.

Mobility event that alters the current MKeNB in the MeNB (e.g. handover from one MeNB to another) may trigger immediate modification of security associations in the assigned SeNBs. In typical scenario, a handoff to another MeNB will cause immediate de-allocation of the SeNB. The new keys for the target MeNB will be established according to the current procedures..
In summary, the only impact of Architecture 1A is simultaneous retension by the UE of two connections and security contexts with two eNBs.

3.2. Architecture 3C

MeNB maintains two independent PDCP instances for two data bearers, one for MeNB, another for SeNB. The Service Access Point (SAP) between the SeNB PDCP and RLC layers is exposed and extended over the Xn interface.
The current security architecture allows encryption separation between bearers, even with one MKUPenc by using the Bearer ID as the input into the encryption function. Therefore, there is no need for separate keys for MeNB and SeNB encryptions, and no modifications to the current security architecture are needed. Hoewer it has to be noted, that MeNB needs to allocate sufficient resources to crypto-process multiple data bearers for MeNB and SeNB.
However, existence of the Xn interface imposes additional security requirements: 

Because in current eNB architecture the SAP between the RLC and PDCP is assumed to be a part of the same network entity (eNB), security assurance for primitives with PDUs presented over this SAP is not required. When the SAP is exposed over the Xn interface, all primitives presented over this interface (all PDUs transferred over the Xn) must be assured, their source and destination must be verifiable, in other words, the Xn must be carried over the trusted channel. 

If this channel is not trusted (i.e. the Xn tunnel end points are not verified), the adversary knowing the PDCP address may inject the malicious PDUs that will be duly decrypted (even as junk) and included into a legitimate IP packet that is being reassembled by the PDCP. This situation may occur whether or not the AS encryption of the UP is invoked.
Therefore, the Xn interface must be protected according to the 3GPP Network Domain Security [TS 33.210] to ensure trustworthiness of the Xn tunnel end points. The IPSec will add processing and transport delays which RAN2 must consider.
3.3. Impact on UE
In 1A configuration the UE would need to maintain two simultaneous security contexts, one for each eNB.  In 3C configuration there is no security impact on UE.
4. Conclusion
Issue A: Both architectural alternatives 1A and 3C are technically feasible. Architecture 1A requires slight enhancement to the current security framework in terms of key management in the UE.
Option 3C imposes additional requirement on security of the Xn interface. This may add an IPSec processing and transport delay. In addition it needs more crypto processing resources in MeNB.
Based on the above, alternative 1A and 3C are technically feasible with different security impacts.  
Issue B: In option 1A, user traffic doesn’t traverse Xn interface hence doesn’t add transport and processing delay.  

In option 3C, when Xn interface is protected using the IPSec as specified in TS 33.210, additional transport and processing delays can be expected. 
5. Proposal
It is kindly proposed that SA3 accepts the accompanying draft reply LS to RAN2.
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