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In 2012, SAGE announced its intention to develop a new 3G authentication and key agreement algorithm, as an alternative to Milenage.  This new algorithm can be used by any operator, but is aimed particularly at the embedded UICC, where it may be sensible to have two strong algorithms installed on the platform and available for selection by subsequently loaded USIM applications.  This provides choice to operators; it also provides resilience against future cryptanalysis of either algorithm.

We are pleased to announce now that the specification of the second algorithm is complete.  The algorithm is called TUAK, and it is based on the Keccak cryptographic permutation that will also be used in SHA-3.  (We are grateful for valuable discussions with the SHA-3 designers – Joan Daemen, Gilles van Assche, Michaël Peeters and Guido Bertoni – in the course of the TUAK development.)

The complete specification set will consist of three documents:

· Document 1: Algorithm Specification

· Document 2: Implementers’ Test Data

· Document 3: Design Conformance Test Data

SAGE’s version of Document 1 is circulated with this liaison statement.  The two test data documents are still undergoing final review, which should be complete shortly.

Our expectation is that work item should be started in 3GPP SA3, for the documents to be published as 3GPP technical specifications.

