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Abstract of document:

The TR 33.805 studies methodologies for specifying network product security assurance and hardening requirements. Network product security assurance and hardening refers to protection against unwanted access to a 3GPP network product, its Operating System, and main running Application(s). TR 33.805 also considers the evaluation process of such requirements. TR 33.805 evaluates industry standard methodologies to achieve these goals and proposes the necessary adaptation to consider the 3GPP context.

At SA3#72, SA3 concluded that the chosen methodology for further normative work will be methodology 2. The work area of 3GPP network security assurance is large and entirely new. For this reason, the focus of the corresponding normative work WID (S3-130XXX) was narrowed to the development of a Security Assurance Specification (SAS) for one pilot network product class. This SAS shall be written essentially as prescribed by the conclusions of the TR 33.805 which is presented for approval. The first network product class(es) to be considered by SA3 in the normative phase shall be the <…> network product class.

The SECAM Accreditation Body role described in methodology 2 will be taken by GSMA SG as suggested by methodology 2. GSMA SG will be responsible for the analysis of the administrative framework, rules and documentation that would have to be put in place in order to ensure that SECAM can be successfully put into practice when the necessary SA3 testing documents will be available. Details on the work split can be found in the WID (S3-130XXX).
Work done against Study Item level Work item in SP-120654:

UID
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Title
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Acronym
FS_SECAM

Rapporteur:
Loïc Habermacher (Orange)
Changes since last presentation to TSG SA Meeting #60:

- Both candidate methodologies were merged into methodology 2
- Essential terminology and activities have been clarified and developed (Security Compliance Testing, Basic Vulnerability Testing, Enhanced Vulnerability Testing, TOE, TSF  ...)

- A conclusion and a clear description of the way forward for the normative phase was added (dry-run, documentation …)

Outstanding Issues:

- No outstanding issues
Contentious Issues:

- No contentious issues

Change history of this document:

1999-11-17: original issue

2007-09-06: removal of references to Working Groups; bring names of TSGs up to date; correction of typo

