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1. Abstract of the contribution
This contribution proposes several editorial improvements:
- replacing “testers” with “testing laboratories”

- harmonizing the sub-bullets of “SECAM will rely on a SECAM Accreditation Body to build trust in the actors of the scheme:” to talk about “basic vulnerability testing laboratories” and not only tools.

- clarifying that EVA is “intended to assess resistance to more advanced attacks”

- resolved the editors note on who will take care of Basic Vulnerability Testing Laboratory accreditation
2. pCR
********************** START OF FIRST CHANGE***************************
8
Conclusions
8.1
Chosen methodology description

The present study defines the scope and threat model related to security assurance of 3GPP network products (the terminology "network product" is clarified in clause 4.1).

The study introduced two methods (more details can be found in clause 5): 

-
The first one consists in applying Common Criteria methodology, but not necessarily within the Common Criteria scheme which would require a certification by national Certification Bodies;

-
The second one consists in defining a tailored method, but does not prevent the re-use of some Common Criteria notions during the building process.

Methodology 2 is chosen for SECAM. It integrates Common Criteria concepts where efficient and provides the necessary adaptation to 3GPP context where necessary (need to allow accredited self-evaluation, single assurance level and security baseline…)

Editor's Note: the list of differences between methodology 2 and Common Criteria should be expanded to give a full overview of the main differences. Such an overview will prove valuable in 3GPP-internal discussions, when discussing which elements of CC to include in SECAM, and even much more valuable when promoting SECAM to the world outside 3GPP.   

-
SECAM is built upon an analysis of threats on the considered network products;

-
SECAM will follow a Security Assurance process to demonstrate how these threats are covered by tests;

-
SECAM will be mainly based on different Security Assurance Specifications, related to a given (set of) network product(s) class(es), which include security requirements with associated test cases

-
SECAM will consider a single security baseline and a single assurance level per network product class for evaluation (see 4.5.2).

-
The security baseline is defined as a set of security requirements and environmental assumptions defining the capacity of the network product(s) to resist a given attack potential. Consequently:

-
each network product can be evaluated only against a single security baseline

-
the security baseline of a network product class cannot be compared to the security baseline of another network product class;

-
SECAM considers a single assurance level per network product class for the evaluation of the security requirements as well as for the vendors' development and lifecycle management process. This means evaluating network products:

-
At constant scope (i.e. a single process will be followed for a given network product class, which will be relevant to this class),

-
At constant depth (which is mainly a black-box approach with occasional and justified usage of grey- or white-box testing),

-
At constant evaluation rigour;

-
SECAM assessment will distinguish between 

-
Security Compliance testing (see 5.2.4.3),

-
Basic Vulnerability testing (see 5.2.4.4)

-
Enhanced Vulnerability Analysis (see 5.2.4.5)

-
SECAM will rely on a SECAM Accreditation Body to build trust in the actors of the scheme:

-
The vendor, developing the network product,

-
The security compliance testing laboratories, assessing the network product compliance with its SAS,

-
The basic vulnerability testing laboratories, assessing the network product using tools, settings and procedures described in Basic Vulnerability testing section (see 5.2.4.4)

-
The Enhanced vulnerability analysis testing laboratories, assessing whether the network product resists the attacker model defined in the SAS; (this second step of vulnerability testing being intended to assess resistance to more advanced attacks);
-
The accredited actors are trusted to undertake the corresponding evaluation tasks. The SECAM Accreditation Body will define dispute and revocation processes.

8.2
Next steps for the normative phase

Clause 5.2.2 describes the expected content of the methodology building process. SA3 will focus on security compliance and basic vulnerability testing first, in order to improve maturity progressively amongst all partners, before beginning to define Enhanced Vulnerability Analysis. An SAS for security compliance requirements can include requirements on hardening and General Security Testing.

********************** END OF FIRST CHANGE***************************
�This Editor's note is now resolved by the change in the bullet above: The SECAM Accreditation body will take care of the accreditation.


�readability improvements






